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While  many  schemes  have  been  proposed  to  search  encrypted  relational  databases,  less attention  has
been  paid  to NoSQL  databases.  In this  paper  we  report  on  the  design  and  the  implementation  of  a security
scheme  called  “SecureNoSQL”  for searching  encrypted  cloud  NoSQL  databases.  Our solution  is one of  the
first  efforts  covering  not  only  data  confidentiality,  but also  the  integrity  of the  datasets  residing  on  a cloud
server.  In  our  system  a secure  proxy  carries  out  the  required  transformations  and  the  cloud  server  is not
modified.  The  construction  is  applicable  to all NoSQL  data  models  and,  in  our  experiments,  we  present
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its  application  to  a Document-store  data  model.  The  contributions  of  this  paper  include:  (1) a descriptive
language  based  on  a subset  of JSON  notations;  (2)  a tool to create  and  parse  a  security  plan  consisting  of
cryptographic  modules,  data  elements,  and  mappings  of cryptographic  modules  to  the  data  fields;  and
(3) a  query  and  data  validation  mechanism  based  on  the  security  plan.

© 2016  Elsevier  Ltd. All  rights  reserved.
. Introduction and motivation

Data analytics, enterprise, and multimedia applications, as
ell as applications in many areas of science, engineering, and

conomics, including genomics, structural biology, high energy
hysics, astronomy, meteorology, and the study of the environ-
ent take advantage of cloud computing for processing very large

atasets. Companies heavily involved in cloud computing such as
oogle and Amazon, e-commerce companies such as eBay, and
ocial media networks such as Facebook, Twitter, or LinkedIn dis-
overed early on that traditional relational databases cannot handle
he massive amount of data and the real-time demands of online
pplications critical for their business model. The relational schema
s of little use for such applications and conversion to NoSQL
atabases seems a much better approach.
The name NoSQL given to the storage model discussed in this
aper might be misleading. Michael Stonebreaker notes that “blind-

ng performance depends on removing overhead. Such overhead

� The datasets used in the experiments reported in this paper are available at:
ttps://github.com/MoAhmadian/SecureNoSQL.
∗ Corresponding author.

E-mail addresses: ahmadian@knights.ucf.edu (M.  Ahmadian),
rank.plochan@knights.ucf.edu (F. Plochan), zak.roessler@knights.ucf.edu
Z. Roessler), dcm@cs.ucf.edu (D.C. Marinescu).

URL: http://www.cs.ucf.edu/ ahmadian (M.  Ahmadian).

ttp://dx.doi.org/10.1016/j.ijinfomgt.2016.11.005
268-4012/© 2016 Elsevier Ltd. All rights reserved.
has nothing to do with SQL, but instead revolves around traditional
implementations of ACID transactions, multi-threading, and disk
management” (Stonebraker, 2010). The “soft-state” approach in the
design of NoSQL databases allows data to be inconsistent and trans-
fers the task of implementing only the subset of the ACID properties
required by a specific application to the application developer.
NoSQL systems ensure that data will be “eventually consistent” at
some future point in time, instead of enforcing consistency at the
time when a transaction is “committed”. Data partitioning among
multiple storage servers and data replication are also tenets of the
NoSQL philosophy as they increase availability, reduce the response
time, and enhance scalability.

Big Data and mobile applications are the two  most important
growth areas of cloud computing. Big Data growth can be viewed as
a three-dimensional phenomenon; it implies an increased volume
of data, requires an increased processing speed to produce more
results, and at the same time, it involves a diversity of data sources
and data types (Marinescu, 2013). A delicate balance between data
security and privacy and efficiency of database access is critical
for such applications. Many cloud services used by these appli-
cations operate under tight latency constraints; moreover, these
applications have to deal with extremely high data volumes and are

expected to provide reliable services for very large communities of
users. Nowadays NoSQL databases are widely supported by cloud
service providers. Their advantages over traditional databases are
critical for Big Data application.
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Data security and integrity are important factors when choos-
ng a database for cloud applications. They are particularly critical
or applications running on public clouds where multiple vir-
ual machines (VMs) often share the same physical platform (Xu,
iang, Wang, Yuan, & Ren, 2014; Xu, Zhang, Wu,  & Shi, 2015;
u & Wen, 2010). The importance of database security and its

mpact on a large number of individuals are illustrated by the
onsequences of two major security breaches: Weiss and Miller
2015); and Silver-Greenberg, Goldstein, and Perlroth (2014). In
ovember 2013 approximately 40 million records were stolen from
n unencrypted database used by Target stores. The compromised
nformation included personally identifiable information (PII) and
redit card data. According to a SEC (Securities and Exchange Com-
ission) report, two months later a cyber-attack on JP Morgan

hase, compromised PII records of some 76 million households and
 million small businesses.

Classic cryptography primitives can protect data while in stor-
ge, but plaintext data is vulnerable to insider interference during
rocessing. This is particularly troubling when searching databases
ontaining personal information such as healthcare or financial
ecords (Lin, Tsai, & Lin, 2014), as the entire database is exposed
o such attacks. These circumstances motivate us to investigate

ethods for searching encrypted NoSQL databases. Though gen-
ral computations with encrypted data are theoretically feasible
sing the algorithms for Fully Homomorphic Encryption (FHE)
Gentry, 2009), this is by no means a practical solution at this
ime. Existing algorithms for homomorphic encryption increase
he processing time of encrypted data by many orders of mag-
itude compared with the processing of plaintext data. A recent

mplementation of FHE (Halevi & Shoup, 2014) requires about six
inutes per batch; the processing time for a simple operation

n encrypted data dropped to almost one second after improve-
ents (Ducas & Micciancio, 2015). Related areas of research are:

earning With Errors (LWE) (Brakerski & Vaikuntanathan, 2011)
nd Lattice-based encryption (Cash, Hofheinz, Kiltz, & Peikert,
012; Micciancio & Regev, 2009) and Attribute-based Encryption
Gorbunov, Vaikuntanathan, & Wee, 2013).

In this paper we restrict our discussion to query processing par-
icularly over encrypted NoSQL databases. A secure proxy called
SecureNoSQL” for accessing cloud remote servers and applying
fficient cryptographic primitives for query, response and data
ncryption/decryption is introduced. We  also designed a descrip-
ive language using JSON1 notation which enables its users to
enerate a security plan. The security plan has four sections which
laborately introduce the data elements, cryptographic modules
nd the mappings between them. The main contributions of this
aper are:

A JSON-based language for users to: (i) create a security plan for
the database; (ii) describe the security parameters; and (iii) assign
proper cryptographic primitives to the data elements.
A multi-key, multi-level security mechanism for policy enforce-
ment. This feature is essential because the encryption key is
subject to more frequent changes than the crypto-module. Fur-
thermore, keys are assigned for a single data element, while

encryption algorithms could be applied for several data elements
with several keys. This separation allows a more efficient enforce-
ment of security policy and of key management.

1 JSON (JavaScript Object Notation) is a lightweight text-based syntax for storing
nd exchanging data objects consisting of key-value pairs. It is used primarily to
ransmit data between a server and a web application. JSON’s popularity is due to
he fact that it is self-describing and easy to understand by human and machine. For

ore information, visit: http://www.json.org.
ormation Management 37 (2017) 63–74

• An effective validation process for the security plan. This vali-
dation process enables users to initially evaluate all requests
locally, rather than forwarding large numbers of fallacious key-
value pairs to a cloud server. It also limits the cloud server
workload and reduces the response time latency.

• Support for a comprehensive, flexible protection. The solution is
open-ended; users can add new customized cryptographic mod-
ules simply by using the designed descriptive language.

• A balanced system with a security level-proportional overhead;
the overhead is proportional to the desired level of security.

• A secure proxy which translates queries to run over encrypted
data on the remote cloud server with respect to semantics of
queries. The cloud database server is not modified and treats
encrypted documents in the same way as a plaintext database.
Properties of the distributed database such as replication hold
for encrypted data.

• Support for cloud data integrity and protection against an insider
attack.

The rest of this paper is organized as follows: related work and
NoSQL data models are presented in Section 2. The threat model
for a cloud database is discussed in Section 3. The organization of
the system is presented in Section 4 and structure of the security
plan and the notation of the descriptive language for generation
of security plan is discussed in Section 5. Then the mechanism of
query processing is investigated in Section 6. Finally, in Section 8 we
report on measurements of the database response time to different
types of queries and on the encryption and decryption time for OPE
encryptions with output lengths of 64, 128, 256, 512 and 1024-bit.

2. NOSQL databases and related work

NoSQL describes a fairly large number of NoSQL database tech-
nologies, more than 120 by our count, have been created in recent
years. NoSQL databases are non-relational, distributed, horizontally
scalable, and schema-free. They are classified based on their data
models. Choosing proper a data model has an extremely impor-
tant influence on the performance and scalability of the data stores.
Since our work has a tight connection to NoSQL data models, we
provide brief definitions for several data models.

2.1. Key-value store

This simple data model resembles an associative map or a dic-
tionary where a key uniquely identifies the value. The data can
be either a primitive data type such as a string, an integer, an
array, or it can be an object. This model is effective for storing
distributed data; thus, it is highly scalable and this motivates its
use by cloud data management systems. Systems such as Bigtable
(Chang et al., 2008), CouchDB,2 DynamoDB (Sivasubramanian,
2012), MemcacheDB3 and Redis 4 use this model. This model is not
suitable for applications demanding relations or structures.

2.2. Column-family store

In this model the data are stored in a column-oriented style and
the dataset is comprised of several rows, each row is indexed by a
unique key, the so-called primary key. Each row is composed of a set

 

 

of column families, and different rows can have different column
families. Similarly, the row key resembles the key, and the set of
column families resembles the value represented by the row key.

2 http://couchdb.apache.org.
3 http://www.Memcached.org.
4 http://redis.io.  

http://www.json.org
http://www.json.org
http://www.json.org
http://www.json.org
http://couchdb.apache.org
http://couchdb.apache.org
http://couchdb.apache.org
http://couchdb.apache.org
http://www.Memcached.org
http://www.Memcached.org
http://www.Memcached.org
http://www.Memcached.org
http://redis.io
http://redis.io
http://redis.io
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owever, each column family further acts as a key for the one or
ore columns that it holds, whereas each column consists of a key-

alue pair. Hadoop HBase directly implements the Google Bigtable
oncepts, whereas Amazon SimpleDB and DynamoDB contain only

 set of column name-value pairs in each row, without having col-
mn  families. Sometimes, SimpleDB and DynamoDB are classified
s key-value stores. Typically, the data belonging to a given row
re stored together at the same server node. Cassandra provides
he additional functionality of super-columns, which are formed
y grouping various columns together. Cassandra can store a single
ow across multiple server nodes using composite partition keys.
n column-family stores, the configuration of column families is
ypically performed during start-up. A column family in different
ows can contain different columns. A prior definition of columns is
ot required and any data type can be stored in this data model. In
eneral, column-family stores provide more powerful indexing and
uerying than key-value stores because they are based on column
amilies and columns in addition to row keys. Similar to key-value
tores, any logic requiring relations must be implemented in the
lient application.

.3. Document store

In this model data are stored inside an internal structure, while
n the key-value store the data are opaque to the database. Thus,
he database engine applies metadata to create a higher level of
ranularity and delivers a richer experience for modern program-
ing techniques. Document-oriented databases use a key to locate

he document inside the data store. Most document stores use JSON
r BSON (Binary JSON). Document stores are suited to applications
here the input data can be represented in a document format.

 document can contain complex data structures such as nested
bjects. A document store allows document grouping into collec-
ions. A document in a collection should have a unique key. Unlike

 relational database management system (RDBMS),5 where every
ow in a table follows the same schema, a document in document
tores may  have a different structure from other documents. Docu-
ent stores provide the capability of indexing documents based on

he primary key as well as on the contents of the documents. Like
ey-value stores, they are inefficient in multiple-key transactions
nvolving cross-document operations.

.4. Graph database

This data model is used to represent complex structures and
he highly connected data often encountered in real-world appli-
ations. In graph databases, the nodes and edges have individual
roperties consisting of key-value pairs. Graph databases are a
ood alternative for social networking applications, pattern recog-
ition, dependency analysis and recommendation systems. Some
raph databases such as Neo4J6 support ACID7 properties. Graph
ata stores are not as efficient as other NoSQL data stores and do
ot scale well horizontally when related nodes are distributed to
ifferent servers.

The first SQL-aware query processing using an encrypted

atabase was CryptDB (Popa, Redfield, Zeldovich, & Balakrishnan,
011). CryptDB satisfies data confidentiality for an SQL rela-
ional database. However, CryptDB cannot perform queries over
ata encrypted with different keys. One important application of

5 A relational database management system (RDBMS) is a database management
ystem (DBMS) that is based on the relational model.

6 http://neo4j.com.
7 ACID (Atomicity, Consistency, Isolation, Durability) properties guarantee that

atabase transactions are processed reliably.
ormation Management 37 (2017) 63–74 65

searching encrypted data (Cash et al., 2013, 2014; Cheon, Kim, &
Kim, 2016; Song, Wagner, & Perrig, 2000; Tu, Kaashoek, Madden, &
Zeldovich, 2013) is in cloud computing where the clients outsource
their storage and computation. In Cash et al. (2014) a practical
searchable security scheme is introduced which can search on
encrypted data sets in sub-linear time complexity by using differ-
ent types of indices; however, it is not practical on NoSQL data
sets which are designed to scale to millions of users doing updates
simultaneously (Cattell, 2011).

Order-preserving symmetric encryption (OPE) is a deterministic
encryption scheme which maps integers in the range [1, M]  into
a much larger range [1, N] and preserves numerical ordering of
plaintexts (Boldyreva, Chenette, Lee, & O’neill, 2009; Mavroforakis,
Chenette, O’Neill, Kollios, & Canetti, 2015). OPE is attractive because
fundamental database operations such as sorting, simple match-
ing (i.e., finding m items in a database), range queries (i.e., finding
all m items within a given range), and search operations can be
carried out efficiently over encrypted data. Moreover, OPE allows
query processing to be done as efficiently as for unencrypted
data; the database server can locate the desired encrypted data in
logarithmic-time via standard tree-based indexing data structures.

An investigation of OPE security against a known plaintext attack
with known N plaintexts is reported in Xiao and Yen (2012)
and Kerschbaum (2015); the last paper concluded that the ideal
OPE module accomplishes one-wayness security.8 The Shannon
entropy9 achieved by an ideal OPE is maximal when the mapping
of integers in the range [1, M]  to a much larger range [1, N] results in
a uniform distribution. The risk of disclosure caused by main mem-
ory attack is quantified by Canim, Kantarcioglu, Hore, and Mehrotra
(2010) and Bajaj and Sion (2014). An application of OPE  in cloud
environment is reported in Ahmadian, Paya, and Marinescu (2014)
and Ahmadian (2017). Also, application of classical cryptography
on relational database system for embedded devices was  studied
in Ahmadian, Khodabandehloo, and Marinescu (2015).

NoSQL databases are suffering from lack of proper data protec-
tion mechanism because these databases have been designed to
support high performance and scalability requirement. In order to
protect personal and sensitive information, a privacy and security
preserving mechanism is required in Big Data platforms. Integra-
tion of privacy aware access control features into existing Big Data
is discussed in Colombo and Ferrari (2015), Liang, Susilo, and Liu
(2015), and Islam and Islam (2014). In Gantz and Reinsel (2012)
and Tankard (2012) the evolution of Big Data Systems from the
perspective of an information security application is studied. As a
matter of fact, the proxy is very important element in the designed
structure and from Information Technology prospect view there
should be special consideration for its protection. A cloud based
monitoring and threat detection system was proposed by Cheon
et al. (2016) and Chow et al. (2009) for critical component to make
infrastructure systems secure.

3. A cloud computing threat model

A threat model describes the threats against a system. The threat
model of cloud computing can be analyzed from multiple view-
points and we investigate it from an adversarial prospective. The

 

 

adversarial threat model for the Database as a Service (DBaaS) is a
holistic process based on end-to-end security. The model identifies
two classes of threats, as external and internal attackers.

8 One-way functions are easy to compute, but computationally hard to invert.
9 The entropy measures the degree of uncertainty; the Shannon entropy of a dis-

crete  random variable X with n realizations x1, x2, . . .,  xn with probabilities p1, p2,
.  . .,  pn , respectively, is: H(X) = −

∑n

i=1
pi log pi .  

http://neo4j.com
http://neo4j.com
http://neo4j.com
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.1. External attacker

An attacker from the outside of cloud environment might obtain
nauthorized access to the hosted databases by applying tech-
iques or tools to monitor the communication between the clients
nd the cloud servers. External attackers have to bypass firewalls,
ntrusion detection systems and other defensive tools without any
uthorization.

.2. Malicious insiders

An insider attacker has different level of access to cloud
esources. Unauthorized access by malicious insiders who  can
ypass most or all data protection mechanisms is a major source
f concern for cloud users. Encrypted data and a secure proxy con-
truction such as SecureNoSQL, guarantees that malicious insiders
annot access user data. The proxy encrypts/decrypts data and
uery/response between clients and cloud. There is still the residual
isk of information leakage from encrypted datasets. A malicious
nsider could exploit the leaked information to organize more
xtensive attacks and amplify the information leakage.

. System organization

This section introduces a framework to incorporate data
onfidentiality and information leakage prevention algorithms.
ecureNoSQL leverages secure query processing for web and
obile applications using DBaaS. Two different system organiza-

ions can address our design objectives. The first is suitable when
ll database users belong to the same organization. Then the proxy
uns on a trusted server behind a firewall and the communication
etween clients and the proxy is secure.

When the clients access the cloud using the Internet the second
rganization is advisable. In this case, either the client software
ncludes a copy of the proxy and only encrypted data is trans-

itted over public communication lines, or the Secure Sockets
ayer (SSL) protocol is used to establish a secure connection to the
roxy. Fig. 1 illustrates the high-level architecture of SecureNoSQL
s a secure proxy between user’s applications and cloud NoSQL
atabase server. The system we report on was designed with sev-
ral objectives in mind:

Support multi-user access to an encrypted NoSQL database.
Enforce confidentiality, privacy of transactions and data integrity.
Hide from the end-users the complexity of the security mecha-
nisms; the database access should be transparent and the user’s
access should be the same as for an unencrypted database.
Avoid transmission of unencrypted data over public communica-
tion lines.
Do not require any modification of the NoSQL database manage-
ment system.
Create an open-ended system; allow the inclusion of crypto-
graphic modules best suited for an application.

These objectives led us to design a system where a proxy mit-

gates the client access to the cloud remote server running an
nmodified NoSQL database processing system. In this system the
rocessing of a query involves three phases:

�(di, dj) =
{

True iff ∃Ap ∈ d

False Otherwise
ormation Management 37 (2017) 63–74

1. Client-side query encoding in JSON format carried out by the
client software;

2. Query encryption and decryption done by a trusted proxy; and
3. Server-side query processing performed by an unmodified

NoSQL database server.

SecureNoSQL is based on general principles of NoSQL database
products. We  introduce a new concept, the security plan, mate-
rialized as a JSON description of data elements, metadata and
parameter configuration of cryptosystems. A descriptive language
is introduced to generate and parse the security plan automatically.
JSON, a dominant format in NoSQL databases, is selected to express
the designed security plan. We used a subset of JSON notation read-
able by human and machine.

Document databases, such as MongoDB, store documents inside
the collection by JSON representation in a similar way as tables and
records in relational database systems. A query and the correspond-
ing response are also represented in the JSON format; therefore, the
governing format in document database is JSON. BSON, a binary
extension of JSON, is used by document-oriented databases for
efficient encoding/decoding.

JSON query model is a functional, declarative notation, designed
especially for working with large volumes of structured, semi-
structured and unstructured JSON documents. The data owner
develops the security plan that outlines and maps out the deter-
mined crypto-primitive with specific parameters to a particular
data element.

5. Descriptive language for security plan

The NoSQL database benefits from flexible scheme that allows
to have a different number of attributes for the documents cor-
responding to the same object. On the other hand, a full list of
attributes is required to create a comprehensive protection for all
data elements in the database. Therefore, we  define a logical oper-
ator denoted as Super Document,  the union of all attributes from
different versions of the documents related to the same object. Each
database D  consists of a set of arbitrary number n documents.

D  = {d1, . . .,  dn}

Furthermore, documents comprised of an arbitrary number m
attributes in which each attribute also is built up with a key value
pair 〈k, v〉.

di = {A1, . . .,  Am}, 1 � i � n

In other words, a Super Document in the scope of a collection
(databases) is an aggregation of attributes representing specific
entity. Thus for any given document di it is required to look for n − 1
documents to extract attributes that are not member of di (rela-
tive complement). This concept is rephrased in Eq. (1). In addition,
a match function �(di, dj) determines whether two given docu-
ments di, dj are desirable for merging or not. Two  documents can
be combined if they share the same attribute from an identifying
type.

Super Document � is defined as: �i,j = 〈di, dj〉

∃Ap ∈ di ∧ ∃Aq ∈ dj if (�(di, dj) == True) ⇒ �i,j = di ∪ dj

The function � is defined as:

∧ ∃A ∈ d | [(A .key = A .key) ∧ (A .value = A .value)]

 

 

i q j p q p q
(1)

Provided that Ap and Aq are identifier attributes.  
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Fig. 2. The high level structure of the security plan.

.1. Database security plan

The security plan identifies the mechanism to maintain the secu-
ity of the data elements in a database. It also determines how to
nterpret queries issued by a specific application. The security plan
as four sections, see Fig. 2, describing the security rules for the
ata elements and for meta-data such as the field-name (Key) and
he collection name. These sections are the building blocks of the
ecurity plan showing how the rules are enforced. The sections and
heir roles are:

. Collection: includes the name of a collection and a reference to
the encryption module used to encrypt the name of the collection
and the name of fields (metadata).

. Cryptographic modules: lists the cryptographic modules for
encrypting the fields of the database entries in the query.

. Data elements: lists the properties of each data field including the
data type; the data type determines the cryptographic modules
to be applied to each field.

. Mapping cryptographic modules to the fields: assigns the crypto-
graphic modules to data fields; proxy uses this information to
encrypt and decrypt the data elements.
.1.1. Collection
A collection is defined as a group of NoSQL documents, the

quivalent of relational database table, see Fig. 3. The name of
f the SecureNoSQL.

the collection must be encrypted. The listing 3b illustrates how to
secure a sample collection using the description language.

The key-value pairs (KVP) are the primary data model for a
NoSQL database. The key is used as an index to access the associ-
ated value of the data pointed by the reference ref.  The initialization
vector (IV) is a fixed-size, random input to the cryptographic
module encryption.  Additionally, a collection exists within a sin-
gle database. Documents within a collection can have different
fields. Typically, all documents in a collection are related with one
another.

5.1.2. Cryptographic modules
The choice of a particular cryptosystem depends on the secu-

rity policy of application. Multiple criteria for algorithm selection
include: (i) the security against theoretical attacks; (ii) the cost
of implementation; (iii) the performance; and (iv) whether the
encryption and decryption can be parallelized. Other factors
involved in the selection of an algorithm are the memory require-
ments and the integration in the overall system design.

The Cryptographic modules introduce all encryption modules and
their parameters such as key, key-size, initialization vector and
output-size. The structure of this section is shown in Fig. 4a com-
plemented by the listing in Fig. 4b presenting the second section of
security plan for the previous example.

Our proof of concept uses the parametric Order Preserving
Encryption (OPE) and the Advanced Encryption Standard (AES)
modules. The system is open-ended; users can add the cryptosys-
tems best suited to the security requirements of their application.
In our design the definitions of the cryptographic modules and of
the pairs, encryption key and initialization value, are separated fol-
lowing the so-called key separation principle (Galiegue & Zyp, 2013).
This security practice is based on the observations that users have
long- and short-term security policies. The cryptographic modules
are less likely to change while the key and the initialization value
change frequently.
5.1.3. The data elements
The third section of security plan, the data elements and

their properties are covered. Fig. 5 presents the structure and
description of Data element section of Security plan. The listing 
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Fig. 3. The structure of a collection: (a) The chart outlines the structure of a collection containing the name of collection and name of all attributes which are considered as a
meta-data, and should be protected with proper cryptographic module. (b) The description of a collection and security parameters in designed JSON based language. In this
specific case the Advanced Encryption Standard in deterministic (AES-DET) mode with a 128-bit key and an initialization vector (IV) is assigned to encrypt the name of the
collection and the fields name.

Fig. 4. The structure and function of Cryptographic modules: (a) The Security Plan with the second section, the cryptographic module, expanded. The attributes included for
each  module are: name, type, key size, key, input and output size. (b) The OPE encryption including the cryptosystems and their attributes. The proxy applies these modules
using  the key-value pairs (KVP).
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Fig. 5. Structure and description of Data element: (a) The chart outlines the structure of Data elements containing attributes of data elements such as name, type and value for
of  collection and name and then introduces security parameters for each data element. (b) The data element section of a sample database which is represented in designed
notation. A data item has 7 fields: id, name, salary, balance, ccn, ssn, and email. The id, name, email, and salary are required fields.

Fig. 6. The structure and description of Mapping cryptographic modules to the Data element: (a) Security plan with the fourth section expanded. This section establishes a
correspondence between the data fields and the cryptographic modules used to encrypt and decrypt the data fields. (b) The mapping section of the schema for a sample
database with 7 fields. For example, the id and the name will be encrypted with OPE 128 bit and AES-DET, respectively.
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isplayed in Fig. 5b displays data elements and its JSON descrip-
ion for previous example. To ensure the desired level of security
he security plan should provide the description of all sen-
itive data elements of database in third section of security
lan.

.1.4. Mapping cryptographic modules to the fields
The last section of security plan specifies all cryptographic mod-

les for all sensitive data fields. Fig. 6 and the listing presented in
ig. 6b shows the mapping of the cryptographic modules and the
orresponding JSON format for a sample application.
The method presented in this paper can be easily extended to
he other NoSQL data models discussed in Section 2. Fig. 7 shows
ow this extension from the key-value pair to the document store
odel can be carried out.
5.2. Query and data validation

The proxy validates the data and the query as a JSON-formatted
input with the reference security plan. Then the proxy enforces the
crypto-primitives and generates new query following the NoSQL
query semantics. During this process the proxy applies to each field
the cryptographic modules. Finally, the proxy forwards the newly
encrypted query/data to the NoSQL database server. Fig. 8 depicts
the schema validation process.

For better illustration, consider listings depicted in Fig. 9a as an
input data; after running validation process the output is gener-
ated (see Fig. 9b). The output of validation process is a single file

which contains descriptive information for data and meta-data in
designed format and ready to execute on the SecureNoSQL.

The output of validation process is a single file containing
descriptive information for data and meta-data expressed in the 



70 M. Ahmadian et al. / International Journal of Information Management 37 (2017) 63–74

Fig. 7. SecureNoSQL applied to: (a) The key-value data model; Key1, . . .,  Keyn are all encry
Valuen are encrypted with cryptographic modules 1, 2, . . .,  n, respectively. (b) The docum
attributes with assigned cryptographic modules.

Fig. 8. The validation process of input data against security plan in the client side.

Table 1
The overhead of encryption for several encryption schemes.

Database Plain OPE64 OPE128 OPE256 OPE512

r
c
t
r
p

6

o
v
b
s
f
p

c
p

In this configuration the data owners just trust the

 

 

Size (MB) 170 430 508 662 1000

equired format and ready to execute. The output of validation pro-
ess for the example is illustrated in Fig. 9b. As it was noted earlier,
he schema reflects the desired security level expressed by the secu-
ity plan for the database. Table 1 shows the overhead for several
arameters and crypto-primitives.

. Processing queries on encrypted data

According to the proposed scheme, in order to process queries
ver encrypted data the queries should transfer to the encrypted
ersion with respect to security plan, and this task is designed to
e conducted in the proxy. The security plan discussed in Section 5,
upplies the parameters of the cryptographic modules to be applied
or the data elements involved in the query. Fig. 10 displays the
rocessing and rewriting of a sample query.
For better understanding the query encryption, in Table 2 you
an find some sample encrypted queries after enforcing security
lan. As it can be seen, data elements and immediate values are
pted using the cryptographic module z while the corresponding values, Value1, . . .,
ent store data model; the meta-data such as collection name encrypted as well as

encrypted; however, the output is consistent with NoSQL seman-
tics.

7. Integrity of data/query/response

Integrity and confidentiality are two  critical components of data
security. Integrity refers to the consistency of the outsourced data.
The proposed integrity verification algorithm in SecureNoSQL guar-
antees the integrity of data/queries (see Algorithm 1 and Fig. 11).
Data owner first applies encryption scheme on the documents,
and then calculates Hashed Message Authentication Code (HMAC)
for each one of encrypted documents. A hash value of any given
document is a fixed length of 512 bit and data owner concate-
nates a unique document identifier (ID) with hash value and stores
the results in efficient structure like HashTable which has con-
stant looks-up time O(1). Next, data owner transfers the encrypted
dataset to the cloud and sends HashTable containing hash values
to the proxy. Once the proxy receives the query response from the
server, it initiates the verification process to check the authenticity
of the documents by recalculating the hash values. This process is
illustrated in Fig. 11.

Algorithm 1. Document Integrity Verification Algorithm in the
Proxy
proxy(SecureNoSQL) and cloud servers are not trustworthy.
Thus, a result of data integrity verification, all active attacks done
by internal or external attacker will be detected by the proposed 
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Fig. 9. The security plan for the sample input: (a) The data element section of sample security plan. (b) The output of the JSON data validation for the sample database.
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ig. 10. The query db.customers.find({salary:{$gt:5000}, balance:{$lt:2000}}) receiv
pplied to the data elements according to schema definition.

pproach. The message authentication code (MAC) is created by
sing the keyed Hash Message Authentication Code (HMAC) as
ephrased in Eq. (2).

MAC(K, document)

=  H((K ⊕ okeyPad)‖H((K ⊕ ikeyPad)‖document) (2)

Where:

H represents the hash function ⊕ is the XOR operator

okeyPad is one-block-long outer pad ikeyPad is one-block-

long inner key pad
Algorithm 2 presents the pseudo-code of the HMAC function
or a block size of 64 bytes. The computed hash values with corre-
pondent document’s unique identifier can be stored in the form of
ey-value pair in a hash-table, thus allowing the proxy to carry the
ookup in constant time during the verification process.
m an application. (a) The parsing tree of the query. (b) The cryptographic modules

Algorithm 2. Keyed Hash Message Authentication Code (HMAC)
generation
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Table 2
Five sample queries and their corresponding encrypted version.

Fig. 11. (1) Data owner transfers the encrypted database to the cloud server. (2)
Data owner sends the Hash database to proxy. (3) Clients send plain queries to the
proxy. (4) The proxy translates queries to the encrypted version, and forwards them
to  the cloud server. (5) The cloud server returns the query response set. (6) The
p
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roxy runs a hash verification process on the query response set, and then based on
he result either forwards to the decrypted response or reports integrity violation
o  the client.

. Results and discussion

The response time of a query to an encrypted NoSQL database
as several components:

. the time to encode the query in JSON format;

. the time to encrypt and decrypt the data;

. the communication time to/from the server;

. the database response time.
or our experiments we first created a sample database with one
illion records and then determined the overhead of searching an

ncrypted database. To do so we measured the database response
ime for queries when the records were unencrypted versus when
records were encrypted. Then, we measured the encryption and the
decryption time for different sizes of the ciphertext. We  wanted to
isolate the different components of the response time dominated
by the communication time.

The environment used for testing was  set up on the Linux
operating system. We  chose MongoDB (Dede, Govindaraju, Gunter,
Canon, & Ramakrishnan, 2013), classified as a NoSQL document
store database 3.0.2. The random data generator in JS, PHP, and
MySQL format was generated by using a tool (Keen, 2016) to gen-
erate a one million record plaintext data set. Each record had seven
different data fields including name, email, salary,  as shown in List-
ing 9b.

We  applied OPE 64, 128, 256 and 512 bit to numeric data type,
and the AES-DET 128 bit for the string data type of the plaintext
data set and generated four encrypted data sets of one million
records each. Finally, we uploaded the five datasets and created five
MongoDB databases, one with the unencrypted data, and four with
the encrypted data. Once the MongoDB databases were created we
run several types of queries including equality, greater than, less
than, greater than or equal to, less than or equal to, and OR logical
operations.

The experiments to measure the query time must be carefully
designed. To construct average query processing time each exper-
iment has to be carried out repeatedly. We  noticed a significant
reduction of database management response time after the first
execution of a query, a sign that MongoDB is optimized and caches
the results of the most recent queries. A solution is to disable the
cache, or if this is not feasible, to clear the cache before repeating the
query. Another important observation is that modern processors

have a 64-bit architecture and are optimized for operations on 64-
bit integers. For three of the five types of queries, Q2 (Range query),
Q3 (equality), and Q4 (logical), database response time is slightly
shorter for the encrypted database than for the unencrypted one 
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Fig. 12. The query processing time in milliseconds (ms) for the unencrypted database and for the encrypted databases when the 32-bit keys are encrypted as 64, 128, 256
and  512-bit integers.

Table 3
The query processing time in milliseconds (ms) for the plaintext and for the ciphertext. 32-bit plaintext integers are encrypted as 64, 128, 256 and 512-bit integers. The
record  count gives the number of records retrieved by each one of the five types of queries, Q1–Q5.

Query type Number of matching record(s) 32-bit plaintext 64-bit ciphertext 128-bit ciphertext 256-bit ciphertext 512-bit ciphertext

Q1: Comparison 461,688 340 310 355 370 380
Q2:  Equality 1 340 380 390 400 410
Q3:  Range 991,225 370 350 360 380 400
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Q4:  Logical 551,380 500 54
Q5:  Aggregation 1 600 66

hen the keys are 32-bit integers. A plausible explanation for this
s most likely related to the cache management.

The results reported in Table 3 and in Fig. 12 show the database
esponse time for the five MongoDB experiments. Each query was
arried out 100 times with disabled query cache and the average
uery response in milliseconds was calculated. We  also measured
he encryption and the decryption time and the results are reported
n Fig. 13. The measurement process was automated, and it was

unning under the control of a script which generated the data and
eported the processing time.

Our measurements show that the response time of the NoSQL
atabase management system to encrypted data depends on the

ig. 13. Execution time of the OPE module when the key is encrypted as 64, 128,
56,  512, and 1024 bit.
550 555 560
670 680 690

type of the query. The shortest and longest database response
times occur for Q1 (comparison) and Q5 (aggregated queries),
respectively; for these two extremes the time for the unencrypted
database was almost double, but the time for encrypted databases
increases only by 70–80%. As expected, the query processing type
for a given type of query increases, but only slightly, less than 5%
when the key length increases from 64, to 128, 256, and 512 bit.

The OPE encryption time increases significantly with the size
of the encryption space; it increases almost tenfold when the size
of the encrypted output increases from 64-bit to 1024-bit and it
is about 10 ms  for 256-bit. The decryption time is considerably
smaller; it increases only slightly from 0.11 ms  to 0.17 when the
size of the encrypted key increases from 64-bit to 1024 bit.

Secure proxy is an important element for the proposed archi-
tecture; therefore, the potential attacks that could affect the proxy,
also should be taken into consideration. In general, two  major pos-
sible attacks on proxy are Denial of Service (DoS) and unauthorized
access. In DoS attack, the attacker sends so many network traffic to
the proxy, that the system is not capable of processing within the
expected time frame. Successful DoS attacks can turn the proxy to a
bottleneck of the system. In unauthorized access attacks, attackers
use a proxy to mask their connections while attacking the different
targets.

Several solutions exist for improving the security of proxy
against DoS attacks and reducing the consecutive impacts, includ-
ing blocking the undesired packets or using multiple proxies with
load balancers. Moreover, for prevention of unauthorized access
attacks, it is required to use best fit authorization to access the

proxy. User authentication based on group membership with dif-
ferent authorizations are the best practical solutions.
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. Conclusions and future work

Though the OPE encryption scheme has known security vulner-
bilities it can be very useful for NoSQL database query processing
or the data models discussed in Section 2. While the key is
ncrypted using OPE, the other fields of a record can be encrypted
sing strong encryption, thus reducing the vulnerability of the data
ttacks. Strong encryption of the value fields could increase the
ncryption time but will have little effect on the decryption time.

An important observation is that increasing the size of the co-
omain of the OPE mapping function from 264 to 2128, 2256, and
o 2512 results in an increase of database response time up to
%, except for Q3-type queries when the increase is significant.
he penalty for using encrypted, rather than unencrypted NoSQL
atabases such as MongoDB is less than 5% for Q2, Q4, and Q5
hich is considered to be relatively small. Moreover, the overall

uery response time is dominated by the communication time. The
ecure proxy is a critical component of the system. The proxy is
ulti-threaded and its cache management is non-trivial. The man-

gement of the security attributes is rather involved. On the other
and, a proxy integrated in the client-side software can be light-
eight and considerably simpler. We  are currently implementing

he two versions of proxy. Experimental results for multiple large
atasets with up to one million documents show that SecureNoSQL

s rather efficient. Our approach can be extended to a multi-proxy
tructure for Big Data applications. We  are now implementing a
ophisticated mechanism for maintaining consistency of hash val-
es database in the proxies datasets based on the PAXOS algorithm
Lamport, 2001; Marinescu, 2013).
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