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Abstract—In early 2016 Wi-Fi Alliance announced a new
technology — Wi-Fi HalLow — which aims to master the
raising Internet of Things market with its tremendous number
of devices. This technology brings revolutionary changes to Wi-
Fi, improving transmission reliability and power efficiency in
scenarios with thousands of sensor stations being connected to
a single access point. However neither novel channel access
methods, nor advanced power management schemes can be used
until the stations are connected to the access point, because the
access point may not know that the stations exist, to say nothing
about their capabilities. Nevertheless, it may happen that a large
group of sensor stations are simultaneously trying to connect to
the access point, which inevitably leads to continuous collisions
and finally to extremely long connection process. This problem
has been addressed by the technology developers which designed
the Centralized Authentication Control protocol. The protocol
provides the access point with an opportunity to hasten the
process by managing the ratio of stations which are allowed
to start establishing a connection. In this paper, we study how
the number of successes depends on this ratio and develop
two algorithms, which hasten connection process close to the
theoretical limit.

Index Terms—Internet of Things, IEEE 802.11ah, Wi-Fi
HaLow, Authentication, Link Set-Up

I. INTRODUCTION

Being the most widely used wireless technology operating
in license-exempt bands, Wi-Fi tries to expand its area of appli-
cability to typical Internet of Things scenarios [1]. Specifically,
in early 2016 Wi-Fi Alliance announced a new technology —
Wi-Fi HaLow — which is based on the novel IEEE 802.11ah
standard. Originally planned as a set of small refinement
of Wi-Fi operation, the standard turned out to be a heavy
document touching almost all Wi-Fi functionality. In particular
it provides a palette of new methods improving transmission
reliability, spectrum efficiency and power consumption in a
scenario when up to 8000 of power-limited sensor stations
(STAs) are connected to a single access point (AP). However
novel channel access or power management techniques cannot
be used before the STAs are connected to the AP. In other
words, the AP needs to know that a particular STA is present,
and which techniques it supports.

Consider a scenario with a large number of STAs trying
to establish a connection with the AP. For example, such a
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situation may occur after a power outage, or when a group
of STAs enters the coverage area of the AP. In any case,
the AP periodically broadcasts special management frames,
called beacons, to advertise the network. Having received
such a beacon, all the STAs start contend for the channel to
send a request to establish a connection. When the number
of STAs is small, even the legacy CSMA/CA method with
the default parameters provides low probability of request
collisions, and the process finishes quickly. However, the large
number of STAs leads to multiple frame collisions, frequent
retransmissions, which extremely increases the time and the
energy, needed to establish the connection.

To improve the situation, Wi-Fi developers designed a
special protocol, which provides the access point with an
opportunity to hasten the process by managing the ratio of
STAs which are allowed to start establishing a connection.

Establishing of a connection is a multi-stage process, which
starts with Authentication. By authentication handshake, the
AP and the connecting STA get information about the pres-
ence of each other and check the validity of security keys.
During authentication the STA sends the AP an authentication
request (AuthReq), and the AP responds with an authentication
response (AuthReq). This step is mandatory even when the
open system authentication is used, i.e. when the network
is insecure, because the devices have to ensure that such
authentication is supported. Dynamical control of the ratio of
STAs which are allowed to initiate Authentication provides an
opportunity for the AP to decrease the collision probability
and to speed up the connection establishing process. So the
corresponding protocol is called Centralized Authentication
Control (CAC)'. Naturally, the standard is a framework: it
describes CAC, but says nothing about how to dynamically
select its parameter values, i.e. an appropriate value for the
ratio.

In this paper, we propose two algorithms that can be used
to select CAC parameters. We perform extensive simulation
experiments and show that their usage allows significantly
decreasing the authentication time for large groups of simul-
taneously connecting STAs even in case of heavy background
traffic.

INote that this protocol is related to channel access rather than to the
security issues [2].
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The rest of the paper is organized as follows. In Section II,
we describe a considered scenario and formulate the problem
statement. Section III briefly reviews related papers. We design
algorithms which adaptively select CAC parameters in Section
IV. Simulation results are given in Section V. Section VI
concludes the paper.

II. SCENARIO AND PROBLEM STATEMENT

In the paper, we consider a Wi-Fi HalLoW network with
an AP and a large number of sensor STAs. These STAs
simultaneously appear in some time instant and start trying
to set up the link with the AP, using the CAC protocol. We
assume that all the STAs are located in transmission range of
each other. Moreover, apart from the sensor STAs, there are
several interfering STAs that transmit in the saturated mode.

A. Centralized authentication control

Let us describe in detail the CAC protocol. It works in the
following way. The AP periodically broadcasts beacon frames
which carry the authentication threshold, hereafter referred to
as threshold. The interval between two consequent beacons is
called beacon interval (BI). Threshold is an integer number
from O to 1023 and is set by the AP. On initialization, a STA
equiprobably draws an integer value from 0 to 1022. If the
threshold is greater than the drawn value, the STA enqueues
an authentication request (AuthReq). Otherwise, it waits for
the next beacon, receives the new threshold and performs the
comparison again.

When an AuthReq is enqueued, the STA starts an
Authentication RequestTimeout timer, during which it ex-
pects to receive the response (AuthRep) from the AP. If
no AuthRep is received when the timer expires, the STAs
compares the random value with the latest received threshold
and if the threshold is greater than the random value, adds
a new AuthReq to the queue. Note that the random value is
drawn only once on initialization and can be re-drawn only
after receiving an AuthRep from an AP.

B. Channel access.

To transmit AuthReq and AuthRep frames (see Fig. 1), the
STAs and the AP use EDCA, which can be briefly explained
as follows. Each STA has a transmission queue. When a frame
is added to an empty queue, the STA senses the channel and, if
it is idle, the STA transmits this frame. If the channel is busy,
the STA randomly picks a backoff counter initialized with an
integer number from an interval from 0 to CW,. — 1, where
CW, is the contention window and r is the retry counter.
Initially, r equals zero and C'W; equals the C'W,,;,, parameter
(by default, equal to 16). The backoff counter is suspended
when the channel is busy. Once the channel stays idle for
time interval AIF'S, the STA resumes the backoff countdown,
decrementing it every empty slot . When the backoff reaches
zero, the STA transmits the frame. SIF'S after a STA has
received a frame, it shall send an acknowledgment (ACK) to
the sender. If the ACK is received, the STA considers the frame
successfully transmitted and starts serving a new frame, if the

queue is not empty. If no ACK arrives during AckT'imeout,
the STA considers that the frame is lost. In this case, the STA
increases the retry counter and selects a new value of backoff
counter from a new window defined as:

CWT _ {Cszn; r=20,

min {ZCWr_l, CWmax} , > 0’

where C'W,,,.. is the maximal value of the contention window
(by default, equal to 1024). If the retry counter reaches the
retry limit RL (by default equal 7), the frame is dropped from
the queue.
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Figure 1. An Example of Authentication Handshake.

When several STAs work in the same channel and their
backoff counters reach zero simultaneously, their frames col-
lide, which results in unsuccessful transmission attempt. The
more STAs try to transmit their data, the greater is the
collision probability and the time, required to resolve the
collisions. As a result, STAs can fail to authenticate before
Authentication RequestTimeout and have to send a new
AuthReq. The centralized authentication control protocol al-
lows the AP to manage the number of STAs simultaneously
trying to request authentication and thus to increase the
probability that authentication is completed within one beacon
interval. So we need to define an algorithm to control the
authentication threshold in such a way that minimizes the
average authentication time for the STAs.

III. RELATED PAPERS

Previously, hastening the link set-up process was not consid-
ered as an issue for Wi-Fi networks. However, in many state-
of-the-art scenarios a large number of STAs are located close
to each other and work with the same AP. When many STAs
simultaneously try to connect to an AP, their authentication
attempts collide, which significantly increases the connection
set-up time. A way to solve this problem, known as Fast Initial
Link Set up, has been introduced in the IEEE 802.11ai [3]
standard amendment. Firstly, it describes a solution to decrease
the time needed to detect a nearby network, the idea of which
is that APs provide the connecting STAs with information
about other networks in vicinity. Secondly, it provides a way
to decrease the collision probability at link set-up by limiting
the number of contending STAs. To do it, the AP divides
STAs into groups and allocates special time intervals, during
which only one group can access the channel. The division
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into groups is done either by the traffic priority or by the
MAC address.

Another solutions to limit contention is described in IEEE
802.11ah standard amendment [4]. This amendment introduces
to authentication control protocols: the centralized (CAC) and
the distributed (DAC). The DAC is studied in [5]. The authors
propose a mathematical model of link set-up process with
DAC and show that with DAC the link set-up time depends
linearly on the number of connecting STAs, while without it
the dependency is almost exponential.

Studied in the paper the centralized authentication control
protocol was initially described in presentation [6]. This
presentation contains also the idea of a threshold selection
algorithm, which is based on tracking the length of the AP
queue with AuthReps. Specifically, every beacon interval the
value of the threshold is increased or decreased by A that has
a fixed value. If the queue is longer than some parameter, the
threshold is decreased by A. Otherwise, it is increased.

A simplified analysis of CAC is given in [7]. In that paper,
the authors do not consider any specific threshold selection
algorithm. Instead, they estimate the association time for a
large group of STAs by dividing it into equal sub-groups,
calculating the association time for a sub-group without CAC
and multiplying this time by the number of groups. Thus they
show that the association time can be minimized by selecting
a specific number of sub-groups, but do not propose a way
to set this number by choosing the authentication threshold,
when the number of STAs is unknown.

Another important result is given in [8], where the authors
describe their implementation of the IEEE 802.11ah MAC and
PHY in the ns-3 [9]. To evaluate performance of an IEEE
802.11ah network, they use an algorithm for choosing the
authentication threshold, proposed in [6], and show that the
link set-up time grows linearly with the number of connecting
STAs. However, they do not describe a way to select A, but, as
it is shown in Section V, the authentication time and the rate
of its growth with the number of STAs significantly depend on
A. Since such an implementation of IEEE 802.11ah is being
actively used to evaluate network performance in a variety
of scenarios [10], we also run experiments using the model
developed in [8], changing only the implementation of CAC.

Our previous study of CAC is given in [11], where we
have solved a similar problem. Specifically, we evaluate per-
formance of CAC and propose several algorithms to choose
the authentication threshold. It is shown that with proper
threshold selection, 8000 STAs can connect to an AP in
less than 2 minutes. However, this study has a significant
drawback. In that paper, the STAs re-pick the random value
before receiving every new beacon. But the current version of
the IEEE 802.11ah standard explicitly states that the random
value is picked on initialization and can be re-picked only after
successful authentication. Such changes significantly affect
the efficiency of the designed solutions, and in Section IV,
we design novel algorithms which take into account the
aforementioned peculiarity.

Also in [11] we have proposed an algorithm based on

virtual carrier sense to provide contention-free access for the
AuthRep, AReq and ARep frames. This idea was developed
in [12]. In this paper it is proposed that STAs use EDCA to
transmit AuthReq frame, and then transmit AuthRep, AReq,
ARep and Ack frames separated by SIFS. For this purpose
STA specifies the time until the end of the Ack for ARep in
the Duration/ID field of AuthReq. STAs that receive AuthReq
consider the channel virtually busy for the time specified in
Duration/ID field. If the AP refuses to associate the STA, the
AP sets 0 in Duration/ID field of AuthRep. Implementation
of this scheme can face the following problems. Firstly, this
scheme does not correspond to the standard because it requires
sending AuthRep, AReq and ARep instead of acknowledge-
ments. Secondly, the AP and STAs need time to process
AuthReq, AuthRep, AReq and ARep frames, therefore they
might not be able to send these frames with interval SIFS.
Finally, the AP can stop virtual occupancy of the channel
only with a CF-end frame, in which it is impossible to send
the information about a cause of association failure. Other
mistake made in this paper is that during authentication the
STAs re-pick the random value after every beacon.

IV. AUTHENTICATION THRESHOLD SELECTION
ALGORITHMS

A. Preliminary analysis

Before developing the algorithms, let us do some auxiliary
experiments. Consider one BI, during which k£ STAs are
allowed to request authentication, and no other STAs are
present. If & is low, all STAs succeed to send AuthRegs and
receive AuthReps during the BI. If k is high, most AuthReqs
collide, as well as the corresponding AuthReps. As the result,
the AP does not succeed to respond to all AuthReqs during
the BL

Obviously, there is a maximal number of STAs k., (see
Fig. 2, which presents results averaged over 100 runs) which,
when allowed authentication in a BI, all succeed to send
AuthReqs and to receive AuthReps. An algorithm for authenti-
cation threshold selection should authenticate such a maximal
number of STAs each BI and thus reach minimal average link
set-up time for the group of STAs. However, the AP initially
knows neither k), nor the number of connecting STAs.

The problem of finding k,,: can be solved approximately
by tracking the length of the AP queue of AuthReps. When
the number of simultaneously connecting STAs exceeds ko,
by the end of the BI the queue is non-empty, which means
that at the next BI the AP should allow authentication to a
lesser number of STAs.

Here, we see the following issue. Consider a situation, when
a STA sends an AuthReq and the AP adds the corresponding
AuthRep to the queue, but does not succeed to deliver it before
Authentication RequestTimeout at the STA expires. If the
timeout is less than the BI duration, the STA can transmit
a new AuthReq before the end of the BI. As a result, by the
end of the BI the AP’s queue can contain several AuthReps for
the same STA. This issue has negative effect on the network
performance because of two reasons. Firstly, it increases the
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Figure 2. Dependency of the average number of successful authentication
attempts in a BI on the number of STAs that are allowed authentication

channel load. Secondly, the AP wastes time sending unneces-
sary AuthReps, thus increasing the delay for other frames. To
solve this problem, we set Authentication RequestTimeout
equal to the BI duration.

Now let N unassociated STAs appear at the beginning
of the experiment. Their random values are equiprobably
distributed between 0 and 1022. By setting the threshold value
to v, the AP allows authentication to the average number of
1053V STAs. Increasing the threshold by A, the AP allows
authentication on average to additional ﬁN STAs and to
those STAs that have not succeeded to authenticate during
the previous Bls. In order to connect the STAs as quickly as
possible, the AP should select such A, that ﬁN = kopt
holds, i.e., to authenticate the maximal possible number of
STAs in each BI and not to leave unauthenticated STAs from

the previous Bls.

This explains two drawback of the algorithm proposed in
[6]. The first one is that A is fixed and is not set according
to the number of STAs. For example, if k., equals 50, A
should be set to 6 if 8000 STAs try to authenticate, because
A = er1023 = 5951023 &~ 6. At the same time, if the
number of STAs is 50, A should be 1023, but if we keep A
equal to 6, the STAs have to wait up to 170 BIs to request
authentication. The second drawback is that this algorithm has
no waiting mode. If there are no new STAs, the AP has no
AuthReps to send and increases the threshold up to 1023. If
suddenly a group of STAs appears, they all send AuthReqs,
the queue at the AP grows and the AP decreases the threshold.
In this case, the AP wastes much time, while decreasing the
threshold to such a value that allows authentication to less than

kopt STAs and the queue does not grow by the end of BI.

B. Proposed algorithms

Taking into account the drawbacks of the existing solutions,
we develop two novel algorithms how to select the threshold.
Both algorithms can work in three modes (waiting, studying,
working) and select A adaptively according to the queue size.
Let us consider the first algorithm, called “Up”.

Waiting mode

P v <1023

v Studying mode

A=A/2
specify <1

‘Working mode

specify <0

A—A+1
VevEA

Figure 3. Algorithm “Up”

Initially, the AP works in the waiting mode. In this mode,
the AP maintains the maximum threshold.

When AuthReps appear in the queue, the AP sets threshold
to 1 and switches to the studying mode. In the studying mode,
each BI the AP increases the threshold value by A, which
is initially equal to 1. The AP tries to find an optimum A
to authenticate each BI as many STAs as possible. For this
purpose, the AP doubles A each BI until the AuthRep queue
becomes nonempty by the end of some BI. Then the AP
understands that the current value A is too large, and the
previous one is less than or equal to the optimum one. In
this case, the AP halves A and passes to the working mode.

In the working mode, the AP increases the threshold value
by A if the queue is empty, otherwise the threshold value
does not change. Also, the AP tries to find A more precisely,
increasing its value by one until AuthReps remain in the queue
at the end of Bls again. The AP switches back to the waiting
mode when the threshold reaches its maximal value.
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The second algorithm, called “Down”, has the same wait-
ing and working modes, but the studying mode is arranged
differently.

Waiting mode

v <1023

Studying mode

Vold v
v <0
‘Working mode
Aev
P v -v+A
specify <1 |

specify <0

A<A+1
Vev+A

Figure 4. Algorithm “Down”

At the beginning of the studying mode, the threshold is
maximum. Every time the queue becomes nonempty at the
end of a BI, the AP sets the threshold value to O and does
not change it until the queue becomes empty. Then the AP
sets the threshold value to half of the previous nonzero value.
If after reduction of the threshold, the queue remains empty,
the AP sets A to the current threshold value and passes to the
working mode. As in algorithm “Up”, the AP switches back
to the waiting mode when the threshold becomes 1023.

The algorithm block diagrams are shown in Fig. 3 and 4.
Transitions between the rectangular blocks are made at sending
a beacon. Current threshold value is marked as v and v,;4 is a
variable used to temporarily store the previous threshold value.
The assignment operator is denoted as <— and “specify” is the
flag that indicates whether the AP should try to find optimal
A more precisely.

V. EXPERIMENTAL RESULTS

To evaluate efficiency of developed algorithms, we run a
number of experiments in the scenario described in Section
II. The simulation has been done with the ns-3 simulator [9].

All STAs are placed randomly around the AP in a circle with
the radius of 100m. The AP and STAs transmit in 1 MHz-
wide channel using the most reliable modulation and coding

scheme MCSO0. The number of interfering STAs is 20, and
they transmit 100-byte data frames in the saturated mode.
The BI duration and Authentication RequestTimeout equal
512 ms.

Fig. 5 presents numerical results averaged over 10 runs.

Specifically, we can see how the average authentication time
of a group of STAs depends on the the number of STAs in
this group for various threshold selection algorithms. From the
Figure we can see that no fixed value of A can provide high
efficiency for an arbitrary number of STAs. For example, if
the number of STAs is about 4000, the best choice among all
other choices with the constant A is A = 30. However for a
small number of STAs, e.g. 500 or less, selection A = 100
provides manifold decrease of the average authentication time.

We also have designed an “Oracle” algorithm that knows
the exact number of STAs which are going to authenticate and
selects A in such a way that each BI the average number of
STAs that successfully authenticate is maximal, specifically,
A = k"—l\ftl()Q?). As one can see, the average authentication
time grows linearly for developed algorithms and for “Oracle”,
but grows much faster for algorithms with a specified A,
regardless of the A value.

Comparing algorithm “Up” and “Down”, we can conclude
that algorithm “Down” is the best of all the presented real-
izable algorithms almost for any number of STAs. Such a
result is explained by the fact that a considerable part of
STAs authenticate in the course of waiting and studying modes
while the threshold value is large. If the number of STAs is
small, the algorithm “Down” authenticates them maintaining
a large threshold value, and if there are many STAs, it
quickly finds the necessary A. At the same time, more STAs
authenticate during the studying mode of algorithm “Down”
than during the studying mode of algorithm “Up”. That is
why algorithm “Down” outperforms the algorithm “Up”. Even
though algorithm “Down” is an heuristic approach to control
the authentication threshold, the authentication time for it
exceeds the authentication time for the “Oracle” algorithm
only by 20%.

The algorithm “Up” still should not be dismissed, because
although it is slightly less efficient than “Down”, it consumes
channel resources in a less aggressive way. It could be kept as
a variant to use in a loaded network, where the authentication
time is less critical than the throughput available for already
associated STAs.

VI. CONCLUSION

We have studied the Centralized Authentication Control
protocol and its usage to hasten connection set-up in IEEE
802.11ah networks. The efficiency of this protocol requires
the correct choice of the authentication threshold, however, the
standard does not specify an authentication threshold manage-
ment algorithm. We have shown that during connection set-up
the authentication threshold shall be gradually increased from
its minimal to its maximal value, the increment depending on
the number of connecting stations. We have designed two al-
gorithms that adaptively select the increment for authentication
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threshold and have shown that, firstly, they outperform an ex-
isting solution that uses a fixed increment. Secondly, we have
shown that for the developed algorithms the authentication
time just slightly exceeds the time for an “Oracle” algorithm
that has a priori knowledge about connecting stations and uses
this knowledge to set the authentication threshold in such a
way that guarantees the fastest authentication.

We have implemented our algorithms in ns-3 simulator
and have modeled a scenario, when the network is used not

only by connecting stations but also by stations that generate
heavy background traffic. According to experimental results
our algorithms are efficient even in such a complex scenario.

REFERENCES

—

[1] D. Singh, G. Tripathi, and A. J. Jara, “A survey of internet-of-things:
Future vision, architecture, challenges and services,” in Internet of things
(WF-10T), 2014 IEEE world forum on. 1EEE, 2014, pp. 287-292.

[2] M. P. Pawlowski, A. J. Jara, and M. J. Ogorzalek, “Extending extensible

authentication protocol over ieee 802.15. 4 networks.” in IMIS, 2014,
pp. 340-345.

[3]1 IEEE P802.11ai™/D4.0 Draft Standard for Information Technology—
Telecommunications and information exchange between systems— Lo-
cal and metropolitan area networks— Specific requirements Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications Amendment to IEEE P802.11-REVmc™/D3.2: Fast Initial
Link Setup, February 2015.

[4] E. Khorov, A. Lyakhov, A. Krotov, and A. Guschin, “A Survey on
IEEE 802.11ah: An Enabling Networking Technology for Smart Cities,”
Computer Communications, vol. 58, pp. 53-69, 2015.

[5] D. Bankov, E. Khorov, and A. Lyakhov, “The Study of the Distributed

Control Method to Hasten Link Set-up in IEEE 802.11ah Networks,”

in Problems of Redundancy in Information and Control Systems (RE-

DUNDANCY), 2016 XV International Symposium. 1EEE, 2016, pp.

13-17.
[6] H. Wang. (2012) Supporting Authentication/Association
for Large Number of Stations. [Online]. Available:

http://mentor.ieee.org/802.11/den/12/11-12-0112-04-00ah-supporting-

of-the-authentication-association-for-large-number-of-stations.pptx

P. Sthapit, S. Subedi, G.-R. Kwon, and J.-Y. Pyun, “Performance

Analysis of Association Procedure in IEEE 802.11ah,” in ICSNC 2015

: The Tenth International Conference on Systems and Networks Com-

munications. TARIA, 2015, p. 4.

L. Tian, S. Deronne, S. Latré, and J. Famaey, “Implementation and

Validation of an IEEE 802.11ah Module for ns-3,” in Proceedings of

the Workshop on ns-3.  ACM, 2016, pp. 49-56.

[9] The ns-3 Network Simulator. [Online]. Available: http://www.nsnam.org/
[10] L. Tian, J. Famaey, and S. Latré, “Evaluation of the IEEE 802.11ah
Restricted Access Window Mechanism for Dense IoT Networks,” in
IEEE 17th International Symposium on A World of Wireless, Mobile
and Multimedia Networks (WoWMoM), Accepted. 1EEE, 2016.

D. Bankov, E. Khorov, and A. Lyakhov, “The Study of the Centralized

Control Method to Hasten Link Set-up in IEEE 802.11ah Networks,” in

European Wireless 2015; 21th European Wireless Conference; Proceed-

ings of. VDE, 2015, pp. 1-6.

[12] N. Shahin, L. Tann, and Y.-T. Kim, “Enhanced registration procedure
with nav for mitigated contentions in m2m communications,” in Network
Operations and Management Symposium (APNOMS), 2016 18th Asia-
Pacific. 1EEE, 2016, pp. 1-6.

[7

—

[8

=

(1]




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


