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Abstract—This paper focuses on increasing the data storage
capacity with less storage space of QR code by applying
compression techniques. Further data capacity can be increased
by applying multiplexing techniques i.e. grouping of bits into
codeword and providing security by replacing the codeword by
special type of character. As there are varieties of medium for
information sharing over distances. Thus QR code can be used as
information sharing medium. QR code is 2 Dimension Barcode
and comes under the category of data hiding techniques as it
store data in hidden form. It stores data in matrix form using
unique pattern. Data from QR code can be retrieved by using
phone Camera of 2 Mega pixels or more. As QR has many
advantage over 1D so it has been used in many diverse field for
research areas such as techniques for data hiding like scanning
of barcode, watermarking , steganography, Histogram based
techniques, techniques for better recognition and also for security
purpose it can be used in more application.
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L INTRODUCTION

QR code is abbreviated as Quick Response codes, started
out as an extension of the standard UPC barcode commonly
used in retail and production ). Unlike a 1-D barcode, a QR
code is a 2-D matrix code that conveys information by the
arrangement of its black and white elements in columns and
rows in matrix form as shown in Figure.l. The data in a QR
code can be accessed by taking a picture of the QR code and
processing it with a QR code reader *”. Throughout history,
there is a huge effect of technology on the means of
communication. Far before, the means of communications
used to be a letter which was replaced with fax and e-mail
with the rapid growth of the technology. Thus, it increased
requirements of faster means of communications. Every day
the researchers all over the world work on developing new
technology tools for safe and better media of information
sharing. Communications of Secret data is transmitted by
using appropriate information sharing medium according
requirements of application. Finally 2D barcode is generated
for given data which hides data readability. This paper focuses
attention on the basic understanding of QR code and applying
methods for enhancing QR data capacity. Section II shows
features and issues of QR code. Section III shows Comparison
with 1D barcode. Section IV shows proposed techniques for
increasing data storage capacity of QR code by applying
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compression algorithm and providing security by multiplexing
of data and replacing with special character/symbols of
mapping table shared between transmitter and receiver.
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Figurel: QR code with some data.

1I. FEATURES AND ISSUES OF QR CODE

Feature:
(DIt is effective way to share information as it can be used by

anybody free of charge as Denso wave has released the patent
into the public domain and High Encoding Capacity.!"! (2)It
can’t be duplicated as data is in hidden form". (3)It
compresses the size of data thus increase efficiency. (4)QR
code is readable also in online or offline mode.!"’ (5)Reduce
Memory Requirements and faster readability as by arranging
the finder patterns into three corners of the symbol, the
decoding speed of the QR Code can be made 20 times faster
than that of other matrix symbols. (6) Dirt and Damage
Resistant as Symbols often get distorted when they are
attached onto a curved surface or by the reader because of
tilting. To correct this distortion, QR Code has alignment
patterns arranged at three corners of the QR code symbol and
also has Structure linking functionality.“] (7) A great feature
of QR Codes is that they do not need to be scanned from one
particular angle, as QR Codes can be read regardless of their
positioning."! QR codes scanners are capable of determining
the correct way to decode the image due to the three specific
squares that are positioned in the corners of the symbol and
the alignment blocks.

Real life Issues:

The QR Codes gain increasing popularity through their use for
marketing purposes, it is expected that this kind of attack will
receive more and more attention by the hackers in the future.
(DIt is commonly used in many advertising purpose and
making payments thus security issues also arise so always use



secure protocol like “https” for transaction '”.(2)The attack
method used in the QR code was that when a user scans the
code, a malicious file downloads in the user’s device without
the knowledge of the user and data can be easily hacked by
hacker!'"! (3)By Scanning a QR code and the user get
redirected to a login form, and ask for the confidential
information always remember never to fill it in, because it
may be a trap used by criminals to get access to secret
information as Legitimate QR codes never ask for personal
information"". (4)QR codes are tricky because you cannot
judge out the bad from the good by simply viewing at the QR
code. Because the vulnerability is practically part of the
design, consider downloading an app on your phone which
provides a preview to each code before it opens a webpage
[(leo.]g.: Inigma) reader so that one can know that it is corrupted

I11. COMPARISON BETWEEN 1D BARCODE AND 2D QR

CODE

Barcode scanning is one of the data hiding techniques
containing 1D and 2D barcode type. The 1D barcode does not
contain any data within itself, rather it represents the “key” to
a record in a database, where associated information is stored
e.g. By scanning barcode of the product we can easily retrieve
the product price from its database, where as Quick Response
code contains data that are encoded in both the dimensions i.e.
row and column of the symbol. The main advantage of using
2D barcodes is that possibly a large amount of easily and
accurately-read data can be carried to which it is attached.

1
TABLE 1: COMPARISON OF 1D BARCODE AND 2D QR CODE .

1D
10-20 digits

2D

Up to 7089 numeric
digits

Features

High Capacity

Numeric, kanji, kana, Numeric, etc
Alphanumeric

10 digits numeric

Language supported

Reduced space
360° Reading

40 digits numeric

Not supported Supported

Durability against Possible

dirt and damage

Not possible

Iv. PROPOSED METHOD

The aim of proposed work is to create a two-dimensional bar-
code which achieves a high encoding capacity by using data
compression algorithm and concept of multiplexing and
demultiplexing of data which occupies a small area and
provides security. More amount of information can be grouped
into single quick response code as data is compressed first.
Here, data is hidden in unique pattern by data hiding technique
i.e. 2D bar-code. By Combining data compression techniques
and multiplexing method ! we can increase data capacity and
provides data security. Privacy of data is preserved by
generating QR code for message to be sent. Now Multiplexing
of QR code image is done depending upon the values of n and
2" where n is the combination of bits to be multiplexed and 2"
is number of patterns formed by the combination of bits.
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Depending on the value of n the pattern can be increased or
decreased and data capacity can be increased.
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Figure 2: Proposed Model for Data

Compression.

Figure 3: Proposed Model for Data
Multiplexing.

As shown in figure.2 the proposed model analyze the input
data stream to identify the variety of different characters to be
encoded. Data can exist in variety of forms such as text, bits,
bytes, numeric, meta data alphanumeric. QR Code includes
several modes that allow different sub-sets of characters to be
converted into symbol characters in efficient ways. Here
conversion of information is done into ASCII which provides
character a unique number that can easily be converted into its
equivalent binary values, so that faster computation of data
can be done. The binary data is faded to zip compression
algorithm thus compressed binary data is obtained.
Compression helps to store data more efficiently, reduced
transmission costs and faster transmission time. The
compressed binary data for encoding is divided into smaller
parts i.e. n. Each part of n will be inputted to QR code
generator and QR Code is generated for each part of data in its
standard black and white form. All generated QR code are
multiplexed with 2" combination here n=5 so 5 QR code is
multiplexed. Acquiring single bit from each 5 QR code, 5 bits
of grouping data will be replaced by respective special
characters/symbols as shown in Table.2. Resultant QR Code
with special symbol will be generated as shown in Figure.3.
Thus it can increase the amount of data capacity compared to
original data capacity of QR code as well as keeping secret
information. QR code with special symbol can be used for
transmitting information. At receiving end this QR Code with
special symbols is decoded to give back the original QR Code



patterns that were multiplexed. These regenerated QR Code
scanned by general QR Code reader and then decompression
is done to obtain binary data and using ASCII value data can
be concatenated back to form its original information.

TABLE 2: MAPPING OF 5BITS BY SYMBOLS.

Module Symbol | Module Symbol Module in Symbol
in each in each each pattern
pattern pattern
00000 ! 00110 ( 01100 .
00001 # 00111 ) 01101 s
00010 S 01000 + 01110 :
00011 % 01001 - 01111 ;
00100 & 01010 * 10000 <
00101 “ 01011 / 10001 >
10010 = 10100 @ 10110 \Y
10011 ? 10101 \ 10111 "
11000 L 11010 [ 11100 M
11001 _ 11011 1 11101 {
11110 11111 |

CONCLUSION

Security is the prime concern for sharing confidential
information. QR code is inherently a data hiding mechanism
and most efficient technique for digital data encoding among
the various data hiding techniques available. Here, Data Zip
Compression technique is used to compress user data as its
give more efficient result than other compression; this
compressed data is fed in to QR code generator. The generated
QR code is used for Data multiplexing by multiplexing the
bits of 5 QR code the further storage capacity enhance by 5
times by generating a QR code with special symbols which
can be used as secret information passing medium. Future
work can be carried out for transmitting secret message
through Audio and Video files.

RESULT
Compression size
Input Data Huffman Zip
Compression Compression
Size | 3kB 1.2KB 1KB
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