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Detection of PUE Attacks in Cognitive Radio
Networks Based on Signal Activity Pattern

ChunSheng Xin, Senior Member, IEEE and Min Song, Senior Member, IEEE

Abstract—Promising to significantly improve spectrum utilization, cognitive radio networks (CRNs) have attracted a great attention in
the literature. Nevertheless, a new security threat known as the primary user emulation (PUE) attack raises a great challenge to
CRNs. The PUE attack is unique to CRNs and can cause severe denial of service (DoS) to CRNSs. In this paper, we propose a novel
PUE detection system, termed Signal activity Pattern Acquisition and Reconstruction System. Different from current solutions of PUE
detection, the proposed system does not need any a priori knowledge of primary users (PUs), and has no limitation on the type of
PUs that are applicable. It acquires the activity pattern of a signal through spectrum sensing, such as the ON and OFF periods of the
signal. Then it reconstructs the observed signal activity pattern through a reconstruction model. By examining the reconstruction
error, the proposed system can smartly distinguish a signal activity pattern of a PU from a signal activity pattern of an attacker.
Numerical results show that the proposed system has excellent performance in detecting PUE attacks.

Index Terms—Cognitive radio network, primary user emulation attack, primary user emulation detection

1 INTRODUCTION

ANY studies have indicated that a significant amount
Mof licensed spectrum is considerably under-utilized
in both temporal and spatial domains. Such spectrum holes
or white spaces offer a great opportunity for wireless com-
munication. As such cognitive radio networks (CRNs) have
been proposed to exploit this opportunity. In CRNs, unli-
censed or secondary users (SUs) dynamically search for idle
licensed spectrum bands or channels through spectrum sens-
ing, and access them for communications. On the other
hand, to ensure the access privilege of licensed or primary
users (PUs), the SUs are required not to generate harmful
interference to PUs. In other words, once a PU signal is
detected on a channel, SUs have to give up channel access.
However, such a requirement raises a security threat to
CRNs, known as the primary user emulation (PUE) attack.
Specifically, an attacker, which may be a malicious user or
a selfish SU, can transmit a PU signal using its cognitive
radio. The benign SUs, which cannot distinguish that the
PU signal is from a PU or an attacker, have to evacuate from
the channel. The PUE attack causes denial of service (DoS)
to the CRN and can result in severe performance degra-
dation, due to service disruption at the MAC and higher
layers. Hence, the PUE attack greatly limits the spectrum
access opportunity of SUs.
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While CRNs are also vulnerable to other security attacks
that are common to wireless networks, the PUE attack is
unique to CRNs and is a fundamental threat to CRNs. As
such, it has attracted many research efforts. The existing
studies on PUE attacks can be classified into two cate-
gories, detection or defense. The strategy for defense based
schemes [1] is similar to the one for anti-jamming. The SU
does not care if a busy channel is due to a signal from a
PU or an attacker. It simply senses the channels, and picks
an idle channel for communications by some game theo-
retic strategies that maximize the chance to ‘escape’ from
the attackers. Nevertheless, this approach is not effective
for PUE attacks launched by selfish SUs, which have the
internal knowledge of an CRN, and also not effective for
Sybil PUE attacks where one malicious user launches many
attacks on different channels simultaneously [2].

The detection based schemes aim to verify if the trans-
mitter of a PU signal is a PU or an attacker [3]-[5]. There are
primarily two approaches, location verification or hardware
fingerprint verification. The location verification approach [3],
[5] assumes that the PUs are TV towers with locations
known to SUs. The main goal is to develop algorithms
to estimate the location of a PU signal transmitter, e.g.,
through a wireless sensor network [5] or a technique called
location belief propagation [3], and then look up the database
of TV tower locations, to find whether the transmitter is an
attacker (if the estimated location is not in the database).
The second approach for PUE detection is to use the radio
hardware fingerprint of the transmitter. The authors in [4]
presented an interesting work that extracts the transmitter
fingerprint from a signal, namely the phase shift differ-
ence, carrier frequency deviation from the ideal signal, etc.,
which are unique for a given transmitter. To detect PUE
attacks, a received signal is processed by two modules.
The first module extracts the fingerprint from the signal,
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and the second module extracts the ID of the PU from
the signal, e.g., the MAC address. The paper assumed that
the SU has some way to check if a PU ID is valid, e.g.,
through an ID database of PUs, and hence an attacker has
to use a previously overheard PU ID. Hence, if there is
another signal (previously received) that has the same PU
ID, but a different fingerprint, then a PUE attack is alarmed.
There are also PUE detection studies that target a particular
type of PUs. For instance, the authors in [6] proposed an
interesting method that exploits the correlation between RF
signals and acoustic information to detect the PUE attacker
emulating a wireless microphone.

While the existing studies on PUE detection are promis-
ing, the problem is not completely solved. The current
solutions need certain critical a priori knowledge of PUs.
Specifically, the location verification approach assumes that
the locations of PUs are known to the SU, and the finger-
print approach assumes that the IDs of PUs are known to
the SU (as otherwise an attacker can simply use an arbi-
trary ID different from any previously overheard PU ID,
so that the detection algorithm would not find two finger-
prints with the same ID). Furthermore, the current solutions
can be applied to only certain type of PUs. The location ver-
ification approach requires that PUs be static, such as TV
towers. The fingerprint approach requires that the PU ID be
included in the signal and can be extracted by SUs, which
is often difficult, e.g., for analog PUs.

In this paper, we propose a novel PUE detection system,
termed Signal activity Pattern Acquisition and Reconstruction
System (SPARS). In the ensuing discussion, if not otherwise
noted, an attacker refers to a PUE attacker, a signal refers to
a PU signal, and a transmitter refers to a PU signal trans-
mitter, which may be a PU or an attacker. We define a
signal activity pattern (SAP) of a transmitter as a series of ON
and/or OFF periods of the transmitter along the time. An
ON period refers to the duration of a busy period that the
transmitter is transmitting and the SUs must be refrained
from communications. An OFF period refers to the dura-
tion of an idle period between two adjacent ON periods.
Different from current solutions on PUE detection, SPARS
does not have limitation on the type of PUs, i.e., SPARS can
be applicable to all types of PUs. Furthermore, SPARS does
not need any a priori knowledge of PUs. It acquires the SAP
of a transmitter through spectrum sensing, and compares
it with SAPs of PUs through a SAP reconstruction model. If
the observed SAP is not ‘like’ the SAPs of PUs, which is
measured by the reconstruction error, then the transmitter
is an attacker.

Our motivation is that while an attacker can cheat on
the signal itself, it cannot cheat on its objective, i.e., caus-
ing DoS to the CRN. An attacker can transmit a PU signal,
but its SAP is expected to be different from the ones of PUs.
This is because the objective of the attacker is to occupy the
channel to cause DoS to the CRN. Therefore, the attacker
aims to significantly decrease the channel availability to the
CRN, e.g., by increasing the ON periods and/or decreas-
ing the OFF periods. Thus the attacker creates a different
SAP from PUs. On the other hand, if an attacker also cheats
on its SAP, i.e.,, manipulates its spectrum occupation to be
similar to the one of PUs, we argue that such a ‘mild” PUE
attack is tolerable by the CRN, and hence defeats the DoS
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objective of the attacker. This is because a CRN usually
selects the operation channels with low spectrum occupa-
tion by PUs. An attacker with a similarly low spectrum
occupation is not a serious threat to the CRN, as the CRN
has been designed with the mild disruption (from PUs) in
mind, and hence is tolerable to a PUE attack that causes a
mild disruption. Therefore, by targeting the objective of the
attacker, SPARS is effective to detect PUE attack.

We use a Bayesian method and sparse modeling to
develop a good SAP reconstruction model to compare a
candidate SAP with the SAPs of PUs. The sparse model-
ing has been widely used in the literature to solve various
problems in science and engineering fields [7]-[14], due
to its good performance of data/signal reconstruction. In
[7], the authors studied the dictionary structure for sparse
representation of multi-dimension data and presented an
efficient algorithm to learn the dictionary. The author in
[8] showed that for most sparse approximation problems,
the solution can be obtained efficiently. The authors in
[9] used sparse modeling for face recognition. The prob-
lem of face recognition is formulated as a classification
problem among multiple classes of objects and the objects
are constructed with sparse representation. In [10], the
authors presented a sparse coding model to obtain high-
dimensional sparse representations of sensory data. The
authors in [11] applied sparse modeling for unusual event
detection in videos, through online reconstruction of an
event using a dynamically learned dictionary. In [12], the
authors used sparse modeling for speech recognition. The
authors in [13] studied sparse modeling in computer vision
and image processing, and presented the neurobiological
implication of sparse modeling. The authors in [14] pre-
sented an efficient algorithm to solve the sparse coding or
the sparse optimization problem.

Before we get into the details of SPARS, we summarize
our main contributions as follows.

o We have designed a PUE detection system, SPARS,
which does not need a priori PU knowledge such as
the locations or IDs of PUs, and has no limitation on
the type of applicable PUs such as static PUs or PUs
with extractable IDs.

e We have developed a SAP reconstruction model
through a Bayesian method, to train SPARS and
reconstruct an observed SAP. We have incorporated
the sparsity and other principles in the model design,
to achieve excellent performance for SAP reconstruc-
tion.

o We directly target the objective of the attacker which
the attacker cannot hide, and utilize a technique
called tolerance interval to test the normality of the
reconstruction error and accordingly detect the PUE
attack.

The remainder of the paper is organized as follows.
Section 2 describes the network model. Section 3 describes
the architecture and the main idea. The SAP reconstruction
model is presented in Section 4. Sections 5 and 6 describe
the system training and the PUE detection. Section 7
develops the Chernoff bounds for the performance of
SPARS. Section 8 introduces a statistics based PUE detec-
tion scheme, which is studied comparatively with SPARS.
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Section 9 presents performance evaluation and Section 10
concludes the paper.

2 NETWORK MODEL AND ASSUMPTIONS

There are two types of attackers: 1) a selfish SU that wants
to use a channel exclusively and thus launches a PUE attack
to drive benign SUs out of the channel; and 2) a malicious
user that simply wants to cause DoS to the CRN. While
there is a slight difference, we do not differentiate them for
the purpose of detection, since their common objective is
to cause DoS.

We adopt a fingerprint technique such as the one in [4] to
track the transmitter of a signal, and hence SPARS is appli-
cable to both static and mobile PUs. Specifically, each SU
independently carries out spectrum sensing on every chan-
nel. For each received signal, an SU extracts its fingerprint,
and records the ON and OFF periods of the signal, which
are stored in a database together with the fingerprint of the
signal. The fingerprint essentially serves as the transmitter
ID. Hence with a little abuse of the language, we say that
each SU has recorded the ON and OFF periods of every
PU signal transmitter (identified by the fingerprint). The
spectrum sensing can be carried out either continuously
or periodically in the time domain. In the former case, an
ON or OFF period is a continuous random variable. In the
latter case, let Ts denote the duration of the spectrum sens-
ing cycle. An ON or OFF period is then a discrete random
variable, represented as the number of time unit Ts. SPARS
can be run periodically or on-demand as necessary. When
SPARS is invoked to detect if a transmitter is an attacker,
the last k ON or OFF periods of this transmitter (identified
by the fingerprint) are used to compose the SAP to be fed
to SPARS.

In most studies of PUE detection [3]-[5], only one PU
transmitter is assumed to be transmitting at any time. While
this assumption is usually true, we introduce a technique
that can handle the scenario when multiple transmitters
send PU signals simultaneously, within the sensing range of
an SU. The directional spectrum sensing technique in [15] can
be used to distinguish the transmitters that are simultane-
ously transmitting signals. This technique allows an SU to
select a given spatial direction and listen to the signal only
at that direction. Here we assume that the transmitters at
the same direction of an SU are not transmitting simulta-
neously, as otherwise they would likely be interfering each
other. Combining the directional spectrum sensing and the
fingerprint technique, we can address both mobile PUs and
simultaneously transmitting PUs.

At last, in this paper, we assume that there is only one
class of PUs that have similar SAP features, i.e., with sim-
ilar distributions for the ON/OFF periods. Nevertheless,
the proposed PUE detection approach can be extended
to address the scenario with multiple classes of PUs that
have different SAP features, which will be studied in our
future work.

3 ARCHITECTURE OF SPARS

The main idea of SPARS is to use a set of n vectors
Bi,...,B, € RF, which are called bases in this paper, to
reconstruct a SAP. Specifically, let a column vector Y € R
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Fig. 1. SPARS architecture.

denote a SAP. Our objective is to reconstruct Y using bases
By,...,B, as

n
Y=> BW, )
i=1

where W; (1 <i < n) is the weight associated with base B;
to compose Y.

The bases By, ...,B, are carefully learned through a
training process to capture the essential features of the
SAPs of PUs. For the reconstruction model in (1) to be a
good model, it is typically not a determined system, but
an overdetermined or underdetermined system. Hence the
reconstruction of a SAP results in a reconstruction error,
which is utilized by SPARS to detect PUE attack. This is
because the SAPs of PUs can be reconstructed by (1) very
well, i.e.,, with a small reconstruction error, as the bases
have captured the essential features of such SAPs. On the
other hand, as discussed in Section 1, the SAPs of attack-
ers would have different features from the SAPs of PUs,
since the attackers aim to cause severe DoS to the CRN.
Therefore, if we use the bases to reconstruct a SAP of an
attacker, it would turn out that the reconstruction cannot be
performed well, i.e., we would have a large reconstruction
error. Thus, from the reconstruction error, we can tell if the
transmitter of SAP Y is an attacker or a PU.

Fig. 1 illustrates the architecture of SPARS. It consists
of three modules: system training, SAP reconstruction, and
PUE detection. In the initial CRN setup phase, an SU pas-
sively performs spectrum sensing to collect a set of SAPs
from PUs for the purpose of training SPARS. This set of
SAPs is called the training data set. The system training mod-
ule learns the bases By, ..., B, from the training data set.
After learning the bases, the system training module also
computes the reconstruction errors for the training data set,
M, ..., Nm, called the sample errors in the figure. This mod-
ule can be re-run periodically to update the training data
set and the bases.

After SPARS is trained, then an SU can use it for PUE
detection. Suppose the SU wants to find if there is an
attacker in a candidate channel. It first collects a SAP from
this channel. Then the SU uses the SAP reconstruction mod-
ule of SPARS to reconstruct this SAP using the learned
bases By, ..., B;, and compute the reconstruction error ¢
for this SAP. Next, the PUE detection module is used to
check if ¢ falls in a tolerance interval of the sample errors
M, ..., Nm, which have been obtained in the initial system
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training. If it does not fall in the tolerance interval, then
this SAP is treated from an attacker, and the transmitter of
this SAP is alarmed as an attacker.

Both the SAP reconstruction and the system training rely
on a good SAP reconstruction model. The system training
needs the model to select the best bases B, ..., B, for the
purpose of SAP reconstruction in the future. On the other
hand, the SAP reconstruction module needs the model to
select best weights Wy, ..., W, to minimize the reconstruc-
tion error. Following the work in [7]-[9], [13], we develop
an SAP reconstruction model through a Bayesian method
in the next section.

4 SAP RECONSTRUCTION MODEL

A determined model in (1) has poor performance for recon-
structing arbitrary input data (SAP in this paper), because
it targets only the training data during system training. In
other words, a determined model captures all features of
the training data, some of which are actually not desirable
when reconstructing the future input data, as they repre-
sent deviations of training data from a typical input data.
Therefore, it is desirable to design an overdetermined or
underdetermined model in practice. In this paper, we adopt
an underdetermined model, which is robust to noise and
other interference of the data. An underdetermined model
also has other desirable features such as greater flexibil-
ity to reconstruct the input data. With an underdetermined
model, we do not get an exact representation of Y by
Bi,...,Byand Wy, ..., W,. Instead, we get an approximate
representation of Y with an error term E = [Eq, ..., El". In
other words, as an underdetermined model, (1) becomes

n
Y=E+) BW, )
i=1
where the number of bases 7 is larger than the number of
elements k in Y.

Furthermore, to prevent overfitting, a sparse model that
uses only a small number of bases to reconstruct the input
data is preferred over a complex model that uses a major-
ity of bases to reconstruct the input data. This is because
although an overfitted complex model is usually better
to represent the training data (with a smaller error), it is
vulnerable to small fluctuations of future input data, and
hence has poor reconstruction performance [7]. In contrast,
a sparse model captures only the essential features of the
data and is not affected by small fluctuations of the input,
which are typically caused by features of minor importance.
Therefore, a sparsity requirement is imposed to the model so
that only a small number of bases are used to represent
Y. Sparse modeling has been widely used in the litera-
ture to solve a wide range of problems, due to its good
performance of data/signal reconstruction and preventing
overfitting, see [7]-[11].

For the ease of description, sometimes we use a matrix
B = [B1, ..., B,] to denote the bases and a column vector
W = [Wq,..., Wn]T to denote the weight. To avoid con-
fusion, we briefly describe the style of notations in this
paper. We use a bold symbol to denote a matrix, e.g., B,
or a column vector, e.g.,, W. For a matrix B, we use B]- to
represent the jth column vector, and Bj; to represent the
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TABLE 1
Notations for Section 4

Y.Y; An arbitrary SAP and its element

B, B; Bases matrix, and its column vector

w.,W; Weights to reconstruct Y’

E.E; Error of reconstructing Y and its element Y;

o Variance of error E;, an element of E

B* Optimal bases

k Number of elements in Y’
Number of bases in B

p(Y) Probability distribution of Y

p(Y | B) Probability distribution of Y represented by
bases B

p(W) Prior probability distribution of W

p(Ws) Prior probability distribution of W;

p(Y |W,B) | Probability distribution that SAP Y occurs for
a given W and bases B

i, £% norm of vector Y’

| B - Frobenius norm of matrix B

c Constraint for the Frobenius norm of B

A A constant combining the parameters of the
probability distributions of W; and E;

element on row i and column j of B. For a vector W,
we use W; to denote the jth element. We list the nota-
tions for this section in Table 1. With this notation style,
we rewrite (2) to

Y = E+ BW. 3)

The objective of the model in (3) is to reconstruct an
arbitrary SAP Y, using a fixed set of bases B and a variable
weight W. SAP Y can be viewed as a random variable.
Similarly, W is also a random variable. The bases B are
currently unknown and our objective is to derive B for
the model, to minimize the reconstruction error. Let p(Y)
denote the probability distribution of Y. In order to repre-
sent Y using (3), the probability distribution of BW needs
to match p(Y) well, so that the error term E is minimized.
The term BW is the representation of ¥ by bases B, and
hence its probability distribution is denoted as p(Y | B). A
good matching of p(Y) and p(Y | B) would result in a set
of bases B that capture the essential features of Y. Given
the prior probability distribution of weight W, denoted as
p(W), and the probability distribution that a SAP Y occurs
for a given weight W (and bases B), denoted as p(Y | W, B),
the probability distribution p(Y | B) can be obtained as
follows.

pY 1B = [ pWopy | W)W, @)

In a Bayesian context, the probability distribution of ¥
is our belief of the uncertainty of Y. Given weight W and
bases B, the uncertainty of Y is reduced to the uncertainty of
the error E. As a general practice, the element E; of the error
term E can be assumed to follow a Gaussian distribution
with 0 mean and variance o2. Therefore, p(Y | W, B), the
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probability distribution of SAP Y given weight W and bases
B, is as follows

I-Bwi3
pY|W,B)= ————¢ 22 | ()
@2m)2 ok

where k is the number of elements of vector Y, and |e|, is
the €2 norm, with ||Y|, = Y% 4+ 4 Yi.

When representing SAP Y in (3), it is desirable to make
the weighted terms B1Wi, ..., B,W, statistically indepen-
dent. Furthermore, as discussed earlier, the model should
have a sparse structure, i.e.,, only a small number of
Bj, ..., B, are needed to reconstruct Y, or equivalently, only
a small number of elements of W are non-zeros. These
two requirements are critical to build a good reconstruction
model, and can be imposed through applying a suitable
prior probability distribution of weight W, p(W), to the
model. The requirement of statistical independence can be
imposed by selecting a prior probability distribution of W
such that it is a product of the probability distributions of
the elements Wi, ..., W,. That is, p(W) is given as

pW) = [ [pW, ©6)

where p(W;) denotes the probability distribution of W;, the
ith element of W.

The requirement of sparse representation of ¥ can be
achieved by assigning each element of W a prior probabil-
ity distribution that is peaked around 0. Then the random
variable W; (1 < i < n) has a large probability to be 0
(or close to 0), and hence the average number of non-
zero elements among Wi, ..., W, is small, which meets the
sparsity requirement. In this paper, we select the Laplace
distribution with 0 mean for W;. Hence p(W;) is given as

1wl
p(wl) = %e b, (7)

where b is the shape parameter, and |W;| is the absolute
value of W;. With the Laplace distribution, p(W;) is peaked
around 0. The parameter b is to control the concentration
of W; around the mean 0. The smaller the b, the more
concentrated the W; is, and hence the more sparse the
model is.

Combining (4)—(7), we obtain p(Y | B), the probability
distribution of Y represented as the bases. To measure how
close this probability distribution is to the real probability
distribution of ¥, p(Y), we can use a statistical diver-
gence function. We adopt the Kullback-Leibler divergence
function to measure the difference of p(Y) from p(Y | B),
denoted as D, which is given as

p(Y)
Y)log
D= [ 1B
= /p(Y) (logp(Y) —logp(Y | B))dY. (8)

A smaller value of D means a smaller difference of p(Y)
from p(Y | B). If D =0, then p(Y) = p(Y | B).

To accurately reconstruct Y using the bases B by (3), we
need to select B to minimize D. Since p(Y) is not affected by
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the selection of B, the objective is to maximize p(Y | B) in
(8). From (4), the optimal B, denoted as B*, is obtained as

B* = argmlgxp(Y | B)
= argmgx/p(W)p(Y | W, B)YdW. 9)

Since we have selected the Laplace distribution for W;,
then p(W) is peaked around a point in the R" space. On the
other hand, p(Y | W, B) is a Gaussian distribution, which is
also peaked around a certain point in R¥ space. Therefore,
p(W)p(Y | W, B) is expected to peak around a point in the
W space. With this property, we can approximately maxi-
mize the integral f p(W)p(Y | W, B)dW by maximizing the
product p(W)p(Y | W, B). Therefore, (9) is approximately
equivalent to the following optimization.

B* ~ arg max (mv\e}xp(W)p(Y | W, B)) . (10)

For the optimization in (10), we need to add a con-
straint for the norm of B, to prevent W = [0, ..., 0],. This
is because if there exist a set of bases C and a weight
U = [Uj,...,U,]" as the solution for problem (10), then
there always exist another weight U’ = % and bases
C' = sC, where s >» max{|U], ..., |Uyl}, as the solution
since C'U’ = CU. However, the latter solution has a weight

= [0, ..., 0],;, which would make the SAP reconstruction
model useless. Therefore, to prevent this situation, we need
to add a constraint ¢ for the Frobenius norm of B as follows

n nok
IBIZ=) IBil5=)_> Bi=<c (11)
i=1 i=1 j=1
To maximize p(W)p(Y | W, B) in (10), we note that
pW)p(Y | W, B)
N
@2m)2 ok i1 20
o Y- BWH2 _y, | 1
o2 L (I -BWIB+257 S0 W)
_ go~ z (1Y-BWE+A XL, W) (12)
where
1 202

=——  and A= —.
Qr)% ok 2b)" b

From (12), we see that to maximize p(W)p(Y | W, B),
it is equivalent to minimize the exponent |Y — BW||§ +
A Y "iL4 |IW;| since o is a constant. Therefore, optimizing the
bases in (10) is transformed to

n
B* = i in|Y—BW[3+1Y W],
arg min (m&n I I3 + ; 1|)
subject to constraint (11). Finally, the reconstruction of
SAP Y in (3) is transformed into solving the following
optimization problem.
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n
in|Y=BW|2+1Y W, 13
min | 13+ ;' i (13)

subject to ||B||12; <c. (14)

In the literature, an optimization problem with the form
in (13), i.e., a least square term and an ¢! norm regulariza-
tion term, is called a sparse coding problem [9], [13], [14],
as the ¢! norm term A [|[W]|; = A Y1 IWil has an effect to
enforce a sparse structure of W, i.e., a majority of elements
of W are zeros. Problem (13) can be used to obtain an opti-
mal set of bases B* as well as reconstruct a SAP given the
bases. To obtain B*, we will need to feed a set of train-
ing SAPs. We discuss this problem in the next section. To
reconstruct a SAP Y given a set of bases B*, we remove the
constraint (14) and let B = B* in (13) to minimize over W
only. We discuss it in Section 6.

5 SPARS TRAINING

To train SPARS to obtain an optimal set of bases B*, we
need a set of training data, i.e.,, a set of SAPs. We can
collect the training data in the initial setup phase of the
CRN. At the beginning of CRN setup, each SU passively
performs spectrum sensing on each channel to collect the
SAP information (ON and OFF periods) of every PU signal
transmitter. In this initial sensing phase, the transmitters
of PU signal are expected to be (genuine) PUs. This is
because in this phase, the selfish SUs would not launch
PUE attack, since data transmission is not started yet,
and they do not get any benefit for occupying a chan-
nel. Furthermore, a malicious attacker would not be aware
of a CRN being set up in the field, since the SUs are not
transmitting. (We assume that there is no internal malicious
SUs inside the CRN in the initial setup phase.) Hence a
malicious attacker would not launch a PUE attack either,
since it thinks that there is no CRN yet, and launching
a PUE attack simply wastes its energy. In the case that
a malicious attacker does not care if a CRN is being set
up and sends signals on some arbitrarily selected chan-
nels anyhow, a CRN would usually avoid such channels
and selects the channels that are lightly utilized as the
operation channels. Hence, the PUE attack in the initial
CRN setup phase is relieved by the selection of opera-
tion channels. Therefore, we assume that during the initial
sensing phase of a CRN setup, there is no PUE attack, so
that the training data set consists of SAPs of PUs. After
the CRN is set up, the training data set can be continu-
ously updated by randomly incorporating the SAPs which
are recognized as from PUs by SPARS. The bases can be
updated accordingly to accommodate the dynamic changes
of SAP features.

Welist the notations for this and next sectionsin Table 2. Let
m denote the number of SAPs in the training data set, and let
X1, ..., X, denote these SAPs, where X; Rk, Let the column
vector S; € R" (1 <i < m) denote a weight to be used to
reconstruct training data X;. We let matrix X = [X1, ..., Xy]
denote the training data set, and let S=[Ss, ..., S;;] denote
the weight matrix. Given the training data set X, the learning
of bases is a process to find B and S such that

X ~ BS. (15)
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TABLE 2
Notations for Sections 5 and 6

XXX 51 Training data set (matrix, column vectors,
and elements)

B,Bi,Bji Bases

S, 8,55 Weights to reconstruct X using B

ISl £* norm of vector S;

B, B}, Bj; | Optimal bases obtained after system training

m Number of SAPs in the training data set X

k Number of ON or OFF periods in each SAP

n Number of bases in B

i SSE of reconstructing X ;

Y.Y; An observed SAP and its elements

wW,W; Weights to reconstruct Y using B*

¢ SSE of reconstructing Y’

07 Tolerance interval upper limit

fi, 62 SSE actual mean and variance

fi, 62 SSE sample mean and variance

o, B Parameters for the (a, 3) tolerance interval

Based on the analysis in the preceding section,
Problem (15) can be transformed into the following problem!.

m
min | X — BSIIZ +2 3 1Sl
’ i=1

(16)

subject to ||B||12: <c, (17)

where |@||r is the Frobenius norm of a matrix, and ||S;||; =
27:1 Sji is the ¢! norm of vector §;.

Problem (16) is an optimization problem over B and S.
It is a convex optimization problem if one of the variables
(B or S) is fixed. Therefore, (16) can be solved by iteratively
optimizing the objective over B or S while fixing the other.
There are efficient algorithms to solve the sparse coding
problem. In this paper, we use the feature-sign and Lagrange
dual algorithms in [14] to solve (16). After it is solved, we
obtain a set of optimal bases, denoted as B*.

Next, we discuss the error when using the learned bases
B* to reconstruct the training data X;. Let E,i denote the
error to reconstruct the vth element of X;. Ey; is given as

~ n
Evi = <Xvi - ijl B;jsji) ~

Let n; denote the sum of square of errors (SSE) to reconstruct
X;. Then n; is given as

(18)

k
ni=|Xi-B'Si; = Y E3: (19)
v=1

The reconstruction error E,; can be seen as a random
variable. Therefore, if k is reasonably large, by the central
limit theorem, n; is an approximate Gaussian random variable
with some unknown mean ji and variance 2. Algorithm 1
describes the system training, with the output as the obtained
optimal bases B* and the SSE n; (1 <i < m).

1. Note that B does not necessarily satisfy the RIP condition.
Nevertheless, [8] shows that for most matrices, the sparse solution
can be found.
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Algorithm 1 SPARS training

Input: Training data set X, number of bases 1, parameters
A, C
Output: Optimal bases B*, SSEs 11, ..., nn
1. Solve problem (16) with constraint (17) to get B* and
S using the feature-sign and Lagrange dual algorithms
in [14].
2. for1<i<mdo
Compute SSE n; by (18) and (19).
4. end for

w

6 SAP RECONSTRUCTION AND PUE
DETECTION

Given the bases B* obtained from the system training in
last section, we can use them to reconstruct an observed
SAPY =[Y1,...,Yo,.... (T using the model in (3). It is
transformed into the following problem, which now becomes
a least square problem with an ¢! norm regularization to
enforce a sparse structure.

min | ¥ = W3 + 2 Wl (20)

Let E, = (Yz, — ]'1:1 B;J.Wj) denote the error to recon-
struct the vth element of Y. Let ¢ denote the SSE to reconstruct
Y using the bases B*. Then we have

k
c=y-Bwl;=>E (21)
v=1

As discussed in last section, ¢ is an approximate
Gaussian random variable with some unknown mean 1
and variance 2.

We use the SSE ¢ to measure the normality of SAP Y.
Specifically, let y denote the « quantile of the Gaussian
distribution with mean i and variance 62, ie., y = i +
Gz, Where z, is the o quantile of the standard Gaussian
distribution, i.e., Pr(Z < z,) = « where Z is a standard
Gaussian random variable. Then if ¢ is larger than y, the
observed SAP Y is treated as an abnormal SAP, i.e.,, a PUE
attack. Otherwise, Y is seen as a normal SAP. Unfortunately,
the SSE mean & and variance 62 are unknown, and hence
we cannot obtain y.

We introduce a technique called tolerance interval [16, Ch2]
to test normality of SAP Y. The tolerance interval is similar to
the quantile, but has a benefit that it can be computed from
the sample mean and variance, without needing the actual
mean and variance. We can obtain the SSE sample mean
and variance from 11, ..., n,, which have been obtained in
last section for reconstructing the training data set X, since
each training data X; is a random SAP sample.

Based on 71, ..., nm, we can compute the SSE sample
mean and variance as

m
;ﬂiv 82:m2(7)i—ﬁ)2-

We expect that an abnormal SAP has a large reconstruction
error. Hence we use a one-sided tolerance interval in the

i= (22)

SR
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form of [ — oo, y]. The upper tolerance limit y is given as

QL+ 06, (23)

Y
where 6 is a parameter that we discuss next. (Similarly, the
lower tolerance limit is given as y’ = 1 — 05.)

An (a, B) one-sided tolerance interval [— oo, 1+66 ] means
that a proportion g of the entire SSE population (i.e., 1008%
population) falls in the interval [ — oo, i + 66] with 1000%
confidence. In other words, we have

Pr{Pr(( <o +66 | .6) = B} =q. (24)

Given a, B, 1, 6, (24) can be solved to obtain 6 as follows
[16, Ch2].

0= %tm—l,a(zﬂ\/%),
where m is the sample size when computing £ and &,
zg is the B quantile of the standard Gaussian distribution,
and f,_1,4(zg+/m) denotes the o quantile of the noncentral
Student’s t distribution with m —1 degree of freedom and the
noncentrality parameter zg+/m. While t,,_1 o (zg+/m) may be
computed from the inverse of the cumulative probability dis-
tribution function of the noncentral Student’s t distribution,
a convenient approximation for computing 6 is given as [17]

Zﬁ+1/22 —Tw
0 %7/37
T
2 2

Zo 2 Za
Tm-D T
where zg and z, are the g and « quantiles of the standard
Gaussian distribution, respectively. The formula in (25) is
easier for computation since the quantile for the standard
Gaussian distribution is widely available.

Given the tolerance interval [ — oo, y], we test SAP Y
by examining the SSE ¢ in (21). If ¢ falls in the tolerance
interval, i.e., ¢ < ¥, then Y is a normal SAP. Otherwise, Y is
an abnormal SAP and the corresponding signal transmitter
is alarmed as an attacker. Algorithm 2 describes how an SU
carries out the PUE detection using SPARS that output an
alarm signal for a SAP Y collected from a candidate channel,
to indicate that the corresponding transmitter is an attacker
or a PU.

After identifying an attacker, there may be several options
for subsequent actions, such as reporting to the correspond-
ing authority, or reporting to the nearby nodes of the attacker
to penalize the latter, e.g., not forwarding the traffic of the
attacker (effective for selfish SU attacker) or even ignoring
the PU signal. We do not get into details of such actions, as
this is out of the scope of this paper.

(25)

T=1-

7 BOUND ANALYSIS OF SPARS

We develop the Chernoff bound for the SPARS system. In
the literature, the Chernoff bound is typically given for
only Bernoulli random variables that have values of 0 or 1.
However, the Chernoff bound can be derived for a general
distribution from the Markov inequality. If X is anonnegative
random variable and a > 0 is a constant, then the Markov
inequality is

E(X)
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Algorithm 2 PUE detection by SPARS at an SU

Input: Parameters A, c, o, B, m, n
1. if CRN is in the initial setup phase then
2. Passively carry out spectrum sensing to collect m

SAPs, X1, ..., X;;, on candidate channels, which are
used as the training data set X.

3. Apply Algorithm 1 on X with parameters 2, ¢, and
n to obtain the bases B* = [Bj, ..., B}] and SSEs
Ms - «-5 Mme-

4. end if

5. loop

6. For a SAP Y collected from a candidate channel,

solve problem (20) to get W.
7. Compute SSE ¢ by (21).
8. Compute /i and & by (22) using n; from Algorithm 1.
9. Compute 0 by (25).
10. Compute y by (23).

11. if ¢ > p then

12. SAP Y is from an attacker. Alarm = YES.
13. else

14. SAP Y is from a PU. Alarm = NO.

15. end if

16. end loop

If Y is an arbitrary random variable that can also have
negative values, the Markov inequality can be still applied
to obtain the tail probability by letting X = ¢° where s > 0is
some constant. Since ¢! is a nonnegative random variable,
we can apply the Markov inequality on it. Furthermore,
since ¢! is an increasing function, we have

E(ESY)

ES{Z

Pr(Y > a) = Pr(¢®Y > &) < = 8 (27)
where g(s) = log E(eY) is the cumulant generating func-
tion of the random variable ¢°Y. (27) is called the Chernoff
bound when s is selected such that g(s) — sa is minimized
and s > 0.

Next we derive the Chernoff bound for the SSE ¢ in
(21). Recalling from the preceding section that ¢ follows the
Gaussian distribution with mean /i and variance 62. The
cumulant generating function of the Gaussian distribution is

52

8(6) = -5 +sit.

To minimize g(s) — sa, we let

Hence

_ =2
msin(g(s) —sa) = — (@ 25’;)

Thus, from (27), the Chernoff bound for ¢ is

_(ﬁ,,;)Z
Pr(¢ >a) <e 27

fora > fi. (28)

In practice, the mean /i and the variance 62 are unknown.

In this case, we can use the SSE sample mean and variance,
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fu and 62, to replace ji and 62 in (28) to get the approximate
Chernoff bound.

8 PUE DETECTION BY STATISTICS

In this section, we present another PUE detection approach,
termed PUE detection by statistics (PDS), which also utilizes
the signal activity pattern of PU signals. PDS examines
two most important statistics, the mean and variance, of
the signal ON/OFF periods in a SAP to see if they are
abnormal. It works as follows. In the initial setup phase
of a CRN, similar to SPARS, each SU passively carries out
spectrum sensing to collect SAPs, denoted as X, ..., X;; and
put them into a training data set X. Next, it compute the
mean and variance of the ON/OFF periods in each SAP X;,
denoted as u; and v;. Therefore, from the training data set,
PDS obtains a vector of means [u1, ..., uy] and a vector of
variances [v1, ..., vy]. For the ease of description, let M(Y)
or M(Y1, ..., Yy) represent the function to compute the mean
of a vector Y =[Y1,...,Y%], and let V(Y) or V(Y1,..., Yy
represent the function to compute the variance of vector Y.
They are given as

1 k
EZY'

MY)=MY1,....Y) =

—_

k
VY)=VX1,....Yp) = Z Y — M(Y))?.

By the central limit theorem, the mean and variance of
the ON/OFF periods in a SAP Y, denoted as py and 012,,
approximately follow the Gaussian distribution, as long as
the number of ON/OFF periods in SAP Y is reasonably large.
Therefore, we can use (23) and (25) to compute the tolerance
limits for uy and of, respectively, based on the sample
mean and variance of vectors [u1, ..., ] and [01, ..., Unl,
respectively. With the tolerance limits, we can test if SAP
Y is normal (from a genuine PU) or abnormal (from an
attacker) by checking the mean and variance of the ON/OFF
periods against the tolerance limits. Algorithm 3 formally
describes PDS.

9 PERFORMANCE EVALUATION

In this section, we evaluate the performance of SPARS
through simulations. We use n = 128 bases. The constraints
A and c are both assumed as 1. The SAP size k is assumed as
30. We assume 30 PU signal transmitters randomly spread
on 20 channels, with minimum one and maximum 3 trans-
mitters on each channel. To focus on evaluation of the PUE
detection, we do not consider cooperative spectrum sensing
and assume that each SU independently performs spectrum
sensing to acquire SAPs. Hence without loss of generality,
we study the PUE detection of one SU only. We use two dis-
tributions, exponential and Pareto distributions, to simulate
the ON and OFF periods of each transmitter. As discussed
earlier, we assume that in the initial sensing phase of the
CRN setup, each SU passively performs spectrum sensing
and acquires the ON and OFF periods from each transmitter
into a training data set. (The training data set may also be col-
lected offline and injected into each SU before deployment.)
We use a training data set with 200 training SAPs.
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Algorithm 3 PUE detection by statistics (PDS) at an SU

1. if CRN is in the initial setup phase then
2. Passively carry out spectrum sensing to collect SAPs,

denoted as X1, ..., X,.
3. forl <i<mdo
4. Calculate the mean u; = M(X;) and variance
v; = V(X;) for SAP X;.

5. end for

6. Compute the sample mean and variance of vector
[w1, ..., m] as fimean = M(u1, - .., i) and &r%ean =
V(i - )

7. Compute the tolerance limit of the ON periods mean
Vmean USING [imean and Gmean by (23) and (25). (For
the OFF periods mean, compute the lower tolerance
limit 7} ean-)

8. Compute the sample mean and variance of Vec-
tor [v1, ..., 0] @s fivar = M(v1, ..., 0y) and o, Var =
V(Ul, ey Z)m)

9. Compute the tolerance limit of the variance pyar
using flvar and yar by (23) and (25)

10. end if

11. loop

12. For a SAP Y collected from a candidate channel,
compute the mean pny = M(Y) and variance 012, =
V(Y).

13. if 1ty < Pmean and 0]2( < Yvar then

14. {or pwy > Pl an for OFF periods)

15. SAP Y is from a PU. Alarm = NO.

16. else

17. SAP Y is from an attacker. Alarm = YES.

18. end if

19. end loop

We run the simulation with 30 batches. Each batchincludes
30 experiments with a different seed. In our experiments,
the initial SPARS training typically takes a few minutes
on a desktop PC with a Intel Core i5 2.67 GHz processor.
The reconstruction of a SAP after the initial phase is in
the order of milliseconds. To simulate varying scenarios, in
each experiment, the number of attackers is generated as a
random number between 0 and 30, instead of using a fixed
number of attackers. The ON periods are simulated with
the exponential distribution, with the mean ON period for
PUs as 1 time unit, and the mean ON period for attackers
varying from 1.5 to 2 time units. A larger mean ON period
indicates that the channel availability for SUs is smaller.
The OFF periods are simulated with the Pareto distribution
using the shape parameter 1.9, and the location parameter 4
for PUs. The location parameter for attackers varies from 2
to 3, and the shape parameter is the same. This results in a
mean OFF period of attackers being 50% to 75% of the mean
OFF period of PUs. A smaller mean OFF period indicates
that the channel availability for SUs is smaller.

Being an approach that targets general scenarios of the
PUE detection without limiting the PU type and/or requir-
ing a priori knowledge of PUs, SPARS takes a very different
methodology from existing PUE detection schemes. This
makes it difficult to quantitatively compare the performance
of SPARS with the ones of other PUE detection schemes. For
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Fig. 2. False alarm probability for detection of SAPs consisting of ON
periods.

instance, the location verification approach [3], [5] assumes
that the PU location is known in advance, and the perfor-
mance depends on how accurately the spectrum sensing
can estimate the distance to the transmitter. In contrast,
SPARS does not need such accurate localization. Hence, in
this paper, we do not quantitatively compare SPARS with
the existing PUE detection schemes.

Next, we first examine the performance of SPARS for
detecting straight attackers that do not forge their SAPs, and
then evaluate SPARS comparatively with PDS for detecting
smart attackers that forge their SAPs.

9.1 Detection of Straight Attacker

Fig. 2 plots the false alarm probability of the PUE detection
by SPARS, i.e., the probability that a PU is alarmed as an
attacker by SPARS, when the ON periods are used as the
SAP for detection. The X-axis indicates the batch ID of the
experiments. The false alarm probability is averaged over
the 30 experiments in each batch. We use three tolerance
limits for PUE detection, with 8 = 0.999 and « = 0.95,
0.975, and 0.99, respectively. We can see that the false alarm
probability meets the expectation of the tolerance limits.
That is, the false alarm probability is expected to be not
larger than 1 — «. We also plot the Chernoff bounds for
the false alarm probability with the three tolerance limits
as the parameters. We can see that the Chernoff bounds are
quite tight. Nevertheless, one may note that the Chernoff
bounds here are approximations as we have used the sam-
ple mean and standard deviation instead of the real mean
and standard deviation of the SSE ¢, which are unknown.
Hence, such tight Chernoff bounds may be due to this sub-
stitution. Fig. 3 illustrates the false alarm probability when
the OFF periods are used as the SAP for PUE detection.
The false alarm probabilities are slightly higher than for ON
periods, but still approximately meet the expectation of the
tolerance limits.

Next we examine the miss-detection probability, i.e., the
probability that an attacker is not detected. Fig. 4 illustrates
the miss-detection probability when the ON periods are used
in the SAP for PUE detection. The miss-detection probability
is averaged on all experiments of all batches. We also use
three tolerance limits, with « = 0.95 and 8 = 0.99, 0.995, and
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Fig. 3. False alarm probability for detection of SAPs consisting of OFF
periods.

0.999, respectively. In the figure, 1 denotes the mean ON
period of PUs. The X-axis indicates the mean ON period of
attackers, e.g., 1.5u indicates 1.5 times of . We see that if
the mean ON period of attackers is 70% larger than the one
of PUs, most attackers are caught by SPARS. If the mean
ON period of attackers increases to twice as the one for
PUs, i.e., 21, then almost all attackers are caught by SPARS.
Note that the typical spectrum occupation of PUs is low,
e.g., 10%. Hence even doubling the spectrum occupation
by an attacker does not really result in a high spectrum
occupation, while on the other hand, the attacker is in the
risk of almost surely being caught by SPARS. Therefore,
SPARS is effective to detect PUE attack. Among the three
tolerance limits, a smaller g indicates that the tolerance limit
is smaller or tighter; hence an attacker is more likely to be
caught.

Fig. 5 illustrates the miss-detection probability when the
OFF periods are used as the SAP for PUE detection. The v
denotes the location parameter of the Pareto distribution to
generate the OFF periods of PUs, which is proportional to
the mean. Given the same shape parameter, 0.5v indicates
that the mean OFF period of attackers is about half of the
mean OFF period of PUs. When the mean OFF period of
attackers decreases by 25% (0.75v), about 33% attackers are
not caught by SPARS. However, if the mean OFF period
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Fig. 4. Miss-detection probability for detection of SAPs consisting of
ON periods.
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Fig. 5. Miss-detection probability for detection of SAPs consisting of
OFF periods.

of attackers is about half of the mean OFF period of PUs,
almost all the attackers are caught, with the miss-detection
probability close to 0.

Next, we examine the receiver operating characteristic (ROC)
curve of SPARS, which is a plot of the true positive rate, i.e.,
1— miss-detection probability, versus the false positive rate,
i.e., the false alarm probability. Fig. 6 plots the ROC curves
of SPARS for detecting SAPs of ON periods, when the ON
periods of attackers’” SAPs are generated with 1.5u, 1.84,
and 2u, respectively, as the mean. We use the (0.95, 0.999)
tolerance limit for PUE detection in SPARS. The ROC curves
indicate that SPARS is effective to detect SAPs of attackers,
with high true positive rates versus low false positive rates.
In particular, when the mean ON period of attackers is 1.8
times of the mean ON period of PUs or larger, the true
positive rate is close to 1 versus a false positive rate close
to 0. Fig. 7 illustrates the ROC curves of SPARS for detecting
SAPs of OFF periods, when the OFF periods of attackers’
SAPs are generated with 0.5v, 0.65v, and 0.75v, respectively,
as the location parameter of the Pareto distribution. The
observations are similar to those in Fig. 6, and confirm that
SPARS is effective to detect SAPs of attackers. In particular,
when the mean OFF period of attackers is 0.5 times of the
mean OFF period of PUs or smaller, the true positive rate
is almost 1 versus a low false positive rate.
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Fig. 6. ROC curves of SPARS for detecting SAPs consisting of ON
periods.
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Putting it all together, for attackers to cause DoS to the
CRN, they want to increase ON periods and/or decrease
OFF periods. With SPARS, if an attacker increases the
average ON period by more than 100% or decreases the
average OFF period to about half, which results in only
a mild increase of spectrum occupation, it will be almost
surely caught by SPARS. On the other hand, if an attacker
wants to avoid the detection of SPARS, it has to have
almost the same average ON and OFF periods as PUs.
However, as discussed in Section 1, such an attacker would
have low spectrum occupation, which defeats the objec-
tive of the PUE attack and would be tolerable by the
CRN. Therefore, SPARS is effective to detect and deter PUE
attacks.

9.2 Detection of Smart Attackers
In this section, we consider smart attackers that forge their
SAPs, and evaluate SPARS comparatively with PDS. Both
schemes can detect PUE attacks in general scenarios. For
straight attackers, PDS also has a very good performance
comparable to the one of SPARS. Nevertheless, as to be seen,
the drawback of PDS is on detecting smart attackers.

A smart attacker can manipulate its ON/OFF periods
so that the mean ON/OFF period is more close to the one
of PUs. Specifically, a smart attacker randomly generates a
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Fig. 8. Miss-detection probability of SPARS for detecting smart attackers.
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Fig. 9. Miss-detection probability of PDS for detecting smart attackers.

small fraction of very short ON periods, e.g., using a mean
close to 0, to intentionally decrease the mean ON period in
a SAP. Similarly, it can randomly generate a small fraction
of very long OFF periods, to intentionally increase the mean
OFF period in a SAP.

Figs. 8 and 9 plot the miss-detection probabilities of SPARS
and PDS, respectively, for detecting SAPs of ON periods.
The ‘Forge’ in the figures indicates the forging fraction of
the ON periods in a SAP. For instance, ‘Forge = 0.2 indi-
cates that 20% ON periods in a SAP are forged. We use
the (0.95,0.999) tolerance limit for the PUE detection for
both SPARS and PDS. PDS needs two tolerance limits, one
for testing the mean and the other for testing the variance.
Both tolerance limits use the same « and B values. From
Fig. 8, we can see that SPARS is robust to smart attackers
as the miss-detection probability does not increase much
even with up to 25% forged ON periods. In contrast, the
miss-detection probability of PDS in Fig. 9 deteriorates signif-
icantly when the forging fraction of the ON periods increases.
Comparing Fig. 8 and Fig. 9, we can see that SPARS is much
more robust than PDS for detecting smart attackers. For
instance, with 25% forged ON periods, the miss-detection
probability of PDS is much higher than the one of SPARS.
In other words, smart attackers can easily defeat PDS by
forging a fraction of the ON/OFF periods in its SAPs, while
they will be still caught by SPARS. The results of using
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Fig. 10. ROC curves of SPARS for detecting smart attackers.
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OFF periods for SAPs have similar observations and are
omitted.

Figs. 10 and 11 plot the ROC curves of SPARS and PDS,
respectively, for detecting smart attackers, with the forging
fraction being 20%. Comparing Fig. 10 and Fig. 11, we can
see that SPARS is much more effective for detecting smart
attackers, as the true positive rate of SPARS is relatively
much higher versus the false positive rate. For instance, in
the case that the mean ON periods of attackers is 1.7u, the
true positive rate of PDS versus the 0.01 false positive rate
is around 0.75, while the one of SPARS is approximately 0.9.

One may wonder if forging the SAPs by smart attackers
would increase the variance or standard deviation of the
ON/OFF periods of the SAPs, such that PDS can use a
tighter tolerance limit for variance to detect smart attackers.
Fig. 12 illustrates the percentage increase of the standard
deviation of the ON periods in the SAPs of smart attackers,
with different forging fractions. We can see that the increase
of the standard deviation of the ON periods is rather small;
hence tightening the tolerance limit for variance in PDS does
not work well. For instance, even with 25% ON periods being
forged, the increase of the standard deviation is only about
3%. Capturing such an increase requires a tolerance limit
that results in a very high false alarm probability. At last,
we plot the percentage decrease of the ON periods mean
in the SAPs of smart attackers in Fig. 13. The decrease of
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Fig. 12. Increase of the standard deviation of ON periods caused by
forged SAPs.
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Fig. 13. Decrease of the ON periods mean caused by forged SAPs.

the ON periods mean is approximately the forging fraction,
which is expected as the smart attacker uses a very small
mean to generate the forged ON periods.

In summary, PDS is a fast PUE detection approach and
performs well for straight PUE attacks, but not robust to
smart PUE attacks. On the other hand, SPARS is more robust
to smart PUE attacks than PDS, but is a more complex
system. Fortunately, although itis complex, SPARS is efficient
to detect PUE attacks. After the initial training, the PUE
detection by SPARS takes only a few milliseconds in our
experiments. The initial training time takes several minutes
in our experiments, which is, nevertheless, compensated by
the good performance of SPARS.

10 CONCLUSION AND FUTURE WORK

We have presented a PUE detection system termed SPARS,
which acquires the signal activity pattern (SAP) of PU signal
transmitters. It uses a SAP reconstruction model to recon-
struct an observed SAP and finds if the SAP belongs to an
attacker based on the reconstruction error. Different from
current solutions on the PUE detection, SPARS does not need
a priori knowledge of PUs, and has no limitation on the type
of applicable PUs. The performance evaluation indicates that
SPARS is robust and effective to detect both straight and
smart PUE attackers, even though the smart attackers may
forge the SAPs.

In our future work, we will extend SPARS for the PUE
detection when there are multiple classes of PUs, and dif-
ferent classes of PUs have different signal activity patterns.
Specifically, we will extend SPARS to classify an observed
SAP to see if it belongs to a certain class of PUs. If yes, then
this SAP is from a PU. Otherwise, it is from an attacker. To
achieve this objective, we will need to examine the structure
of the weights in the reconstruction of a SAP, in addition to
the reconstruction error.
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