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Over the last few years, Vehicular Ad Hoc Networks (VANETs) have emerged as a new class of efficient
information dissemination technology among communities of users mainly because of their wide range
of applications in different domains such as Intelligent Transport Systems (ITS), Safety applications,
online entertainment during the mobility of the vehicles etc. Vehicles in VANETs are acting as an
intelligent machine, which provides various resources to the end users with/without the aid of the
existing infrastructure. But due to the high mobility and sparse distribution of the vehicles on the road,

simfffg ad hoc networks it is a quite challenging task to route the messages to their final destination. To address this issue,
Clustering clustering has been widely used in various existing proposals in literature. Clustering is a mechanism of
Data dissemination grouping of vehicles based upon some predefined metrics such as density, velocity, geographical locations
Routing of the vehicles etc. Motivated by these factors, in this paper, we analyzed various challenges and existing

solutions used for clustering in VANETs. Our contributions in this paper are summarized as follows:
Firstly, a complete taxonomy on clustering in VANETs has been provided based upon various parameters.
Based upon this categorization, a detailed discussion is provided for each category of clustering which
includes various challenges, existing solutions and future directions. Finally, a comprehensive analysis of
all the existing proposals in literature is provided with respect to various parameters such as topology
selected, additional infrastructure requirements, road scenario, node mobility, data handled, and relative
direction, density of the nodes, relative speed, communication mode, and communication overhead. The
analysis provided for various existing proposals allows different users working in this domain to select
one of the proposals with respect to its merits over the others.

© 2014 Elsevier Inc. All rights reserved.

1. Introduction IEEE 802.11 p & IEEE 1609 standards. In a clustering structure, the

mobile nodes are divided into a number of virtual groups based on

Vehicular Ad Hoc Networks (VANETs) consist of Vehicles/Mo-
bile nodes communicating with each other over wireless links
with/without existing infrastructure [1]. Vehicles have the capa-
bility to communicate directly with other vehicles in Peer-to-Peer
(P2P) manner or indirectly using the existing infrastructure along-
side the road. Vehicles and roadside infrastructure need to be
equipped with dedicated hardware for providing safety and se-
curity to the passengers sitting on board. Also standardization of
wireless communication technology is required for providing en-
tertainment to the passengers. Therefore research on VANETs has
been receiving increasing interest in the last couple of years, both
in the algorithmic aspects as well as standardization efforts like
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certain rules. These virtual groups are called clusters. Under a clus-
ter structure, mobile nodes may be assigned a different status or
function, such as cluster-head, cluster-gateway, or cluster-member.
A cluster-head normally serves as a local coordinator for its cluster,
performing intra-cluster transmission arrangement, data forward-
ing etc. A cluster-gateway is a non-cluster-head node with inter-
cluster links, so it can access neighboring clusters and forward the
information between clusters. A cluster-member is usually called
as an ordinary node, which is a non-cluster-head node without any
inter-cluster links.

The notion of cluster organization has been used for Mobile
Ad Hoc Networks (MANETs) in number of issues such as rout-
ing, security, Quality of Service (QoS) etc. [1,2]. However due to
the characteristics of VANETs such as high speed, variable density
of the nodes, clustering schemes which are proposed for conven-
tional MANETs may not be suitable for VANETs. Due to time taken

http://dx.doi.org/10.1016/j.vehcom.2014.05.004
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for cluster formation and maintaining a cluster structure, cluster-
ing requires additional control overhead. Thus a good clustering
algorithm should not only focus on forming minimum number of
clusters but also dynamically maintain the cluster structure with-
out increasing a high communication overhead over the network.
Thus clustering allows the formation of a virtual communication
backbone that supports efficient data delivery in VANETs and it
also improves the consumption of scarce resource such as band-
width. A low cost clustering method should be able to partition
a VANET in a short time with little overhead of control message
broadcasting. Hence, VANETs must follow a tight set of constraints
as compared with MANETs and therefore require specialized clus-
tering scheme.

The developed clustering algorithm should be distributed, with
no central coordinator. The algorithm should also handle the lo-
cality properly, i.e., single topology change should have as local
impact as possible on the cluster topology and should be able to
detect and react to topology changes. Because of the high degree
of mobility, a clustering algorithm should converge fast and should
have a reduced overhead to minimize the time lost in the cluster-
ing process.

1.1. Motivation and challenges

As VANETs have been used in various applications whose ulti-
mate goal is to provide safety and comfort to the passengers sitting
in the vehicles, hence there is a requirement of optimized solu-
tions for clustering in VANETSs. Also, due to large number of nodes
and lack of routers, a flat network scheme may cause serious scal-
ability and hidden terminal problems. A possible solution to above
problems is the use of an efficient clustering algorithm. As for ef-
ficient communication among the vehicles on the road, Dedicated
Short Range Communications (DSRC) is used, so it would be a good
idea to divide the vehicles in clusters so that vehicles within the
same cluster may communicate using DSRC standards. These facts
motivate us to categorize various clustering techniques in VANETSs
based upon some criteria. But on the other hand, there are num-
ber of challenges that need well designed solutions for clustering
of vehicles. Some of the challenges are high mobility of the vehi-
cles, sparse connectivity in some regions, security etc.

Due to large and varied nature of parameters that have been
considered in different clustering, it was difficult to consider some
parameters as standard for evaluation of reviewed protocols. To ac-
commodate this diversity, all the parameters were analyzed and
then synthesized into eight standard categories. These eight pa-
rameters have been broadly categorized into those that primarily
impact vehicular movement; vehicle density and vehicle speed;
which characterize the efficiency of clustering protocol; cluster sta-
bility, cluster dynamics, cluster convergence and cluster connect
time; and that constrain the network performance; transmission
efficiency and transmission overhead. This standardization will on
one hand help us to provide a comparative analysis of all the re-
viewed clustering protocols and also assist future researchers in
generating a standard set of comparative analysis with existing
work.

Vehicle Density designates the average number of vehicles de-
fined in terms of vehicles per kilometer (km) or vehicles per lane.
For urban scenarios high value of vehicle density is considered
compared to highways. Vehicle speed is the range of speeds con-
sidered for simulation by a particular protocol in terms of m/s or
km/h. A speed range that varies realistically indicates better adapt-
ability. Transmission efficiency is described as average number of
messages or packets that are transmitted or received by a clus-
ter member during a time duration. High transmission efficiency
shows that a clustering scheme is more effective in data dissem-
ination. Transmission overhead is the average communication or

control overhead required by a clustering scheme for cluster for-
mation and maintenance in terms of number of packets or Mbytes.
A clustering scheme that has lower transmission overhead is de-
sired. Cluster stability is the average life-time of a cluster. A high
value of cluster stability indicates a better clustering protocol. The
parameter cluster dynamics describes the average number of status
changes per vehicle defined in terms of average number of clus-
ter changes or cluster head changes in terms of total number of
vehicles. A low value of cluster dynamics is more suitable. Clus-
ter connect time refers to percentage time duration that a vehicle
stays connected to a single cluster. A high value of cluster connect
time indicates higher suitability of a protocol. Cluster Convergence
refers to the duration required for all the nodes to join a cluster
at the initiation of a clustering scheme. The suitability of a clus-
tering scheme for VANETSs is more when it exhibits low clustering
convergence.

1.2. Main contributions

Based upon the above discussion, the main contributions of this
paper are summarized as follows:

e A complete taxonomy for clustering in VANETs has been pro-
vided which categorizes clustering based upon various key pa-
rameters;

e A detailed description of the protocols in each category has
been provided in the text. Moreover, an analysis of the proto-
cols of each category is provided by careful selection of various
parameters;

e Finally, a detailed comparison and discussion of various ap-
proaches and protocols have been provided with respect to
various parameters. Also, open issues and future directions in
this newly emergent area are highlighted in the text, which
guides various users to select a particular solution based upon
its merits over the others.

1.3. Taxonomy of the clustering in VANETs

For efficient communication among the nodes in the network,
stable clustering is required. In this direction, many researchers
have used various techniques to form a stable cluster among
the nodes. Some of these techniques consist of the use of signal
strength received, position of the node from the cluster head, ve-
locity of the nodes, direction and destination of node. Keeping in
view of the above issues, the detailed taxonomy of various cluster-
ing algorithm is described in Fig. 1.

1.4. Organization

Rest of the paper is organized as follows. Section 2 provides
the description about the Predictive clustering. Section 3 describes
about the Backbone Clustering. Section 4 describes the MAC based
clustering. Section 5 discusses about the Traditional clustering. Sec-
tion 6 explores on Hybrid clustering. Section 7 describes the Se-
cure Clustering. Section 8 provides the comparative analysis with
respect to various parameters. Section 9 explores on the open re-
search issues and challenges. Finally, Section 10 concludes the ar-
ticle and gives the future directions on the topic.

2. Predictive clustering

In predictive clustering, the cluster structure is determined by
the current geographic position of vehicles and its future be-
haviour. This vehicle traffic information helps to associate priorities
which then assist in cluster formation. The future position and the
intended destinations of vehicles have been used in the literature

http://dx.doi.org/10.1016/j.vehcom.2014.05.004

Please cite this article in press as: R.S Bali et al., Clustering in vehicular ad hoc networks: Taxonomy, challenges and solutions, Veh. Commun. (2014),

N B

ptiallolidlill
ciej Al cirenyio agr s

67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132



“5.7%p+Z. Downloaded from http://iranpaper.ir

© 0O N O s W N =

-
-

JID:VEHCOM AID:12 /REV

sy oton

http://www.etransteam.com

[M5G; v 1.134; Prn:5/06/2014; 10:33] P:3 (1-19)

R.S Bali et al. / Vehicular Communications eee (eeee) see—cee 3

‘ Clustering Protocols |

v v v

v v v

Predictive Back-bone MAC Based Traditional Hybrid Secure
Clustering Based Clustering Clustering Clustering Clustering
Clustering
N Position L k-Hop IEEE Active N Intelligence Authentication
based based ™ 802.11 clustering based based
clustering clustering MAC
» Destination N TDMA Passive # Distributed
based clustering I clustering clustering
clustering
Lane based SDMA _ Driver behavi.or
™ clustering - clustering || based clustering

Fig. 1. Taxonomy of existing clustering approaches for VANETSs.

to form clusters in VANETs. Some of these protocols are classified
as position based and destination based as follows:

2.1. Position based clustering

Position based clustering is a technique of forming the clus-
ters on the basis of geographic position of the vehicle and cluster
head. Salhi et al. [2] proposed a new position based clustering al-
gorithm (NEW-ALM) which is an improvement to the existing ALM
algorithm. The cluster structure is determined by the geographic
position of the vehicle and the cluster-head (CH) is elected based
on priorities associated with each vehicle. A hash function based
on the estimated travel time is used to generate this priority for
the vehicle. The stability of the system is improved by electing the
vehicles having a longer trip as the cluster-heads. Though this so-
lution gives a stable cluster structure but its performance is not
tested in sparse and jammed traffic conditions which are very fre-
quent in dense urban scenarios.

Wang et al. [3] proposed another position based clustering al-
gorithm. It is a cross layer algorithm based on hierarchical and
geographical data collection and dissemination mechanism. The
cluster formation in this protocol is based on the division of road
segment. However this protocol incurs more overheads for Vehicle-
to-Vehicles (V2V) and Vehicles-to-Infrastructure (V2I) communica-
tion. Thus its performance is affected based on the availability of
an infrastructure.

Fan et al. [4] proposed a clustering scheme where a utility
based cluster formation technique is used by extending the defi-
nition of Spatial Dependency which was initially proposed in [5].
In the utility function, position and velocity, closest to a pre-
determined threshold value are used as the input parameters. The
threshold is computed based on the previously available traffic
statistics. A status message is periodically sent by all the neigh-
bouring vehicles. After receiving this information, each vehicle
chooses its CH based on the results produced by the utility func-
tion. The node with the highest value is chosen as the CH. This
scheme attempts to enhance the classical clustering algorithms by
taking into considerations the characteristics particular to VANETS.
However it still applies many fixed weights and the parameters
like fixed cluster formation interval which implies a synchronous
formation of clusters. This scheme fails to adapt to traffic dynamics
and is also not applicable for effective cluster re-organization.

Maslekar et al. [6] proposed a new cluster-head election policy
for direction based clustering algorithm called as Modified Cluster-

ing based on Direction in Vehicular Environment (MC-DRIVE) [7].
The primary functioning of MC-DRIVE is based on the parame-
ter THpistance. This value yields the optimal value of the cluster
and is dependent on the speed and the radio range of the vehi-
cles approaching the intersection. THpistance provides the means
for an effective cluster formation and CH election. The proposed
clustering algorithm is able to maintain the stability of the clus-
ter in terms of the number of nodes within a cluster. This helps to
achieve better accuracy in density estimation. It is also observed
that the accuracy can be further improved by reducing the radio
range up to a predefined threshold value. However, any further
reduction in the radio range leads to an increase in the number
of cluster-heads that results an increase in overhead of the sys-
tem. Wolny [8] optimized the existing DMAC algorithm presented
in [9] so that road traffic mobility is represented in an efficient
manner. The main idea for modified DMAC was to increase the
cluster stability by avoiding re-clustering when groups of vehicles
move in different directions. The algorithm is based on periodi-
cal transmission of status message and it also forms k-cluster so
that nodes can be k-hops away from CH. This is achieved by in-
troducing Time-To-Live parameter in messages sent by the nodes.
Modified-DMAC also introduces a method for estimating the con-
nection time (called freshness in DMAC) of two moving nodes.
By periodic computation of freshness value, it is possible to avoid
re-clustering when two nodes are within the connection range for
a short period of time which helps to increase the cluster stability.
Although Modified-DMAC increases the algorithm overhead but it
reduces the number of cluster changes thereby increasing the sta-
bility of cluster formation. Its performance has not been tested in
sparse and jammed traffic conditions which are very frequent in
dense urban traffic scenarios.

2.1.1. Discussion on position based clustering

Position based clustering solutions are the key for clustering
in VANETs. In the last few years, many clustering protocols have
been built by considering the various characteristics. Out of these
proposals, the protocols based on the vehicles positions are most
adequate to VANETSs due to their resilience to handling the nodes
position variation [10]. Table 1 provides the relative comparison of
these protocols with respect to key parameters that influence po-
sition based clustering.

Since the above clustering protocols primarily rely on the po-
sition of the vehicle, the range of values for vehicular density and
vehicle speed exhibits a variation for every protocol as shown in
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Table 1
Comparison of position based clustering.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
PPC [3] LOW HIGH LOW HIGH LOW LOW MEDIUM HIGH
MODIFIED C-DRIVE [6] LOW MEDIUM LOW MEDIUM LOW LOW HIGH HIGH
CGP [2] HIGH HIGH HIGH LOW HIGH LOW HIGH HIGH
ALM [4] LOW MEDIUM HIGH LOW LOW LOW HIGH HIGH
Table 2
Comparison of destination based clustering schemes.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
LICA [11] MEDIUM MEDIUM MEDIUM LOW MEDIUM MEDIUM MEDIUM HIGH
EUCLIDEAN DISTANCE HIGH HGH MEDIUM LOW HIGH MEDIUM HIGH HIGH
CLUSTERING [12]
AMACAD [13] LOW HGH MEDIUM LOW MEDIUM MEDIUM MEDIUM HIGH
CBLR [15] LOW MEDIUM MEDIUM LOW MEDIUM MEDIUM HIGH HIGH

Table 1. However the value of cluster convergence rate is low even
if vehicle density and cluster dynamics increase which points to
better cluster stability for these schemes. The variation in cluster
size also affects performance in terms of mean cluster diameter
and dismiss threshold for position based clustering. The value of
transmission efficiency which ultimately effects packet delivery ra-
tio is also on an average on the lower side. From Table 1, it can
be concluded that transmission overhead and cluster connect time
needs further analysis for improving the overall efficiency of clus-
tering. The high values of cluster connect time and transmission
overhead indicate the need for further analysis and improvement
so that position based clustering schemes can be efficiently utilised
for VANETS.

2.2. Destination based clustering

Destination based clustering technique takes into account the
current location, speed, relative and final destination of vehicle for
cluster formation. The destination is known in prior using navi-
gation system. Various proposals in this category are described as
follows:

Farhan et al. [11] proposed an algorithm for improving the ac-
curacy of GPS devices called Location Improvement with Cluster
Analysis (LICA). Vehicles are able to collect real-time data and re-
lay the information to other vehicles, guiding the drivers to reach
the destination safely and efficiently. To measure distance, time-
of-arrival and Received Signal Strength (RSS) techniques are used.
LICA uses a modified tri-alteration technique in which multiple
measurements can be taken for which the average can be used
as the final distance measurement resulting in a set of possible
refined x-y coordinates on which a cluster analysis is applied,
allowing more weight given to accurate data which results an im-
provement in nodes location estimation. By using accurate distance
measurements, the location error is reduced in LICA and thus gives
better performance.

Tian et al. [12] presented a clustering method based on a vehi-
cles position and moving direction. The clustering method is based
on Euclidean distance, which uses the position information as well
as the moving direction to divide the vehicles into clusters. Each
vehicle broadcasts beacon message that include its ID latitude, lon-
gitude, direction and time to the whole network. The receiving
vehicle will first check the beacons hop count value and if the
number of hops is larger than the maximum value, it will discard
this beacon. Then sender vehicle updates its topology table by cal-
culating the distance between the vehicles. The cluster heads are
generated by selecting the vehicle with minimum distance param-

eter as the cluster-head. The remaining vehicles are then divided
into clusters.

Adaptable Mobility-Aware Clustering Algorithm based on Des-
tination (AMACAD) [13] is based on final destination in vehicular
networks to enhance the clustering stability. It operates in a dis-
tributed way with the final destination, relative destination, speed
and current location of a vehicle as parameters to calculate a met-
ric called Fy, by exchanging message with its neighbors. This
manages to improve the lifetime of the cluster and thus decreases
the number of cluster head changes. It implements an efficient
message mechanism to respond in real time and avoid global re-
clustering. The algorithm is based on certain assumptions like that
the destination of each vehicle is known. It is also assumed that
the communication is content based and the routing is geographic
based. The minimum value of F, ; is the selection criterion used
by a vehicle to join a cluster. Region Group Mobility model pro-
posed in [14] was also modified to make it suitable for VANETs.
In AMACAD, the authors evaluated how the variation of the trans-
mission range and speed affects the AMACAD performance. The
algorithm works well when average speed of vehicles is almost
constant which is most effective in urban areas.

Santos et al. [15] proposed Cluster Based Location Routing
(CBLR) algorithm to choose CHs in VANETs. This algorithm is based
on the regular transmission of beacons, which are used to dis-
tribute the state of the nodes. According to the states of the nodes
nearby, a node chooses the appropriate state. To cope with the
changes in the topology, each node maintain a neighbor table,
in which it lists the nodes with which it can exchange information.
The update of this table can also be done according to received
beacon messages.

2.2.1. Discussion on destination based clustering

Table 2 compares the destination based clustering schemes.
In order to keep the clustering process stable, the frequency of
cluster changes is minimized because a vehicle only leaves a clus-
ter when it encounters a CH whose destination is more similar
compared to destination of current CH. Thus exploiting the ve-
hicular behaviour by taking into account the final destinations of
vehicles enhances the cluster stability and improves the transmis-
sion efficiency in message delivery. It also results in higher clus-
ter connect time as the probability of a vehicle leaving a cluster
is generally low due to similarity in their destinations. However
in case the number of vehicles in a cluster becomes large mes-
sage broadcast results in high transmission overhead. The impact
of vehicle density and vehicle speed on clustering is also not too
significant as their values generally are more dependent on char-
acteristics such as existing traffic conditions and road scenario for
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Table 3
Comparison of lane based clustering schemes.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
Lane based clustering [16] LOW HIGH LOW MEDIUM MEDIUM LOW MEDIUM HIGH
BDA [17] MEDIUM HIGH MEDIUM LOW MEDIUM LOW MEDIUM HIGH

destination based clustering protocols. Thus these protocols need
to be integrated with algorithms that minimize message retrans-
missions to improve their efficiency.

2.3. Lane based clustering

Lane based clustering forms the cluster structure based estima-
tion of vehicles lane with respect to certain parameters. Some of
the proposals in this category are explained as follows:

Fan et al. [16] proposed Broadcasting based Distributed Algo-
rithm (BDA) to stabilize the existing clusters that require only
single hop neighbor knowledge and incur minimal overhead. This
approach attempts to improve the performance of classical cluster-
ing algorithms by making them aware of the vehicle’s movement.
However, all nodes attempt to re-evaluate their conditions by com-
puting utility values at the same time which may cause traffic
overhead and therefore consume more bandwidth. The authors
have also theoretically analyzed the message and time complexi-
ties of BDA. BDA gives maximum priority to Leadership Duration
for cluster formation, which is difficult to compute and may result
in large overhead by a node before it joins a cluster.

Almalag et al. [17] presented a lane-based clustering algorithm
based on the traffic flow of vehicles. The proposed algorithm is
based on the assumption that each vehicle knows its exact lane on
the road through some lane detection system and in depth dig-
ital street map that includes lane information. It also uses GPS
combined with wheel odometer for lane detection of a vehicle.
The authors use the same general idea as the utility algorithm
in [16], but apply a different set of rules. Each vehicle computes
and broadcasts its Cluster Head Level (CHL) along with its speed
and other parameters. The vehicle with the highest CHL will be
selected as the CH. CHL is determined on the basis of network con-
nectivity level of vehicles and average velocity of traffic flow. The
proposed algorithm creates CH that has longer life time as com-
pared to lowest node degree for MANETS.

2.3.1. Discussion on lane based protocols

Lane based clustering algorithms use the availability of lane in-
formation to select stable clusters. Table 3 indicates that the above
two schemes have low number of CH changes that improves the
cluster stability. The transmission overhead of these schemes is
also reasonable on account of small number of retransmissions of
broadcast messages since re-clustering is performed only at lane
intersections. These schemes also display improved transmission
efficiency due to better broadcasting reachability and good cluster
head lifetime as the vehicles in the same lane move with almost
constant relative speed that results in highly stable cluster dynam-
ics. These schemes also exhibit small delay overhead that demon-
strates their usefulness for maintaining the cluster even for high
mobility vehicular networks. The cluster connect time for these
clustering schemes is also reasonable. Thus both the lane based
clustering schemes exhibit good clustering characteristics with the
constraints that placement of the vehicles should be on the same
lane. The observed values of vehicle characteristics such as density
and speed is on the lower scale since these protocols are adapt-
able for urban environment due the constraint of vehicle travelling
in the same lane.

3. Backbone based clustering

Backbone based clustering technique is based on forming a
backbone for cluster communication. The backbone then performs
the communication and assists in CH election among the members
of the cluster. Various backbone based clustering techniques in this
are classified as follows:

3.1. k-hop clustering

In multi hop or k-hop clustering, cluster structure is controlled
by the hop distance. Each cluster has one of the nodes in the clus-
ter as the CH. The distances between a CH and the members of
the cluster are within a predetermined maximum number of hops
which can be one or more hops. Some of the research proposals in
this category are explained as follows:

Zhang et al. [18] proposed a multi-hop clustering scheme based
on the mobility metric for representing N-hop mobility. A vehicle
is allowed to broadcast beacon message periodically and a vehi-
cle calculates Relative Mobility based upon two consecutive beacon
messages received from the same node in N hop distance. Each ve-
hicle node then calculates the aggregate mobility value, which is
the sum of relative mobility values into weight value for all the
neighboring nodes in N-hops.

The vehicle nodes then broadcast their aggregate mobility value
in the N-hop neighborhood and the vehicle with smallest aggre-
gate mobility value is selected as the CH and the other vehicle
nodes work as cluster member nodes. The vehicle node joins a
cluster if it receives the beacons broadcast from the CH node.
When a vehicle node receives multiple beacon messages, it will
select the CH which is the closest one in terms of number of hops.
If several CHs have the same hops the vehicle node joins the clus-
ter which has the lowest relative mobility.

Zhang et al. [19] proposed a novel k-hop clustering approach
that takes into account the highest connectivity, vehicle mobility
and host ID to select CH. The proposed clustering approach modi-
fies max-min k-hop heuristic approach defined in [20] for cluster
formation by considering highest connectivity in terms of signal
strength and vehicle mobility. This scheme is able to dynamically
adjust the period of announcing location information according to
vehicle velocity in order to suppress transmission overheads. More-
over, the distance-based converge-cast is deployed to collect all
memberships within the cluster, including the members located
on the cluster border. Another feature of this approach is its ability
to enhance cluster stability due to vehicle activation and deactiva-
tion by considering the radio link expiration time and the number
of vehicles connected to a cluster-head since they are essential
to keep vehicle in a cluster. Thus cluster-based topology discov-
ery scheme proposed in this approach utilizes the advantage of
k-hop cluster architecture to improve the network topology scala-
bility. It improves the network topology stability with a capability
to tolerate false routes and balance traffic loads by considering the
inter-cluster link expiration time. By taking into account the factor
of vehicle mobility, it reduces the overhead and the latency caused
by route path recovery.

Wei et al. [21] proposed a robust Criticality-based Clustering
Algorithm (CCA) for VANETs that employed network criticality to
direct the process of building clusters. Network criticality derives

http://dx.doi.org/10.1016/j.vehcom.2014.05.004
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1 Table 4 67
2 Comparison of k-hop clustering protocols. 68
3 Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster 69
4 density stability speed dynamics efficiency convergence overhead connect time 70
5 N-HOP CLUSTERING USING MEDIUM MEDIUM LOW MEDIUM LOW MEDIUM HIGH HIGH n
6 RELATIVE MOBILITY [18] 72
7 K-HOP CLUSTERING [19] MEDIUM MEDIUM LOW MEDIUM MEDIUM MEDIUM HIGH HIGH 73
8 CCA [21] LOW HIGH LOW MEDIUM LOW HIGH MEDIUM HIGH 74
o HCA [22] LOW MEDIUM MEDIUM MEDIUM MEDIUM HIGH HIGH HIGH o
10 76
11 its roots from the definition of random walk between graphs. It is 4.1. IEEE 802.11 MAC based clustering 77
12 a global measure on a graph which quantifies the robustness of a 78
13 network graph to the environmental changes, such as traffic shifts, Su et al. [24] proposed a cluster based Multichannel communi- 79
14 topology modifications, and changes in the origin and destination cation scheme that integrates Clustering with MAC protocols (CB- 80
15 for traffic. To evaluate the performance of CCA, it was compared MMAC). The proposed scheme mainly consists of three core pro- 81
16 with DBA-MAC algorithm that employs the highest degree as the tocols called Cluster Configuration Protocol that groups all vehicles 82
17 clustering metric. The CCA algorithm improves the lifetime of clus- in the same direction into clusters. The Inter-cluster Communica- 83
18 ters, and it reveals a more stable structure for multi-hop mobile tion Protocol which dictates the transmissions of real-time safety 84
19 wireless networks such as VANETSs. messages and non-real-time traffics among clusters over two sepa- 85
20 Dror et al. [22] proposed a distributed randomized two hop rate IEEE 802.11 MAC-based channels respectively and the Intra- 86
21 clustering algorithm and named as Hierarchical Clustering Algo- cluster Coordination and Communication Protocol that employs 87
22 rithm (HCA) that was influenced by the work presented in [23]. Multichannel MAC algorithms for each CH vehicle for collecting/de- 88
23 HCA forms TDMA like synchronized clusters. In order to reduce the livering safety messages from/to cluster-member vehicles using 89
24 pumber of collisions by simultaneous transmissions in the same the upstream Time-Division Multiple-Access (TDMA)/downstream- 90
25 cluster, transmissions are only allowed on assigned slots by the CH. broadcast method and allocating available data channels to cluster 91
26 The algorithm differs from other clustering algorithms for VANETs member vehicles for non-real-time traffics. 92
27 as it is capable of creating clusters with a larger span from the The proposed scheme requires the use of two transceivers—one 93
28 CH. It also, does not require the knowledge of the vehicles’ loca- used for delay sensitive communication within the cluster, while 94
29 tions which contributes to its robustness. The algorithm handles  the other is used for inter-cluster data transfer. 95
30 the channel access and does not assume any lower layer connec- Bonini et al. [25] proposed a cross-layered clustering scheme for 96
31 tivity. Even though HCA forms few redundant clusters, the formed  fast propagation of broadcast messages which is called as Dynamic 97
3 clusters are much more stable and robust to topological changes ~ Backbone Assisted MAC (DBA-MAC) scheme that may be consid- 98
33 caused by vehicular movement. However the mobility pattern in-  ered an extension of the MAC scheme described in [26]. A dynamic 99
34 fluences the algorithm’s behaviour and has a great impact on the virtual backbone infrastructure is established through a distributed 100
8 (luster stability. Nevertheless, HCA also suffers from some difficul- ~ Pproactive technique. The backbone formation process considers the 101
3 ties in terms of inter cluster interferences which cause redundant  current distance among candidate backbone vehicles and the es- 102
87 cluster changes and message loss due to message collisions. timated lifetime of the wireless connection among neighboring 103
38 backbone member. The authors have compared the proposed so- 104
39 ) . . i i imi i i 105
20 3.1.1. Discussion on K-hop clustering protocols lugon w1tl;1 three s;lmllahr' p;roposa'lst a 51mplle EiOZ.ll MAC ﬂgoshlng 106
Multi-hop clustering algorithms shown in Table 4 utilize the scheme Where each vehicle receiving an alert message dan en
41 . . . broadcasted it by using the standard IEEE 802.11 back-off scheme, 107
advantages of k-hop cluster architecture to improve clustering ef- . .
42 . . . . a Fast Broadcast protocol proposed in [24] and the static backbone 108
ficiency. It is evident from Table 4 that K-hop clustering schemes L
43 . . . such as roadside infrastructure system whose nodes are placed at 109
have better cluster stability as well as low cluster dynamics. This . . . .
44 . o . the maximum distance preserving the connectivity. DBA-MAC has 110
can be attributed to the reduced variation in CH and cluster- . .
45 o . S been shown to be compliant with IEEE 802.11 DCF systems, and 111
member lifetime. Thus k-hop clustering schemes can provide im- . . . .
46 . . the performance of it shows its advantages in performance, relia- 112
proved and reliable performance for VANETSs, especially for large . .
47 . . . : ; bility, and overhead reduction. 13
48 multi-hop wireless networks when number of vehicles increase in 114
the network. However the impact of vehicle speed and behaviour . .
49 . . b - SPeC 4.1.1. Discussion on IEEE 802.11MAC based protocols 115
of vehicle density also needs further analysis as its affect has not . ..
50 . . . ol MAC based protocols have increased percentage collisions and 116
been investigated in detail in these protocols. Although these pro- . . s
51 p average message delivery delay that results in lower transmission 117
tocols have low cluster convergence time but they suffer from . . o .
52 | . . . . efficiency and high transmission overhead due to increased con- 118
inter cluster interference which needs to be analyze for improving . . L
53 .. . > .. tention when number of vehicles or speed of the vehicle increases. 119
54  transmission efficiency and reducing transmission overhead. The . . . .
. .. . . . . Message delivery delay is mainly caused by mobility and sparse 120
increase transmission efficiency and hierarchical clustering struc- Lo . . - o .
55 ture results in lareer span as compared to sinele-hop cluster spans distribution of vehicles. It directly impacts the application design 121
56 . SEr sp p & p P and deployment for VANETS. Liu et al. [27] identified message de- 122
that result in good cluster convergence and large cluster connect . . . . .
57 i Th tocol al ds to be further i tioated b id livery distance and density of vehicles as two main factors for such 123
58 {me. d'fi protocoh_a slo neﬁ s 2 N t_ur er ivestigated by consid- behavior based on a bidirectional vehicle traffic model. The con- 124
s9 ~ €rng difterent vehicular characteristics. sideration of bi-directional traffic also affects cluster connect time 125
60 . and results in lower cluster convergence. However in these proto- 126
61 4. MACbased clustering cols the percentage collisions and incurred overhead for delivering 127
62 safety messages is decreased by reducing channel contentions for 128
63 Several Medium Access Control (MAC) based clustering tech- achieving timely and reliable delivery of safety messages. Due to 129
64  niques have been proposed for cluster formation in VANETs. These low average relative speed among cluster heads, the overall impact 130
65  techniques use IEEE 802.11 MAC protocol to generate clusters. of variation of vehicle speed on these clustering schemes is also 131
66 132

Some of popular MAC based protocols are discussed as follows:

low. Table 5 indicates the variation in cluster dynamics and cluster
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Table 5
Comparison of MAC-based clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
CB-MMAC [24] MEDIUM HIGH HIGH MEDIUM LOW LOW MEDIUM HIGH
DBA-MAC [25] MEDIUM LOW LOW LOW LOW LOW HIGH HIGH
Table 6
Comparison of TDMA based clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
CBMAC [30] LOW MEDIUM MEDIUM LOW MEDIUM MEDIUM MEDIUM HIGH
VeMAC [29] LOW LOW MEDIUM MEDIUM MEDIUM HIGH MEDIUM MEDIUM
TC-MAC [31] LOW LOW MEDIUM MEDIUM HIGH MEDIUM MEDIUM HIGH

stability that can be attributed to fluctuations in cluster lifetime
and cluster size in these protocols.

4.2. TDMA based clustering

The process of assigning time slots can be scheduled using
TDMA technique in which slots are assigned for data transmission.
Some of the proposals in this category are described as follows:

Biswas et al. [28] proposed Vehicular Self-Organized MAC (Ve-
SOMAC) protocol based on a self-configuring TDMA slot reserva-
tion protocol which is capable of inter-vehicle message delivery
with short and deterministic delay bounds. To achieve the shortest
delay, vehicles determine their TDMA time slot based on their lo-
cation and movement on the road. Also, the TDMA slot assignment
is designed to be in the same sequential order with respect to the
vehicles physical location. The process of assigning time slots is
performed without using infrastructure or virtual schedulers such
as a leader vehicle. However, this assumption of forwarding mes-
sages without processing time or propagation delay is unrealistic.
In reality, if the message needs to be delivered from the tail to the
head of the platoon, it will need a time frame for each hop.

Omar et al. [29] proposed a multichannel MAC protocol for
VANETs, called VeMAC, to reduce interference between vehicles
and reduce transmission collisions caused by vehicle mobility.
VeMAC is based on a TDMA scheme for inter-vehicle communica-
tion. Vehicles in both directions and RSUs are assigned time slots
in the same TDMA time frame. Also VeMAC is designed based on
one control channel and multiple service channels in the network
(as with DSRC/WAVE standards). VeMAC assumes that there are
two transceivers on each vehicle and that all vehicles are time syn-
chronized using GPS. The first transceiver is assigned to the control
channel, while the second transceiver is assigned to the service
channels.

Gunter et al. [27] proposed cluster based medium access con-
trol protocol (CBMAC), where the CH takes on a managerial role
and facilitates intra-cluster communication by providing a TDMA
schedule to its cluster members. The CBMAC protocol uses an
adoption of CBLR protocol proposed in [13] for cluster formation.
Unlike CBLR which is based on regular transmission of status mes-
sages, the frequency for sending these messages depends on the
state of node in CBMAC. In this scheme the CH takes the respon-
sibility to assign bandwidth to the member of the cluster which
reduces the packet collisions due to IEEE 802.11 and also improves
QoS. Although CBMAC minimizes the hidden station problem and
provides better scalability, it depends on the CH every time a
new TDMA frame starts, which will lead to increased communi-
cation overhead. CBMAC also demonstrated that the probability of
a node will being CH for a short period of time is higher than
the probability when the period is long. Traffic Density also ampli-
fies this affect as increase in traffic density increases the number

of neighbouring CHs that are in transmission range. However in
CBMAC neighbouring CHs are shown to operate together for a cer-
tain amount of time rather than immediately changing their state.
However, this solution leads to some scaling issues due to CHs ex-
changing their local schema with conflicting CHs.

Almalag et al. [31] proposed a new TDMA Cluster-based MAC
(TC-MAC) that can be used for intra-cluster communications in
VANETs. This protocol integrates the centralized approach of clus-
ter management and a new scheme for TDMA slot reservation. The
main objective of this work was to allow vehicles to send and re-
ceive non-safety messages without any impact on the reliability
of sending and receiving safety messages, even if the traffic den-
sity is high. The authors also changed the concept of having two
intervals by having vehicles listening to the control channel and
the service channels during the same cycle. TC-MAC also aims to
decrease collisions and packet drops in the channel, as well as pro-
vide fairness in sharing the wireless medium and minimizing the
effect of hidden terminals. TC-MAC is able to deliver non-safety
messages within reasonable time constraints, as well as meeting
the requirements of minimum latency in case of safety messages.

4.2.1. Discussion on TDMA based clustering

The access to the medium within a cluster is based on TDMA
which is primarily used for optimizing communication. These clus-
tering protocols reduce intra cluster collisions as well as packet
loss compared to traditional clustering protocols and thus provide
fairness in sharing the wireless medium for VANETS. Table 6 shows
that TDMA algorithms have relatively smaller delay of multi-hop
safety messages as compared to other clustering schemes. Thus
they provide better transmission efficiency for cluster maintenance
which improves the overall throughput of both inter-cluster and
intra-cluster communication.

These protocols also exhibit high transmission overhead due to
extra cost of channel assignment for TDMA slots. However by using
some optimization techniques the performance of these protocols
can be further enhanced. Calafate al. [32] proposed a scheme that
minimizes content delivery time by seeking optimal packet size for
content delivery. Thus TDMA based clustering schemes have capa-
ble transmission characteristics, but their behavior needs further
analysis on traditional vehicle characteristics such as vehicle speed
and density. Cluster stability is also low for these protocols. Al-
though cluster connect time is comparatively reasonable, but high
clustering convergence due to TDMA time slot is a serious bottle-
neck in implementing these protocols in VANTE's.

4.3. SDMA based clustering

In SDMA based protocols, the road is subdivided into fixed
length segments, and a segment is divided into a fixed number
of blocks. Each block is assigned a timeslot representing the al-
lowed time for a vehicle to transmit data. SDMA is known to have
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Table 7
Comparison of SDMA-based clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
CDGP [36] MEDIUM LOW LOwW LOW LowW MEDIUM HIGH HIGH
Traffic Gather [34] HIGH LOW LOW LOW MEDIUM MEDIUM HIGH LOW
Traditional Clustering
Active Clustering Passive Clustering
Beacon Mobility Density Dynamic
based based based clustering
clustering clustering clustering

Fig. 2. Classification of traditional clustering.

better performance in a dense network where practically all slots
are used. But, the performance decreases proportionally with the
density. Hence, in sparse networks, SDMA gives poor performance.

Salhi et al. [33] proposed a protocol for hybrid vehicular ar-
chitecture, called Clustered Gathering Protocol (CGP). The protocol
is designed to provide real-time data (e.g. average speed of ve-
hicle) related to speed of vehicle etc. to base station. The choice
of the closest node when it is at the end of the segment can in-
crease the delay in cluster formation by repeatedly running of the
election procedure. This also results in increased delay in message
propagation in CGP. The use of IEEE 802.11 DCF can also prevent
the establishment of possible communications between vehicles in
neighbouring segments even after receiving a Clear to Send (CTS)
packet sent by the neighbouring CH. Another drawback of CGP is
that it doesn’t define any retransmission mechanism to deal with
the reception of erroneous data.

Chang et al. [34,35] proposed a different dynamic cluster based
vehicle to vehicle protocol using SDMA. The protocol was called
Traffic Gather. This protocol inherits all the drawbacks of the use
of a static medium access technique in wired or sensors networks.
Thus, in the case of sparse density, many allowed slots will not
be utilized. Although the reliability of SDMA increases in the case
of dense network, use of flooding technique may cause a broadcast
storm problem even without using a mechanism of retransmission.

Brik et al. [36] proposed a new data collection protocol for
vehicular environments called Clustered Data Gathering Protocol
(CDGP). The use of a clustering technique in hybrid architecture,
Dynamic SDMA in the data collection phase and retransmission
mechanism to deal with erroneous data is the major character-
istics of CDGP. It avoids collision problems by implementing a
centralized, dynamic medium access technique, and enhancing the
reliability by the integration of retransmission mechanism.

4.3.1. Discussion on SDMA-based clustering protocols

Table 7 shows that SDMA based clustering protocols show av-
erage clustering convergence and transmission efficiency. This is
due to the data collection time and number of time slots in-
creasing linearly at approximately constant rate for the discussed
protocols. The SDMA mechanism also effects clustering overhead
in terms of packet delivery ratio. The vehicle density also influ-
ences the message transmission time and results in lower cluster
stability. SDMA based schemes also have larger cluster connect

time due to re-clustering frequency being high. The throughput
and number of transmissions also have an impact on cluster dy-
namics. These protocols also need to be investigated to improve
vehicular parameters such as cluster stability and cluster dynamics.
The cluster connect time and vehicle density affects the perfor-
mance of SDMA-based clustering schemes. The vehicle density will
also degrade the message transmission time for these protocols.
However SDMA based clustering protocols can be used for provid-
ing V2I wireless communication such as Intelligent Transportation
System (ITS) in the near future. Initial investment costs could dis-
courage the deployment of a ubiquitous roadside infrastructure to
support on-the-road networks and their absence implies discon-
tinuous coverage and short-lived connectivity [37]. The scheme
proposed by Salhi et al. [33] has not been discussed in Table 7
as it does not specify any simulation results.

5. Traditional clustering

This section discusses the Traditional Clustering techniques
used in VANETs. These techniques are subdivided in to active and
passive clustering based upon the role of nodes in VANET. Fig. 2
shows the subcategory of each of these techniques in VANETSs.

5.1. Active clustering

In case of active clustering protocols, there are continuous up-
dates of the clustering information and routing table for route
discovery after a fixed interval of time. They generally initiate clus-
tering process through flooding which generates a sustained rout-
ing overhead. The various Active Clustering protocols are described
as follows:

5.1.1. Beacon based clustering

In Beacon based clustering, clusters are formed based on some
vehicular or network parameter detected by beacons of hello mes-
sages by the receiving vehicle. Little et al. [38] proposed a beacon
based clustering model, which is an extension of the algorithm
proposed in [2,5]. In this approach, the clusters are formed based
on mobility metric and the signal power detected at the receiv-
ing vehicles on the same directed pathway. RSS value is used as a
criteria to assign weights to the nodes and based on this weights
the CH is elected. Using this method, the proposed protocol helps

http://dx.doi.org/10.1016/j.vehcom.2014.05.004
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Table 8
Comparison of beacon-based clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
DPP [38] LOW MEDIUM LOW LOW LOW MEDIUM MEDIUM LOW
ER-AC [39] HIGH LOW LOW LOW MEDIUM MEDIUM HIGH LOW
LORA-CBF [41] LOW LOW LOW LOW LOW MEDIUM MEDIUM MEDIUM

in forming stable clusters. However, it does not consider the oc-
currence of losses in the wireless channel. In practical scenario
effects of multipath fading are bound to affect the cluster forma-
tion method and thus the stability.

Teshima et al. [39] proposed an active clustering scheme that
combines the traditional Epidemic routing with autonomous clus-
tering Scheme proposed in [40]. They considered a complete clus-
ter as a single virtual node, and only the CH stores data packets.
Whenever a cluster, encounters a new neighboring cluster, the CH
forwards data packet to the CH of the neighboring cluster. The
data packets are forwarded to the destination node based on the
hierarchical tree with the CH at the root. The CH constructs the
CH-based tree that contains the list of cluster members to man-
age its cluster. The proposed scheme is more efficient in terms of
data storage since it store data packets only in the cluster head
and all the nodes do not have to store data packets, which result
in reduced consumed packet buffer.

Santos et al. [41] presented a reactive location based routing
algorithm that uses cluster-based flooding for VANETSs called LORA-
CBF. This clustering approach is based on regular beacon transmis-
sions which advertise the state of the node. Each node can be a CH,
gateway or cluster member. The CH maintains information about
its member and gateways packets. Based on the state of the neigh-
bouring nodes, a node can select its own state. A CH will only
consider a change of its state if it receives a message from another
CH. A CH receiving a hello message from another CH will remain
in the same state if it has more Mobile Nodes on its cluster than
the sender. This simple criterion favors larger clusters and does not
take into account the mobility of the cluster members, how cohe-
sive the smaller cluster is, or if the clusters are moving in opposite
directions. Also, with large neighbourhoods, the clusters will have
the tendency to grow uncontrollably, thus potentially overloading
their CHs.

5.1.1.1. Discussion on beacon-based clustering protocols Beacon based
clustering protocols provide increased transmission overhead espe-
cially due to increase in number of vehicles and hop-counts. The
effect of transmission efficiency in terms of volume of consumed
packet buffer and end-to-end delay is high but decreases gradually
with an increase in size of the network in terms of vehicle den-
sity. This indicates an efficient message delivery at low traffic but
the packet delivery ratio starts degrading as hop count or number
of vehicles increases.

The periodic transmission of beacons helps in cluster conver-
gence but it also affects the throughput of vehicular network, es-
pecially at higher traffic density and ultimately the transmission
overhead as shown in Table 8. The protocols can be modified by
using some quota based protocols like TTL Based Routing as de-
scribed in [42] that restricts the maximum number of copies of a
message in the network as well as enhances the chance of message
delivery. This will assist in improving cluster dynamics that has
relatively lower values for all the three schemes discussed above.
The impact of vehicle speed also needs to be improved for these
protocols.

5.1.2. Mobility based clustering
Maglaras et al. [43] proposed a distributed clustering algorithm
which forms stable clusters based on force directed algorithms.

Every node applies to its neighbours a force according to their dis-
tance and their velocities. Vehicles that move to the same direction
or towards each other apply positive forces while vehicles moving
away apply negative forces. According to the current state of the
node and the relation of its F to neighbour’s F, every node takes
decisions about clustering formation, cluster maintenance and role
assignment. This work also proposed mobility metric based on
forces applied between nodes according to their current and their
future position and their relative mobility.

A new stability-based clustering algorithm (SBCA) [44], that
aims to reduce the communication overhead that is caused by
the cluster formation and maintenance, as well as to increase the
lifetime of the cluster. SBCA makes use of mobility, number of
neighbours, and leadership or CH duration in order to provide a
more stable architecture. The nodes remain associated with a given
cluster and not with any CH as is the case with most existing
clustering approaches. When one CH is no longer in the cluster, an-
other CH takes over; the cluster structure does not change but only
the node playing the role of CH. This allows for stable cluster archi-
tecture, with low overhead and better performance. SBCA protocol
significantly improves the cluster residence time, for each node,
reducing the overhead and thus improving the performance/relia-
bility also.

Souza et al. [45] presented a beacon-based clustering algorithm
for prolonging the cluster lifetime in VANETs by using a new ag-
gregate local mobility criterion to decide upon cluster re-organiza-
tion. A node’s ALM is the variance of the relative mobility over all
neighbours. Two nodes moving closer together result in a negative
mobility. A lower variance means less mobility of the node in re-
lation to its neighbours. The intuition behind this scheme is that
a node with less variance relative to its surroundings is a better
and more stable choice for CH. The proposed clustering algorithm
displays a better performance in terms of stability. However since
the nodes are highly dynamic in nature the position of the nodes
change very fast and hence may induce a computational overhead
in calculating the weight associated with the nodes.

The algorithm called, Affinity Propagation for Vehicular net-
works (APROVE), [46] a distributed mobility-based clustering
scheme that forms cluster with low relative velocity between
Cluster Members also gives stable clusters by improving cluster
head duration, cluster member duration, and reducing rate of CH
change. The proposed clustering technique uses the fundamen-
tal idea of Affinity Propagation proposed by [47] which has been
shown to produce clusters in much less time, and with much less
error than previous techniques [48]. The proposed algorithm is
validated by comparing it to the mobility-based ad-hoc clustering
scheme, MOBIC [41] and simulation results confirm the supe-
rior performance of APROVE, when compared to other accepted
mobility-based clustering techniques.

Kayis et al. [49] addressed mobility by first classifying nodes
into speed groups such that nodes will only join a CH of similar
velocity. Code Division Multiple Access scheme is used to assign
orthogonal codes to the previously identified vehicular nodes. Ev-
ery vehicle knows the speed group to which it belongs prior to
cluster formation phase. The data packet header transmitted by
the sending node is modified by adding speed group information
to it. If a major speed change occurs and the node moves at a
speed out of its clustering group interval during a threshold value

http://dx.doi.org/10.1016/j.vehcom.2014.05.004
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Table 9
Comparison of mobility-based clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
APROVE [46] LOW HIGH MEDIUM MEDIUM MEDIUM LOW HIGH MEDIUM
SBCA [44] MEDIUM MEDIUM MEDIUM LOW LOW LOW LOW HIGH
SP-CL [43] LOW HIGH MEDIUM HIGH LOW LOW MEDIUM HIGH
Table 10
Comparison of density-based clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
DBC [51] HIGH HIGH LOW MEDIUM LOW MEDIUM MEDIUM MEDIUM
D-CUT [50] LOW LOW LOW MEDIUM LOW MEDIUM LOW LOW

speed T, it updates its speed and clustering group information and
the node seeks another cluster to join. In this way, the time until
a cluster member leaves the communication range of its CH is ex-
tended which increases the life span of the cluster. Consequently,
node transition rate between clusters is also decreased.

5.1.2.1. Discussion on mobility based clustering protocols Mobility
based clustering protocols minimize relative mobility as well as
distance of each CH to its cluster members and thereby attempts
to improve the cluster convergence and cluster dynamics. Table 9
indicates that the discussed protocols also display better cluster
stability that can be attributed to reduced values of clustering
overhead and average number of cluster head changes thereby cre-
ating lesser and more stable clusters. This improved stability helps
in improving the performance as well as reliability of VANETs and
thus make mobility based clustering protocols for those environ-
ments which have dynamic behavior and where mobility can be
represented efficiently. However vehicle density and vehicle speed
which are the predominant factors affecting mobility need to be
investigated in more detail for all these protocols. It can also be
concluded from Table 9 that the packet delivery ratio for the dis-
cussed protocols has a lower value which indicates a decreased
transmission efficiency and increased transmission overhead.

5.1.3. Density based clustering

Yairet al. [50] proposed an iterative algorithm named as Dis-
tributed Construct Underlying Topology (D-CUT) in which each
node discovers and maintains a geographically optimal clustering
for the current network configuration. D-CUT algorithm partitions
the network into geographically optimized clusters. The protocol is
applied in two phases. In first phase, beacons in the same cluster
are aggregated by a CH in a synchronized manner. In the second
phase, the CH disseminates a compressed aggregated beacon of its
own cluster to its adjacent clusters. The vehicles produce a snap-
shot of the surrounding vehicle map, and update the clustering
solution according to the changes in the network configuration.
All neighboring vehicles share matching partitioned vehicle map
producing the same new partitioned map for each vehicle in the
network. The algorithm updates the partitioning according to the
most recent topological changes thus maintaining the geographi-
cally optimized clusters.

Kuklinshi et al. [51] proposed a multi-level cluster algorithm
called the Density Based Clustering (DBC) based on several factors
like connectivity level, link quality, relative node position predic-
tion of a nodes position in future and node reputation. This al-
gorithm has three phases. In the first phase, a node estimates its
connectivity level defined as number of connection, which is used
to discover density of local neighborhood of a node. Every node
counts the number of received acknowledgments to find the num-
ber of active links. This information determines whether a node

belongs to the dense or sparse parts of networks by comparing the
connectivity level against a threshold value. The aim of the second
phase is to select stable links from all the current links. This se-
lection is made on some prediction about future, but it also takes
into account the past knowledge of speed and direction of vehicle.
This is the basis for estimating the links quality. In this evalua-
tion a vehicle also uses signal-to-noise ratio of the link. In the last
phase communication history is used to determine nodes reputa-
tion before it becomes a cluster member. The effects of multipath
fading are also taken into account in this density based clustering
algorithm.

5.1.3.1. Discussion on density based clustering protocols Density based
clustering protocols allow strong connections between cluster
members and low variation in number of cluster head changes that
results in improved cluster stability. The data in Table 10 indicate
that cluster stability is high for density based protocols irrespective
of number of vehicles in a cluster. The density information helps
in improved awareness in each vehicle about the composition of
its cluster and provides strong connections between cluster mem-
bers for creating a more reliable clustering topology that provides
comparable cluster convergence. However further study needs to
be undertaken for improving transmission efficiency and decreas-
ing transmission overheads. Dependence only on density limits the
cluster connect time and cluster dynamics. The vehicle speed also
needs to be further investigated as it has a direct impact on den-
sity of the vehicles.

5.1.4. Dynamic clustering

VANETs have relatively more dynamic nature as compared to
MANETs resulting in fast change in the network topology. The de-
sign and implementation of an efficient and scalable algorithm
for information dissemination in VANETs is a major issue that
should be tackled. Indeed, in this dynamic environment, an in-
creasing number of redundant broadcast messages will increase
resource utilization, which would indirectly affect the network per-
formance [52]. Dynamic clustering technique forms cluster struc-
ture based on node dynamics like mobility patterns, velocity and
density.

Kakkasageri et al. [53] developed a multi agent based dynamic
clustering scheme for VANETs. The scheme comprises of heavy-
weight static and light-weight mobile agents and forms a moving
dynamic cluster on a lane between two intersections by consider-
ing parameters such as vehicle speed, direction, connectivity de-
gree to other vehicles and mobility pattern. Initially, cluster mem-
bers are identified based on vehicle’s relative speed and direction
for dynamic clustering. CH is selected among the cluster mem-
bers based on stability metric derived from connectivity degree,
average speed and time to leave the road intersection. It consists
of a set of static and mobile agents. The relative speed differ-
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Table 11
Comparison of dynamic clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
MULTI AGENT DRIVEN DYNAMIC LOW MEDIUM LOW LOW MEDIUM LOW MEDIUM LOW
CLUSTERING [53]
VWCA [54] MEDIUM LOW LOW MEDIUM MEDIUM LOW MEDIUM LowW
Table 12
Evaluation of passive clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
PASSCAR [56] MEDIUM LOW HIGH MEDIUM MEDIUM LOW LOW LOW

ence among neighbouring vehicles is the main parameter used for
cluster formation. The neighbour vehicles traveling in the same di-
rection on a lane are only considered. The cluster member with
the highest stability metric is considered as the CH. This scheme
also has certain limitations like assumption that all vehicles need
to have relatively strong computational resources, capability of au-
thenticating and validation of vehicles during dynamic clustering
process, which is not practical for current vehicular networks.

Daeinabi et al. [54] proposed a novel clustering algorithm,
vehicular clustering based on the Vehicular Weighted Clustering
Algorithm (VWCA) that takes into consideration the number of
neighbours based on dynamic transmission range, the direction
of vehicles, the entropy model proposed in [55], and the distrust
value parameters. These parameters can increase stability and con-
nectivity and can reduce overhead in network. VWCA works with
an Adaptive Allocation of Transmission Range technique, where
hello messages and density of traffic around vehicles are used to
adaptively adjust the transmission range among them. VWCA uses
distrust value in the weighted sum operation. The distrust value
has been obtained from proposed Monitoring Malicious Vehicle
algorithm. Using distrust value, vehicles that have lower distrust
value than their neighbours are elected as cluster-heads. Therefore,
cluster-heads are more trusty vehicles than other vehicles in the
network. The VWCA technique mainly focuses on improving the CH
duration, membership duration and security. Using VWCA, commu-
nication overheads required for joining to a new cluster in network
decreases because the membership duration for each vehicle has
increased. In addition, using the entropy term in the weighted
sum operation, VWCA can reduce the number of overheads created
by high speed vehicles. Furthermore, VWCA can increase network
connectivity when electing cluster-heads.

5.14.1. Discussion on dynamic clustering based protocols Table 11
shows the comparison of Dynamic clustering protocols. It shows
that cluster dynamics only has an average value that can be at-
tributed to cluster lifetime decreasing by variable rates. The vehicle
density also has a negative effect on cluster stability. Initially, the
stability is relatively high but decrease with network load. The
transmission efficiency has a comparable value with other clus-
tering techniques that can be attributed to moderate range of val-
ues of control overhead and percentage connectivity. Since these
schemes also have permissible overhead and connectivity, these
provide more flexibility and adaptability and can be considered as
a good add-on to existing clustering schemes. However the impact
of vehicle speed needs to be investigated for realistic vehicle sce-
nario and impact of these clustering protocols on cluster connect
time also needs further analysis.

5.2. Passive clustering

Passive clustering is a clustering mechanism that passively con-
structs a cluster structure [21,56]. At any time, a node in a cluster
possesses an external or internal state. In passive clustering each
vehicle can lower the control overhead in packet flooding by the
use of on-going data packets instead of extra explicit control pack-
ets to construct and maintain the clusters. When a node receives
data packets, it may change its cluster state based on the state in-
formation piggybacked in on-going data packets. This reduces the
number of explicit control packets. Thus Passive clustering mecha-
nism generates significantly less overhead for cluster maintenance
than the traditional cluster-based technique because its nodes do
not maintain cluster information all the time.

Wang et al. [56] proposed a Passive Clustering Aided Routing
protocol for VANETs (PassCAR) that refines the passive clustering
mechanism proposed in [57] whose main goal was to construct a
reliable and stable cluster structure for enhancing the routing per-
formance in VANETs. The proposed mechanism also includes the
route discovery, route establishment, and data transmission phases.
The main idea behind PassCAR was to select suitable nodes to
become cluster-heads or gateways, which then forward route re-
quest packets during the route discovery phase. PassCAR assesses
the suitability of nodes using a multi-metric election strategy.

This strategy considers link reliability, link stability, and link
sustainability as the main factors and quantifies them using the
metrics of node degree, expected transmission count, and link life-
time, respectively. Each CH or gateway candidate self-evaluates its
qualification for CH or gateway based on a priority derived from
a weighted combination of the proposed metrics. PassCAR designs
an efficient passive clustering based mechanism that operates at
the logical link control sub-layer, and the proposed mechanism can
easily be associated with any routing protocol to support stable,
reliable, and permanent data delivery.

5.2.1. Discussion on passive clustering

The number of clusters constructed using Passive Clustering as
shown in Table 12 remains steady and low for varying vehicular
concentration that indicates medium cluster stability. This can be
attributed to the consideration of node degree as a key param-
eter in this protocol. The achieved transmission efficiency is also
comparable with other clustering protocols. However due to con-
sideration of link quality, passive clustering has high overhead for
cluster formation and maintenance especially in urban environ-
ment where obstacles have an effect on link quality. This degrades
the cluster connect time. Passive clustering also displays lower
cluster convergence due to the use of information being piggy back
in ongoing data packets.
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1 Table 13

2 Comparison of intelligence-based clustering protocol.

3 Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster

4 density stability speed dynamics efficiency convergence overhead connect time

5 FUZZY BASED CH ALGO [58] MEDIUM HIGH LOW HIGH LOW LowW HIGH LOW

6 ALCA [59] HIGH HIGH LOW HIGH LOW LOW MEDIUM LOW

7 MULTI AGENT DRIVEN DYNAMIC MEDIUM HIGH MEDIUM MEDIUM LOwW Low HIGH LOwW

8 CLUSTERING [53]

9
10 Table 14
11 Comparison of cooperative de-centralized clustering.
12 Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
13 density stability speed dynamics efficiency convergence overhead connect time
14 QuickSilver [61] LOowW LOwW HIGH LOW MEDIUM HIGH HIGH MEDIUM
15
16
17 6. Hybrid clustering and cluster member duration. The value of these parameters also
18 improves as the vehicle density increases. These protocols generate
19 Hybrid clustering techniques combine two or more existing reasonably stable clusters but they also cause large transmission

20 techniques such as use of artificial intelligence, fuzzy logic etc. Fol-
21 lowing are the schemes in this category of clustering.

23 6.1 Intelligence based clustering

25 Hafeez et al. [58] proposed a distributed and dynamic Clus-
26 ter head selection criteria to organize the network into clusters.
CH is elected based on stability criteria which reflect the relative
28 movement between adjacent vehicles. The vehicle’s acceleration is
29 also used in this work to predict its speed and position in fu-
30 ture. However the decision to accelerate, to retardation or to stay
31 on the same speed depends on many factors such as the distance
32 between the vehicle and its front neighbour, the relative speed be-
33 tween them, the road conditions and the driver’s behavior. Since
the drivers’ behaviors and how they estimate the inter distance
35 and other factors are subjective, so triangular fuzzier is used to
36  deal with this uncertainty using the fuzzy logic inference system.
The proposed scheme can achieve a highly stable cluster topol-
38 ogy which makes it more suitable for implementation in VANETS.
39  However the distributed processing overhead results in decrease
40  message transmission efficiency.

41 Kumar et al. [59] proposed an Agent Learning-based Clustering
42 Algorithm (ALCA). Agents are able to learn from the environment
43 in which they are operating and perform the task of CH selec-
tion. The proposed approach consists of selection of CH keeping
45 in view of the direction of mobility and density of the nodes. The
46  direction of the mobility of the nodes is calculated by the agent
in an interactive manner. Agent learns from the direction of mo-
48 tion of the vehicle and traffic flow across different junctions of the
49 road. Agents are deployed at different road junctions for monitor-
50 ing the activities of the vehicles. Agents perform their action, and
51 accordingly, their action is rewarded or penalized in unit steps. The
52 density of the vehicles and average speed are used for dividing the
53  time into different zones. These zones are then used for collecting
the information about the vehicles used as input to the agents for
55  clustering. Learning rate is also defined for the agents to take the
56 adaptive decisions. For each action performed by the agents, the
corresponding action is rewarded or penalized, and value of the
58  learning parameter is incremented or decremented. This process
59 continues until the maximum value is reached. The performance of
60  the proposed scheme is evaluated by varying the number of agents
61 with various parameters. The results obtained show that the pro-
62  posed scheme can be used in the future applications in VANETS.

6.1.1. Discussion on intelligence based clustering protocols
65 Table 13 shows that all the intelligence based clustering proto-
66 cols have good cluster stability which is due to large CH duration

overhead which reduces the packet delivery ratio resulting in re-
duced transmission efficiency for the discussed protocols. Since
hybrid techniques or heuristics are employed for cluster forma-
tion the additional overhead results in high cluster dynamics. Thus
these protocols can be a good alternative for use in future ve-
hicular networks or for those networks that implement a specific
application like security, multimedia applications etc.

6.2. Cooperative de-centralized clustering

Cooperative vehicular systems are currently being investigated
to design innovative ITS solutions for road traffic management and
safety. Through various wireless technologies, cooperative systems
can support novel decentralized strategies for ubiquitous and cost
effective traffic monitoring system [60].

QuickSilver [61] is a light weight distributed clustering pro-
tocol that integrates a traditional source routing protocol for in-
tra cluster node centric communication and the construction of
a multichannel link for contention free inter cluster data centric
communication. It is a system architecture that provides efficient
use of available resources to guarantee that no harmful competi-
tion takes place for the channel bandwidth. QuickSilver employs
lightweight-clustering where clusters form and behave in an unco-
ordinated manner without requiring a cluster ID and there are no
CHs. QuickSilver utilizes two radio interfaces that allows vehicle to
maintain their intra cluster connectivity and at the same time look
for inter cluster contact opportunities. Cluster formation and main-
tenance is done by building a cluster formation and management
list of neighbors at each node. It focuses on creation of stable links.

6.2.1. Discussion on cooperative de-centralized clustering

Table 14 shows that these clustering protocols have low cluster
stability and average cluster connect time. This is due to the fact
that average number of inter-cluster links that are active when ve-
hicles are in contact initially increases as the overlapping region
for a vehicle increases and then it shows a corresponding decrease
as vehicles move away from each other. Transmission efficiency
also has comparable value for these protocols. The effect of chan-
nel assignment on different node densities is represented in the
form of number of links that shows an increase with the number
of channels. This indicates the effectiveness of the protocols for
inter-cluster communication as shown in Table 14. However high
transmission overhead and lower vehicle density results in reduced
effectiveness for intra-cluster communication in spite of decentral-
ized clustering schemes considering realistic vehicular speed con-
ditions.
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Table 15
Comparison of driver behavior based hybrid clustering protocols.
Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster
density stability speed dynamics efficiency convergence overhead connect time
Cellular Automata LOW HIGH LOW HIGH HIGH LOW MEDIUM LOW
Clustering [64]
COIN [63] LOW MEDIUM LOW MEDIUM MEDIUM LOW LOW LOW

6.3. Driver behavior based hybrid clustering

Vehicles are nowadays provided with a variety of sensors ca-
pable of gathering information from their surroundings. In near
future, these vehicles will also be capable of sharing all the har-
vested information, with the surrounding environment and among
nearby vehicles over smart wireless links. They will also be able to
connect with emergency services in case of accidents [62].

Blum et al. [63] proposed a Clustering for Open Inter vehicle
communication Networks (COIN) algorithm. In COIN, CH election
is based on vehicular dynamics and driver intentions as input for
clustering instead of any conventional parameter like vehicle ID,
relative mobility or some other parameters that are used in a
classical clustering method. Further COIN attempts to preserve CH
for a longer duration and uses mobility information for cluster-
ing. Cheng et al. [64] proposed an innovative car-society clustered
network based on an imaginative classification scheme. The pro-
posed scheme forms clusters by including vehicles that have the
same interest and operating in the same communication range.
The aim of the proposed approach is to increase the lifetime of the
interest group, and to increase throughput in V2V environments.
The proposed scheme develops the interesting ontology of Cellular
Automata clustering by using Zone of Interest for mobi-cast com-
munications in VANET environments.

6.3.1. Discussion on driver behavior based hybrid clustering protocols

Table 15 shows that, Driver Intention based Hybrid clustering
protocols improve the effectiveness of clustering in terms of cluster
lifetime of same interest groups of users that shows good clus-
ter stability. The transmission efficiency for these protocols is also
comparable with other clustering schemes but these may have
generated for lower values of vehicular speed and vehicle den-
sities. This also results in satisfactory transmission overhead and
cluster dynamics which may however not happen if realistic vehic-
ular conditions are considered. Clustering Convergence and Cluster
Connect Time also need further investigations. Thus although these
protocols provide adequate stability in terms of lifetime of same
interest groups but they also need to be further analyzed on the
basis of several other parameters for considering their suitability
in vehicular environments.

7. Secure clustering

VANETs can support applications and services for safety and
comfort for the passengers on the road and assist in improving
the efficiency of the road transportation network. However, several
serious challenges remain to be solved before efficient and secure
VANET technology becomes available. One of these challenges is
an efficient authentication of messages using cryptographic tech-
niques [65]. Solutions for secure clustering in VANETs require ef-
ficient clustering algorithms in terms of complexity, scalability,
availability and reach ability. Several algorithms have been pro-
posed in the literature based on Public Key Infrastructure (PKI)
for enabling communications security in vehicular environments.
These are based on a trusted third party called as Certification
Authority (CA) which is responsible for certifying the public keys
of vehicles. Several research schemes have been proposed for dis-
tributing the responsibility of the CAs among a set of nodes in the

network, using mobility as metric to elect the vehicles that will
assume the role of CA.

Blum et al. [66] used a PKI with virtual infrastructure where a
set of elected CHs are responsible for disseminating messages after
digitally signing them. This scheme is intended only for the attack
called intelligent collisions. However, a PKI in VANETs must cope
with different attacks.

Raya et al. [67] proposed a distributed PKI for VANETs man-
aged by many certification authorities, each corresponding to a
particular region. The different CAs has to be cross-certified so
that vehicles from different regions can authenticate each other’s
CA. This requires that each vehicle store the public keys of all CAs
whose certificates are needed to be verified. A location-based ap-
proach to form a cluster has been used where the area is divided
into small zones or cells that form clusters. A vehicle automatically
knows to which group it belongs by comparing its GPS position to
a preloaded dissection of the area map into cells. The CH is dy-
namically determined as the vehicle closest to the center of the
cell. The disadvantage of this proposal is the non-availability of the
CA in case of a break in the connectivity.

Sivagurunathan et al. [68] proposed a self-organized key man-
agement system based on clustering. In their model, the network
is divided into number of clusters based on the concept that any
user can sign any other public key. The set of signatures forms the
network of trusted relationships. However, the drawback of this
self-organized approach stems from the assumption that trust is
transitive and therefore the system becomes more vulnerable to
the intrusion of malicious vehicles.

Gazdar et al. [69] proposed an efficient dynamic architecture of
PKI for VANETs based on a trust model. Each elected vehicle will
be the CA in its cluster. The proposed clustering algorithm is based
on a Trust Metric (Tm) which defines the trust level of a vehicle
and is a continuous value in the interval [0-1] and mobility metric
which is the relative velocity of a vehicle related to its vicinity. Ve-
hicles start with Tm = 0.1 and must prove a good behavior and a
good cooperation to increase their Tm through a hierarchical mon-
itoring process that supervises the behavior of nodes at the MAC
and network layers as described in [53]. A vehicle with Tm =1 is
defined as a confident vehicle. Each node, with a high trust level
Tm, monitors its neighbours with lower trust levels. Whenever a
vehicle becomes a member in a given cluster, it auto generates a
short term pair of keys and then requests certification from its CA.
These locally generated pairs of short term keys and their corre-
spondent certificates are assumed to stay valid as long the signing
CA keeps serving its cluster. The authors also used a new approach
called the VANET Dynamic Demilitarized Zone (VDDZ). The role of the
VDDZ is to prevent unknown vehicles from directly communicating
with CA vehicles, thus shielding CAs from malicious nodes. When-
ever a vehicle V sends a JOIN request to a CA in a given cluster,
the VDDZ must intercept and authenticate this request.

7.1. Discussion on secure clustering protocols

Secure clustering is an approach to increase the channel trans-
mission efficiency and to decrease delay through authentication of
a vehicle or a message. These protocols also provide higher level
of security which provides data correctness and higher number
of message broadcasts that increases the transmission overhead.
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1 Table 16 67
2 Comparison of authentication based clustering protocols. 68
3 Vehicle Cluster Vehicle Cluster Transmission Clustering Transmission Cluster 69
4 density stability speed dynamics efficiency convergence overhead connect time 70
5 ESA [67] LOW MEDIUM MEDIUM LoW MEDIUM MEDIUM HIGH MEDIUM n
6 SAV [69] LOW MEDIUM LOW MEDIUM MEDIUM MEDIUM HIGH MEDIUM 72
7 73
: Table 16 shows that secure clustering approach improves parame- considered or not. Various proposals have been considered based ;2
o ters like number of vehicles in a cluster, and cluster lifetime which upon different mobility models for vehicles. 76
i indicates comparative performance of these protocols in terms of Type of data handled by a cluster is an issue that is used to 77
12 cluster connect time and clustering convergence. However the im- identify the application area for a clustering protocol. Since safety 78
;3 bact of vehicle density and speed in cluster stability when authen- message broadcast with very small latency has been considered as 79
44 tication is also incorporated requires further analysis and can be a one the main objective of VANET, most of the proposals have at- .
15 viable area for future research work. This has not been addressed tempted to optimize them. Some recent protocols have considered o,
16 in any secure clustering protocols. other messages like non-real time message transmissions also. Rel- o,
17 ative direction of a vehicle specifies the direction of vehicles that .
1s 8. Comparative analysis and discussion participate in cluster formation. Since the movement of vehicles a4
19 in a cluster could be constrained by road condition, so the direc- .
20 This section provides a detailed comparison and analysis of var- tion of vehicles can be in the same direction called uni-directional g4
21 ious techniques used for clustering in VANETs. Table 17 provides ~~ Mmovement or in opposite direction known as bidirectional traf- g,
22 a comparative analysis of various protocols discussed above by  fic. Majority of the reviewed clustering protocols have considered  gg
23 considering number of parameters used for clustering in VANETs. uni-directional vehicular movement for cluster formation since it  gq
24 These parameters cover most of the key areas that need to be con- increases the Stability of clusters. This is due to the reason that 90
o5 sidered for designing a clustering protocol. The detailed analysis of ~ Vvehicles in a cluster can be in contact for a larger time interval in g,
26 all the main clustering protocols with respect to various parame- case of unidirectional clustering with each other as compared to 92
o7  ters is listed in Table 17. The parameters selected for discussion of ~ relatively small contact time for bi-directional clustering. 93
28 clustering are: Type of topology handled, Additional Infrastructure Density is another important aspect which is used to estimate ¢4
29 requirement, Road scenario handled, Relative mobility of vehicles  the size of the cluster in VANETs. Most of the exiting protocols  gs
so  during clustering, types of messages handled, relative direction of =~ have considered this aspect in which density varies from low, gg
31 vehicles in a cluster, density of vehicles, different velocity of ve-  medium to high values. However there are no standard values o
a2 hicles in a cluster, communication mode employed for clustering for these levels of densities and different protocols have consid- gg
33 and additional overhead incurred by a clustering protocol. VANETSs ered different ranges varying from a minimum value of 2 vehi- g9
34  face many research challenges in multiple areas, from privacy and cles/km/lane to a high value of approximately 60 vehicles/km/lane. g0
35  anonymity to the detection and eviction of misbehaving nodes and ~ The issue of vehicle speed is also important and it defines the o4
36 many others in between. Multiple solutions have been proposed to ~ speed range of vehicles in a cluster. Different clustering protocols 102
37 address those issues [70]. have used various values of speeds and it is an important parame-  1g3
38 With respect to the basic parameter used for clustering, ter for verifying the performance of the protocols. 104
39 we have identified distance between vehicles, direction of vehi- Communication mode is also an important issue in which ve- 105
40 cle, final destination, vehicle speed, mobility pattern, and duration hicles use the available communication infrastructure. The com- 106
41 of a vehicle within a segment, position within a segment, medium munication mode between vehicles can be broadcast or its variant 107
42 contention and number of hops for message transmission as some like unicast or multicast, store and carry or any other. Most of the 108
43 of the other parameters. Most of the existing clustering protocols existing protocols use broadcasting as the communication mode 109
44 use a combination of a parameter that depicts vehicle behavior because of it being supported in most of the underlying channel 110
45  and another parameter for optimizing message delivery for gener- access protocols. The use of the wireless media for transferring the 111
46  ating a cluster. Topology indicates the structure of vehicles after data between a Cluster head and cluster members also results in 112
47 the completion of cluster formation. The topology of a cluster can some communication cost during clustering. However, due to the 113
48 be divided into hierarchical or flat structure. Due to their inherent lack of communication reliability in VANETS, it is necessary to im- 114
49 structure and domain requirements, a large majority of reviewed plement fault-tolerant techniques during the discovery of service 115
50  clustering protocols have tree like hierarchical topology. providers in VANETs [71-75]. Communication overhead is used to 116
51 The vehicles in a network may require some additional infras- estimate the coverage and connectivity of the nodes which is used 117
52 tructure like a GPS, transceivers, Lane Detection System, Digital for cluster maintenance by the Cluster head. This is an important 118
53  maps, RSU’s, odometer etc. for cluster formation and maintenance. factor to be investigated because some of the cluster members may 119
54  This requirement results in some extra hardware modification to be located at the corners of the cluster and have poor connectivity 120
55  be performed on the network which may result in more efficient with the CHs so these nodes may not be able to communicate with 121
56 clustering but may not be possible to implement depending upon their respective CHs. The communication overhead has been char- 122
57 the local environment. Thus only a few protocols have shown any acterized into three levels identified as low, medium and high [76, 123
58  need of additional infrastructure and most of the protocols rely 77). Since vehicular networks do not have any problem regarding 124
59 on available communication network infrastructure for clustering. battery life unlike MANETS, the communication overhead in most 125
60  The road scenario handled by a protocol is also an important issue of the protocols has been found to be medium. In most of the 126
61 and it is used in simulations for estimating parameters like density clustering protocols, metrics such as delay, cluster lifetime, clus- 127
62 and speed of vehicles. The clustering protocols reviewed have been ter head duration, number of packets transferred in unit time, 128
63 classified to be simulated under either highway or urban road traf- throughput etc. are considered to compute the effectiveness of the 129
64  fic conditions and very few clustering protocols have considered any proposed scheme. Table 17 provides a detailed categorization 130
65  both the road scenarios. Mobility is another aspect which indicates of all the existing proposals based upon the above mentioned is- 131
66 whether the vehicles mobility during cluster formation has been sues. 132
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% @ Relative comparison of various clustering protocols. o
< Q. Q
E‘ 3 Protocol (year) Clustering Topology Additional Road-side Node Type of data Relative direction Absolute vehicle Relative speed of =~ Communication Average g
Iy = parameter infrastructure scenario mobility handled of vehicles density vehicles mode clustering
@ o overhead =
=3 9
2 & CBLR (2003) - Hierarchical ~GPS and local Circular - - - - - Broadcast Medium 5
22 coordinate scenario 3
2= m
=gz system <
£a COIN (2003) Vehicular - - - - - - - - - Low
] dynamics
S7 LORA-CBF (2005) Location - - - - - - - - Broadcast -
:'S g improvement
K=
'8 o Information propagation Signal strength - - - Yes - - - - - -
! scheme for VANETS
b (2005)
=
2 CB-MMAC (2007) Multichannel MAC  Hierarchical — Transceivers Highway - Real time and - 12, 24, 40 20-50 m/s TDMA-broadcast ~ Low
i communication non-real time (V/km/lane) .
@ scheme data th
5 =
5 CBMAC (2007) TDMA - - Urban - - - 2, 4,7 (V/km/lane) - TDMA-broadcast High =
=3 3
é' DBA-MAC (2007) Distributed, Hierarchical ~ 802.11 Devices, Highway - Critical safety Bidirectional 25, 50, 7 per 20-30 m/s Broadcast - =3
= dynamic GPS message 3 lanes 2
2 clustering %
g VeSOMAC (2007) TDMA - - Highway - - - - - - - 5
2 Clustering for inter-vehicle  Distance - - Urban - - Bidirectional - - Broadcast High §
g comm. (2007) 3
= s
& M-DMAC (2008) Mobility K-clusters - Urban Yes Safety Bidirectional - 11-31m/s Broadcast Medium §
— =
% TrafficGather (2008) SDMA - - - - - - - - - %
§ DISCA (2007) Direction, Hierarchical - Highway & - - - - - Broadcast - H
< leadership city —:\
a duration H
5 N
§ Position based technique Position of a Hierarchical - - - Safety - - - - Medium :
usy (2009) vehicle within .
o segment H
=] °
3 APROVE (2009) Mobility, affinity - GPS Highway Yes - UniDirectional - 15, 25, 35, 40, Broadcast High
8 .
= propogation and 50 m/s
S CGP (2009) SDMA - - - - - - - - Broadcast -
‘5 DBC (2009) Density Hierarchical - - - - - - - Broadcast Density g
=
. ALM (2010) Aggregate local - Urban Yes - Bidirectional Yes 10, 15, 20, 25, - Medium f
g mobility and 30 m/s =
g Euclidean distance Euclidean distance  Hierarchical ~GPS Highway Yes Safety UniDirectional 10-60 vehicles/km 15, 25 m/s Broadcast Medium j“;
= clustering (2010) b
N 2
R NEW ALM (2010) Position of a - - - - - - - - - Medium Q
S . o S
&= vehicle within %
segment o
»
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(2010) flow system, (1-33 m/s) 8
odometer, -
LIDAR, etc. >
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Table 17 (continued) =
m
Protocol (year) Clustering Topology Additional Road-side Node Type of data Relative direction Absolute vehicle Relative speed of =~ Communication Average %
parameter infrastructure scenario mobility handled of vehicles density vehicles mode clustering 2
overhead
>
ER-AC (2011) Epidemic routing Hierarchical - Urban - - - - 10-15 m/s Store and High )
and autonomous forward o
clustering 2
MC-DRIVE (2011) Direction of traffic - GPS, digital - Yes - UniDirectional Low, high 8.5-14 m/s Broadcast Medium <
flow maps
HCA (2013) Randomized, Hierarchical - Urban - Safety and Low, medium, high  15-30 m/s - Low
k-hop clustering warning
DCA (2011) Spatial Hierarchical ~ GPS - - - UniDirectional - 10-20 m/s Broadcast -
dependency
Multi-hop algo. using Rel. Aggregate Hierarchical - Both Yes - - - 10-35 m/s Broadcast High
Mob. (2011) mobility
D-CUT (2011) Geographical Hierarchical ~GPS - - - - - - - -
location, density z
LICA (2011) Location - GPS - Yes - - - - Broadcast - é.:
improvement 3
2
VeMAC (2012) TDMA - GPS, - - - Bidirectional - - - Medium ~
transceivers §
VWCA (2011) Direction based Hierarchical - Highway - - - - 70, 120 km/h Broadcast low %
algorithm §
AMACAD (2011) Final destination - GPS or Urban Yes - = 0 to 5 per 100 m? 5-20 m/s Combination of Medium §
navigation broadcast, store S
system and forward g
FUZZY BASED C-H ALGO. Average speed - GPS Highway Safety messages UniDirectional - 20-30 m/s - - §
(2012) difference E'
CCA (2012) Relative velocity - - Urban Yes - Bidirectional Constant 20-35 m/s Broadcast Medium F:\
o
SBCA (2012) Mobility - - Highway - - UniDirectional Low, medium, high  25-35 m/s - Low i
overhead e
L]
SP-CL (2012) Relative force, - - Highway - - - - 20-45 m/s - Low .
beacon based overhead H
k-hop clustering approach ~ highest Hierarchical ~ GPS - - - - - - Broadcast Low
(2012) connectivity overhead
Multi agent driven Relative speed - - Urban Yes UniDirectional 10, 40, 60, Broadcast -
dynamic clustering and direction 80 km/h El
(2012) 8
QuickSilver (2012) Sequence number  Flat - Urban - - - - - Unicacst/multi- - f-
of messages cast é‘
CDGP (2012) SDMA - GPS, digital Highway - - UniDirectional - 50-170 km/h Broadcast Low il
maps, 2
interconnected g
RSU’s N
TC-MAC (2012) TDMA - - Highway - Both safety and - 5, 12, 21, 50 v/km - Multicast Medium -ﬁ
non-safety Q
8
ALCA (2012) Direction of traffic - - - - - - - 30-50 miles/h - High 3
flow, mobility >
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9. Open research issues/challenges

As VANET is a new emerging technology which can be used in

wide range of applications, so lot of research proposals exist in lit-
erature using VANETs. Although lot of issues have been explored
in this paper and many solutions have also been proposed for the
same, but still there are many open research issues and challenges
which need further investigations. Some of the open research is-
sues are as follows:

e To the best of our knowledge, there exist no proposals in the
literature which have considered the clustering with respect to
the bidirectional traffic model in which vehicles are assumed
to be approaching the RSUs from both directions.

e The applicability of supervised/unsupervised learning tech-
niques for various operations such as Data Dissemination,
Routing, QoS guarantee, Security etc. require further investi-
gation. As vehicles are highly mobile so how these techniques
can be applicable to the above defined problems with respect
to the mobility of the vehicles is an open research problem.
The use of Symmetric/Asymmetric key management is also an
open issue. The important issue in this case is the placement
of key, i.e., key can be placed either at the RSUs, or on Gate-
way or with vehicles. What are the major benefits/drawbacks
of placing the key at different locations in VANETs. If keys
are shared among the vehicles in Peer-to-Peer (P2P) manner,
then the standard Distributed Hash Table (DHT) can be im-
plemented for the same or we require some other mechanism
which takes care of key management with respect to the mo-
bility of the vehicles [78-80].
During the process of clustering, how the horizontal and ver-
tical handoff mechanisms are controlled with respect to the
varying mobility and density of the vehicles is another re-
search issue and challenge which needs further investigation
from the research community. Apart from the various stan-
dards provided by the Mobile IPv6 (MIPv6), users require more
enhancements in the existing proposals which make his travel
an unforgettable experience.
Caching has been widely used in wireless networks in which
most frequently accessed contents are kept in cache for en-
hancing the performance of the networks. But as the vehicles
are highly mobile in nature, so one of the key research issues
is placement of cache, i.e., either in the vehicles, or at near-
est RSUs, or at Gateways. The performance of various cache
management techniques need to be exploited further so that
contents can be accessed without any performance degrada-
tion.
As RSUs are the central part of the VANETs architecture for
providing various resources to the moving vehicles, so opti-
mal deployment of these RSUs can also be investigated further.
For optimal deployment of RSUs which preserve the coverage
and connectivity, various techniques such as Support Vector
Machine (SVM), Genetic Algorithm (GA), Fuzzy Logic, Game
Theory, Supervised/Unsupervised Learning can be applied.
Most of the research proposals have considered the dense
Urban regions or highways (High Connectivity) scenarios for
proposing new solutions, but certain areas may also exist
where we have sparse distribution and poor connectivity of
the vehicles. For those regions, special investigation is required
and solutions should be designed keeping in view of the cov-
erage and connectivity issues.

To the best of our knowledge, multi-level clustering in VANETS

has not been exploited to its full potential. To perform multi-

level clustering, various attributes such as direction of the ve-
hicles movement, size and shape of the cluster, radius of the
cluster, and distance from RSUs may be considered.
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e The applicability of agent technology can also be considered
for clustering in VANETSs. The agents may be static or mobile
and can learn from the environment where they are operating.

10. Conclusion and future directions

Vehicular Ad Hoc Networks (VANETs) are used in wide areas
of applications in recent times. Clustering of vehicles has been in-
vestigated by the research community from different perspective
in many of the applications used in VANETs. This paper provides
a complete taxonomy on clustering in VANETs based upon various
parameters. Also, a detailed discussion with comparative analysis
is provided for each categorization of clustering which includes
various challenges, existing solutions and future directions. Each
section is described with various clustering techniques and their
advantages/disadvantages over the others. The analysis provided
for various existing proposals allow various users working in this
domain to select one of the proposals with respect to its merits
over the others. In the future, we would like to propose a new
clustering technique based upon the discussion and analysis pro-
vided in this paper. The clustering technique would be adaptive
which considers various parameters used for clustering in VANETS.
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