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This article presents a survey on vehicular telematics over heterogeneous wireless networks. An
advanced heterogeneous vehicular network (AHVN) architecture is outlined which uses multiple access
technologies and multiple radios in a collaborative manner. The challenges in designing the essential
functional components of AHVN and the corresponding protocols (for radio link control, routing, conges-
tion control, security and privacy, and application development) are discussed and the related work in the
literature are reviewed. The open research challenges and several avenues for future research on vehic-
ular telematics over heterogeneous wireless access networks are outlined.

� 2010 Elsevier B.V. All rights reserved.
1. Introduction

Vehicular telematics and infotainment applications will be key
to developing Intelligent Transportation Systems (ITS) in order to
achieve safety and productivity in transportation. Wireless com-
munications and networking technologies such as IEEE 802.11
(WiFi), IEEE 802.16 (WiMAX), 3G cellular, and satellite technolo-
gies will be vital to support data communications for vehicular tel-
ematics. The ITS America VII (Vehicle-Infrastructure Integration)
framework proposed wireless communications in the 5.9 GHz
band for automotive use [1] and the US Department of Transporta-
tion (DoT) proposed a system architecture for development of ITS
[2].

ITS applications can be supported through vehicle-to-roadside
(V2R) and vehicle-to-vehicle (V2V) communications. V2R commu-
nications involve vehicular nodes and road side base stations. IEEE
802.11 (WiFi) [3], IEEE 802.16 (WiMAX) [5], and Dedicated Short
Range Communications (DSRC) [6] technologies can be used in this
model of communication. In particular, with the DSRC standard,
onboard units (OBUs) placed at each vehicle can send or receive
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data to or from roadside units (RSUs). However, if a vehicle cannot
directly send its data to an RSU, it can relay its data to other vehi-
cles until the data reach the RSU using a multihop transmission
strategy [7]. It is also possible that OBUs form a group and elect
the group leader. In this case, all group member OBUs will send
their reports to the leader OBU which will aggregate them and for-
ward the resulting message(s) to the RSU. There are several appli-
cations for this communication model such as electronic toll
collection, infotainment services, safety message dissemination,
and web browsing. Besides the on-board computer and communi-
cation interface, OBUs are typically equipped with a Global Posi-
tioning System (GPS), which provides information on vehicle
position in real-time, and an event data recorder, which stores rel-
evant data that, in case of an accident, can be used in forensic anal-
ysis. RSUs act as base stations or access points, and are connected
to application servers. RSUs and servers can be run by the Depart-
ment of Transportation (federal, provincial, or local), Police Depart-
ment, or third party providers.

V2V communications involve vehicular nodes on a road which
form a vehicular ad hoc network (VANET). This mode of communi-
cation is mainly used in safety warning system [2,8], traffic infor-
mation system [9], and multimedia streaming [10]. Collision
avoidance, road obstacle warning, intersection collision warning,
and lane change assistance are example applications of V2V com-
munications. Most of V2V safety applications require low transfer
latency since these applications are used in a dynamic and unpre-
dictable traffic environment. Most of researches tend to find
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improvements of such medium access control (MAC) protocols,
transmission strategies, and wireless technologies in order to re-
duce the latency.

By definition, emerging vehicular telematic applications will be
wireless. In the past, there has been an emphasis on providing wire-
less services to individuals, such that they may make alternative
route decisions in a more or less independent manner. These are
essentially first generation applications where the users are auton-
omous and assumed independent, such as simple direction systems
based on GPS. The conceptual objective of these first-generation
applications is to define or identify, and then to reproduce or re-
present a measured parameter (e.g., location) back to the user. With-
out doubt many have envisioned the day, when at the end of the
month a bill will arrive with several GPS/accelerometer detected
infractions, parking, speeding, dangerous driving, non-compliant
engine off etc. combined with a micro-bill for each transgression.
Early vehicular telematic applications were/are user-centric as well
as the latter seemingly coming from a ‘‘brave new world”.

This article provides a survey on the research issues, challenges,
and possible approaches to tackle these challenges for vehicular
telematics over heterogeneous wireless networks. This survey in-
cludes the concepts considered and analyzed in existing collections
of papers obtained as the outcome of some recent and ongoing re-
search projects [11–20]. A survey of the related projects carried out
in Europe, USA, and Japan can be found in [23]. Based on the pub-
licly available information, in this survey, the authors summarized
the scope and application type of 79 projects that included wireless
vehicle-to-infrastructure and vehicle-to-vehicle communications.
It was observed that there are higher number of projects in Europe
as compared to USA and Japan. However, there are more overlap-
ping projects (i.e., addressing the same issues) in Europe as com-
pared to USA and Japan. While the projects in Europe and USA
focus mainly on safety applications, the projects in Japan primarily
focus on vehicular traffic congestion applications. It was also ob-
served that the USA and European projects end with a demonstra-
tor or theoretical results, while the Japanese projects end with a
product and deployment.

The outline of the rest of the article is as follows. Section 2 de-
scribes different types of vehicular telematic applications and their
requirements. The advanced heterogeneous vehicular network
(AHVN) architecture is presented in Section 3. Sections 4, 5 discuss
the challenges and approaches in designing the functional compo-
nents and protocols for AHVN. Finally, the open research issues and
several directions for future research related to vehicular telemat-
ics over AHVN are outlined in Section 6.
2. Vehicular telematic applications and requirements

Three general types of applications are anticipated to be devel-
oped over vehicular networks. Safety applications are the first type
of applications that improve the safety of the passengers on the
roads by notifying the vehicles about any dangerous situation in
their neighbourhood. Well-known examples are collision warnings
such as notifications about a chain car accident, warnings about
road conditions such as slippery road, approaching emergency
vehicle warning, etc. The main concern here is finding low-latency,
reliable, and efficient methods for disseminating safety data among
neighbouring vehicles. A large number of data dissemination
mechanisms were proposed in the literature. While many of these
works rely on repeaters and (or) access points (APs) for disseminat-
ing the safety data [24,25], some other works suggest that infra-
structure-independent fully ad-hoc communications suffice
[26,27].

Another type of applications is traffic applications that call for
the deployment of Traffic Information Systems (TISs), which carry
out traffic management and provide drivers with the traffic situa-
tion and road information. The drivers use this information to
avoid congestion and to find the route with minimum delay to
their destinations. In other words, TISs aim at balancing the vehic-
ular traffic on streets in order to use the capacity of streets and
junctions efficiently and consequently save the lives and reduce
the travel time and waste of energy. One of the seminal TISs is
self-organizing traffic information system (SOTIS) [28], in which
each road is divided into several segments, and vehicles send the
average velocities of the segments periodically. TrafficView [29]
is another TIS which has a mechanism similar to SOTIS, but instead
of the average velocities in the segments, it disseminates the posi-
tions and velocities of the individual vehicles periodically. The
authors of SOTIS expanded the idea of SOTIS to develop a seg-
ment-oriented data abstraction and dissemination (SODAD)
scheme in their more recent work [30] which has an adaptive ap-
proach. All these studies, however, are fully ad-hoc TISs and suffer
from large delays at far distances and not having a reliable mech-
anism to make sure that every vehicle is provided with all the traf-
fic information it needs. The coexistence of infrastructure-based
and ad-hoc wireless communications, i.e., a wireless mesh type
of architecture could overcome these problems. One of the sub-
stantial challenges that should be addressed in traffic applications
is the data aggregation algorithm the TIS employs to include as
much traffic information as possible in the traffic packets vehicles
broadcast. Different data aggregation algorithms in the literature
will be described later in this article.

The third type of vehicular applications is non-safety applica-
tions also called comfort or entertainment applications. Non-safety
applications are so varied, ranging from real-time or non real-time
multimedia streaming and interactive communications such as vi-
deo-conferencing and interactive games to roadside service appli-
cation such as location and price lists of restaurants or gas-stations,
weather information or Internet access such as data transfer, web
browsing, music download and etc. Note that multimedia stream-
ing is used for a wide range of applications. Even in traffic or safety
applications the traffic situation or emergency message can be gen-
erated by video sensors already installed along the roadside.

In contrary to the first-generation vehicular telematic applica-
tions, the emerging generation of wireless applications capitalize
on the extraction of data from fleets of multiple vehicles. Data min-
ing on the extracted data can aid better decision support of diffi-
cult-to-predict emergent behavior. The conceptual objective of
these second-generation applications is to translate or convert
multi-source data, and then to estimate or infer extant conditions
back to the users as well as interested third parties. Examples of
this include highway safety systems where wireless intra-vehicle
relays can be used to impede or halt oncoming traffic in a freeway
accident scenario (forward collision warning). These are somewhat
obvious applications that are built upon layers of sophisticated
technology with vehicle safety systems leading the development.

In addition, there is a class of applications that rely on inference
from probes or floating cars, with the intent is to capture a statis-
tically significant portion of vehicle behavior such that meaningful
inferences can be made and potentially generalized to the entire
population of vehicles [31]. Applications include infrastructure
monitoring as well as sampling empirical data input for traffic flow
control. In the infrastructure health monitoring application (Fig. 1),
fleet of vehicles such as busses would incorporate additional sen-
sors to those routinely on-board. An instance may be monitored
sacrificial anodes, accelerometers or strain gauges coupled to GPS
etc. that would collect data to provide information on the struc-
tural integrity of the vehicle on various routes as well as for various
drivers. An instance of emission factor estimation (Fig. 2) can be
one similar in architecture to the infrastructure health monitoring
application albeit enhanced through reliance on statistical sam-



Fig. 1. Infrastructure health monitoring.

Fig. 2. An emission factor statistical estimation architecture.
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pling. In some cases, only a very small amount of floating car data
is required to infer significant event such as congestion build-up or
dissolution [32]. These newer applications are more cohort-centric
as opposed to being individual or user-centric. In these latter cases
data needs to be backhauled (wirelessly) and processed centrally,
as it would be impractical to have all probe data processed onboard
each probe vehicle. As such, this type of requirement mandates the
use of data collection management, operating system and applica-
tion management systems. Relevant data can then be sent to infor-
mation sinks (probes as well as third parties) informing them of
road or condition hazards, for example. Because not all information
broadcast would be useful to all recipients, filtering applications
will have to be developed that provide the operator with useful
information. For example, if a statistically significant percentage
of probes detect a road hazard after central processing, only vehi-
cles in the local (context-specific) area would need to be informed
(local area being context specific).
3. Advanced Heterogeneous Vehicular Network (AHVN)
architecture for vehicular telematics

Most of the studies in the field of vehicular communications
and vehicular networks only deal with a single type of application
in these networks, i.e., none of them addresses all types of safety,
traffic and comfort applications, and neither purely infrastruc-
ture-based or purely ad-hoc vehicular networks nor even tradi-
tional single radio wireless mesh networks meet the
requirements of all the applications at the same time. We believe
that an advanced heterogeneous vehicular network (AHVN) that
uses multiple radios and multiple access technologies in a collabo-
rative manner could be the best candidate for a vehicular network.

A key motivation of considering the AHVN is that DRSC will only
be effective when it is ubiquitously deployed, but this will not hap-
pen until the needed infrastructure is in place, governments legis-
late for DSRC deployment in passenger vehicles, and older non-
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compliant vehicles have retired. This is not very likely to happen
within the next 10–20 years. Therefore, in the meantime a hetero-
geneous platform is the best way forward. In fact, on the issue of
infrastructure deployment, the ITS branch of the US DoT is still
exploring different business models, as it is not certain that public
sector can or wish to cover all the costs.

The access technologies that can be employed as well as the
architecture of AHVN including the functional components and
their logical relations along with the challenges that should be ad-
dressed are discussed in this section.

3.1. The access technology options

In the AHVN, the vehicles request services with different
requirements in terms of latency, bandwidth, error rate, area of
coverage, etc. at any time and any place. Existing access technolo-
gies such as wireless LANs (WLAN IEEE 802.11a/b/g/n/p standards),
WiMAX (IEEE 802.16 a/e standards), ultra wideband (UWB IEEE
802.15.3a standard), third and fourth generation cellular wireless
(3G and 4G), satellite communications etc. are designed for specific
service requirements.

� IEEE 802.11-based WLAN which has achieved a great acceptance
in the market supports short-range relatively high-speed data
transmission. The maximum achievable data rate in its latest
version 802.11n is about 100 Mbps. Although some studies have
shown its performance reduction due to interference [33], the
viability of its deployment for the nodes moving at vehicular
speeds has already been confirmed in several papers [34–37].
On the other hand, the short transmission range leads to fre-
quent transmission interruption particularly when vehicle speed
is high and consequently many access points have to be
deployed along the road that incurs high deployment cost
[38,39].

� IEEE 802.11p is a new communication standard in the IEEE
802.11 family which is based on the IEEE 802.11a. IEEE
802.11p, which is also referred to as the DSRC standard, is
designed for wireless access in the vehicular environment
(WAVE) [8,3,6] to support ITS applications. For DSRC, 75 MHz
Table 1
Mobile WiMAX application and quality of service.
of licensed spectrum at 5.9 GHz has been allocated which con-
sists of 7 channels (10 MHz each) for supporting safety and
non-safety applications.DSRC supports a very high data rate
(6–27 Mbps) with a maximum communication range of
1000 m. Presently DSRC is mainly used in electronic toll collec-
tion. Potential applications of DSRC are: emergency warning sys-
tems for vehicles, adaptive cruise control, forward collision
warning, electronic parking payments, approaching emergency
vehicle warning, transit or emergency vehicle signal priority,
and in-vehicle signing. Vehicles equipped with DSRC can com-
municate directly with each other, making it possible to send
warning messages to neighboring vehicles. DSRC can also be
used to provide in-vehicle entertainment for drivers and
passengers.

� IEEE 802.16 standard-based WiMAX (Worldwide Interoperabil-
ity for Microwave Access) systems are able to cover a large geo-
graphical area, up to 50 km, and to deliver significant bandwidth
to end-users up to 72 Mbps theoretically. While IEEE 802.16
standard only supports fixed broadband wireless communica-
tions, IEEE 802.16e/mobile WiMAX standard supports speeds
up to 160 km/h and different classes of quality of service, even
for non-line-of-sight transmissions. In WLAN, a contention-
based channel access mechanism is used which can cause sub-
scriber stations distant from the AP to be repeatedly interrupted
by closer stations. The key advantage of WiMAX compared to
WLAN is that the channel access method in WiMAX uses a
scheduling algorithm for which the subscriber station needs to
compete only once for initial entry into the network. After that,
it is allocated an access slot by the BS. Table 1 shows a list of
some applications envisioned by mobile WiMAX and their QoS
requirements [5].

� For vehicular telematic services, 3G cellular wireless technology
can provide a very broad coverage and support high-mobility
vehicles [40]. Current 3G networks deliver a data rate of
384 kbps to moving vehicles which goes up to 2 Mbps for fixed
nodes. 3G systems deliver smoother handoffs compared to
WLAN and WiMAX systems, however, due to centralized switch-
ing at mobile switching centre (MSC) or serving GPRS support
node (SGSN), their latency may become an issue for many appli-
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cations. Although the data rates of cellular networks are
expected to go higher in 3.5G high speed downlink packet access
(HSDPA) and 4G, the technology may not be available in the very
near future.

� Satellite communications provide ubiquitous coverage at any
location, but incur high cost and large propagation delays. In
[41] the key conceptual models and services in a satellite-based
vehicular broadband network as well as the design consider-
ations at different levels were discussed.

Designing any heterogeneous network should as much as possi-
ble be on the basis of intelligent integration of readily available
technologies in order to minimize the deployment cost and to
make the deployment fast. However, the design should also be left
open to any better substituting or complementing alternatives.

Some studies [7,42–45] proposed the integration of infrastruc-
ture into ad-hoc wireless networks, which is commonly referred to
as wireless mesh networks (WMNs), for addressing vehicular appli-
cations we mentioned earlier. The deployment of WMNs enables
vehicles to get access to the APs outside their transmission range
via multihop communications which improves the network cover-
age, and also enhances the capacity of the network by allowing more
parallel transmissions. A WMN architecture that integrates IEEE
802.11 access technology with ad-hoc communications was intro-
duced in [44] which is specifically aimed at providing broadband
wireless access (BWA) for vehicles. Another mesh architecture
including IEEE 802.16 access technology and ad-hoc communica-
tions was studied in [7] supporting safety applications and Internet
access in which the ad-hoc communications among vehicles are via
IEEE 802.16 air-interface cards. The authors in [45] focused on IEEE
802.16e access technology, and integrated it with ad-hoc communi-
cations to introduce a mobility pattern-aware routing protocol for
vehicular networks by equipping the vehicles with both IEEE
802.11 and IEEE 802.16 wireless interfaces. None of these studies,
however, satisfies all the required services and applications outlined
earlier. On the other hand, with the decreasing cost of wireless trans-
ceivers, more radios, i.e., more than one radio, can be used in the OBU
of a vehicle which forms a heterogeneous architecture rather than
simple single radio WMNs. Cooperative use of the multiple radios
enhances the performance of the network in the sense that the
capacity of the network is improved by allowing more parallel trans-
missions in different frequencies.

3.2. The essential functional components and their logical relations

A simplified architecture for the AHVN is shown in Fig. 3 with
its functional components, and their interactions.

� The Centralized Management and Control Unit (CMCU) is the
entity in the core network that contains all the building blocks
described below.

� Inter-operating third party agent [46]: The AHVN is composed of
heterogeneous wireless systems, each with a different service
provider. Since direct service level agreements (SLAs) among dif-
ferent providers are not feasible, [22] proposed the use of a third
party agent and every individual service provider only estab-
 Fig. 3.Architecture for the AHVN.
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lishes a direct SLA with the third party agent. The third party
agent is commonly referred to as network inter-operating agent
(NIA).

� We propose Mobile IPv6 [47] as the interconnecting protocol for
integrating various access technologies, which ensures a cost-
efficient and scalable core backhaul network and keeps the
transparency to the underlying access technologies. Moreover,
switching from one access network to another could be mapped
into roaming from one wireless network to another, and could
be easily addressed considering that a Care-of-Address (CoA) is
assigned to each of the vehicles’ radios (i.e., one single IP
multi-homed over different radios). WiMAX, WiFi, DSRC, and
3G-LTE technologies are expected to have support for IPv6.

� The system (or network) selection and mobility management
agent (SSMMA): Selecting the most appropriate access network,
implementing mobile IP functionalities using home agent (HA)
and foreign agent (FA) concepts, and seamless switching among
different networks which is referred to as vertical or intersystem
handoff are among the tasks of SSMMA and can be implemented
by employing different mechanisms. In other words, this agent
intelligently integrates heterogeneous access networks, each of
which is optimized for specific service requirements, in a coop-
erative manner to provide ‘‘always best connection (ABC)” to the
vehicles.

� Inter-operability gateways (IOGW): In addition to interconnect-
ing the access network to the Internet as a lower layer task, it
also takes care of higher layer tasks ranging from establishment
of the direct SLA with the NIA to managing interactive conversa-
tions with the SSMMA and sharing user profile databases with
the SSMMA. Note that access networks with different service
providers use separate gateways even if they are providing the
same access technology.

� The position and status of the vehicles, the neighboring informa-
tion, the access radio type that the vehicles are equipped with as
well as all the wireless link states in the communication area
and the characteristics of roads all should be considered for sys-
tem selection and mobility management functionalities. This
information could be extracted from the databases of the access
networks which have SLAs with the NIA, e.g., home location reg-
ister (HLR) in cellular network, etc. and should be shared among
the entities in the AHVN that are in charge of radio management
and control responsibilities. On the core network side, all the
information of this type could be stored in a network database.

� The AHVN also needs to have an authentication, authorization,
accounting, and auditing agent (AAAA) which supports security
and billing issues in the network. This functionality could also be
distributed over the different access networks due to the differ-
ent billing and authentication methods used the different ser-
vice providers.
4. Designing the AHVN architecture: challenges and approaches

4.1. Selection of access network

This functionality could be accomplished by the vehicle, AP or
the CMCU in the core network. In the vehicle-based system selec-
tion, the vehicles collect all the data they could obtain in their
neighboring area and select the radio with the lowest cost that also
satisfies their required QoS. This non-centralized mechanism, how-
ever, is sub-optimal due to the vehicles limited access to the global
network status information. The system selection could also be
carried out by the APs of the access network the vehicles have reg-
istered in as their home agents (HAs) or by the CMCU. As the sys-
tem selection responsibility goes towards the core network, the
system selection procedure becomes more centralized and more
globally optimal. However, the computing and traffic burden is
mostly transferred to the CMCU which in addition to incurring high
costs for service providers as well as vehicles, might not be appro-
priate for all applications. For example, the communication though
the CMCU instead of direct communication and high traffic load in
the CMCU might incur non-tolerable delays in safety applications.
Moreover, the vehicles’ system preferences are also not taken into
consideration. Therefore, we believe that a combination of the
above approaches, i.e., breaking down the SSMMA into several
SSMMAs on the sides of both vehicles and core network, i.e.,
SSMMA-V (on the vehicle side) and SSMMA-N (on the network
side) could be a good candidate. SSMMA-V and SSMMA-N have a
master-slave type of interaction in order to finally select the inter-
face that in spite of satisfying the service requirements incurs the
least cost and least interference.

In the access network selection process, the vehicles’ highest
priority is to activate the interface with lowest price that satisfies
its service requirements. However, the network selection process
should also consider traffic load balancing, the least interference
to other users and consequently the most efficient resource utiliza-
tion in the network which in turn maximize its revenue. Therefore,
some compromising mechanism should be employed to keep both
vehicles and service providers satisfied. Some relevant studies
were conducted in [33,48], and [49].

Note that in the network selection procedure, the application
for which the interface is being chosen plays an important role.
As an example, consider a scenario in which an emergency situa-
tion is detected by an 802.16 radio-equipped vehicle. Since not
all the vehicles in the neighboring area are equipped with 802.16
radios, the AHVN should make other access networks in the area
send notifications as well to ensure that every vehicle in the danger
area becomes aware of the emergency situation.

4.2. Network selection Vs. link selection Vs. inter-system handoff

Whether to employ the same access technology over all the
links in an end-to-end route over multiple hops, or to employ the
most appropriate access interface in every hop, which might incur
a considerable cost of inter-system handoff, latency and traffic
load, is still an open problem. On the other hand, for some applica-
tions it might even be more efficient, in terms of handoff cost and
complexity to select the access technology only once when the ser-
vice is initially admitted to the system, although in this case, any
failure during the service time initiates the system selection pro-
cess again.

In the AHVN, resource management in multiple access net-
works should be addressed in order to maximize the resource uti-
lization, robustness and stability of the network. Although still an
open problem, some approaches could be the use of efficient sys-
tem selection and handoff mechanisms along with dynamic spec-
trum sharing through software-defined radios. A game-theoretic
approach was used in [50] for network selection in a heteroge-
neous wireless access scenario which ensures fairness among the
users. A utility-based network selection scheme was proposed in
[51]. An auction-based resource allocation method for heteroge-
neous wireless access was presented in [52]. The problem of seam-
less roaming and handoff across cellular networks and WLANs was
addressed in [53,54].

4.3. Hierarchical design

In order to guarantee the scalability of the AHVN, a hierarchical
structure could be considered for network components such as the
NIA [46], the SSMMA, the network database, etc. in which compo-
nents of the regional level, i.e., first-tier components, are integrated
to form the second-tire components and the integration process
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continues until the whole network is covered. Determining the
number of tiers and the number of elements per tier could itself
be an open problem.

4.4. Operating system and application management

For vehicular telematic applications which are collaborative in
nature, it is important that the underlying software infrastructure
supports multiple mobile platforms in a ubiquitous manner. When
applications are developed or modified, they need to be automati-
cally uploaded to the probes, similarly when operating system
patches are required; the update has to be seamless without the
requirement of individual operator intervention. Without consid-
erable forethought into these issues, the systems being developed
extempore will not scale. This issue was investigated and a first
generation remotely managed operating system (OS) and applica-
tion server was prototyped in [55]. It was observed that these sys-
tems are complex enough to warrant high level abstractions and
implementations are identical to those developed under the aus-
pices of Services Oriented Architectures (SOA) and web services
[56]. In addition, there is a need for an open architecture standard
to be developed to relieve the application developers of the details
of supporting layers in the protocol stack.
Fig. 5. A model of direct transmission in V2R networks.

5. Designing the AHVN protocols: challenges and approaches

In this section, we discuss the major challenges in protocol de-
sign for vehicular networks and the recent research activities cor-
responding to these challenges.

5.1. Wireless access strategies

Fig. 4 illustrates the major components of the networking mod-
el for vehicular telematics. This model consists of the basic func-
tionalities necessary for data communications and the vehicular
telematic applications. The communication model can be designed
and optimized to support specific applications.

Transmission strategies determine how data packets are deliv-
ered from a vehicular node to an RSU (and vice versa) or from a
vehicular node to another vehicular node. A direct transmission or
single hop transmission strategy (e.g., in Fig. 5) can be used where
Fig. 4. Wireless access s
an RSU or a vehicular node can be reached directly from a vehicular
node (e.g., [40,57,58]). If an RSU or a vehicular node is located far
away from a source node, a multihop transmission strategy can
be employed (e.g., in Fig. 7). In this scenario [42,59], data packets
from a vehicular node are relayed by other vehicular nodes until
they reach the destination (e.g., coordinated external peer commu-
nications (CEPEC) in [7]). Finally, a cluster-based transmission strat-
egy forms groups (i.e., clusters) of vehicles, selects a representative
(i.e., a cluster head or a gateway) for each group, and transmits
data through the selected representative (e.g., in Fig. 6). The cluster
head receives data packets from its cluster members and then relay
the packets to the RSU (and vice versa). This strategy is efficient to
decrease request/data congestion at the RSUs [60].
trategies in AHVN.



Fig. 6. A model of cluster-based transmission in V2R networks.

Fig. 7. A model of multihop transmission in V2R networks.

Fig. 8. A model of multihop transmission in V2V networks.
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In [7], a cluster-based multihop transmission model was pre-
sented. Vehicles on a road, which is divided into equal segments,
are grouped into several clusters. Which cluster a vehicle will join
depends on its position of the road. For each cluster, a cluster head
is chosen based on two criteria: a cluster head must be within a
segment border for a segment’s life cycle and it must be the vehicle
which is closest to the centre of its segment. The cluster members
transfer their data to the corresponding cluster head which acts as
a gateway. The data packets are merged into a new packet and the
cluster head relays the new data packet to other cluster heads until
the data reaches the RSU. To guarantee transmission fairness, the
RSU assigns an equal amount of bandwidth to each road segment.
A multihop V2R communication model and a method based on
proxy cache for efficient data access from the Internet were pre-
sented in [42].

In [40], a one-hop V2V transmission model was used for dis-
seminating travel and traffic information in vehicular networks.
A vehicle acts like a moving wireless station which sends travel
and traffic information available at its location to other vehicles
on the road. Other vehicles can determine whether the received
information is up-to-date or not by using the time stamp
information.

For V2V communications, multihop broadcast scheme is used
when a target vehicle is out of the transmission range of a broad-
casting vehicle. In vehicular safety applications, this transmission
strategy is used to transmit warning messages to other vehicles
(e.g., in Fig. 8). However, due to the unpredictable network topol-
ogy, interference, packet collisions, and hidden nodes, multihop
transmissions over V2V networks can be very challenging.

A cluster-based communication scheme in V2V environment
was presented in [60]. If a vehicle can receive a valid invite-to-joint
(ITJ) message from a cluster head within a specific time period, it
will become a cluster member; otherwise, it will become a cluster
head by itself. A cluster can be merged with another cluster if the
cluster head receives a valid ITJ message from a neighboring clus-
ter head which has more members. For intra-cluster communica-
tion, cluster members can send data to the cluster head by using
a centralized management scheme, and for inter-cluster communi-
cation, data gathered by the cluster head are sent to another head
using contention-based MAC protocol. Furthermore, this proposed
scheme uses two transceivers and different channels in order to
make a vehicle be able to simultaneously transmit request/control
messages, real-time data, and non-real-time data resulting in
reduction of time delay for safety messages.
5.2. MAC protocols

For V2R communications, MAC protocols define how the vehic-
ular nodes and the RSUs share common radio channels and for V2V
communications, MAC protocols define how the vehicular nodes
share channels to transmit data among them. Hidden terminal
problem caused by infrastructures along roadside, frequent hand-
offs caused by high mobility of vehicles and high dynamic of topol-
ogy, fairness in channel access are challenging issues for efficient
MAC design [7,61,62]. The traditional MAC protocols (e.g., ALOHA,



Fig. 9. A model of cluster-based transmission in V2V networks.
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CSMA, CSMA/CA, and IEEE 802.11 MAC) may not be suitable for
vehicular networks with high node mobility [61]. The new IEEE
802.11p (or WAVE) standard enhances the IEEE 802.11 MAC in or-
der to support rapid movement of vehicles [6].

The MAC protocols for vehicular networks can be classified into
the following categories:

� Centralized or distributed MAC protocols: With a centralized MAC
protocol, the decision of when and how the channels are
accessed is determined by a central controller (e.g., scheduling
in [58,60]). With complete node information, a centralized
MAC protocol can be optimally designed at the expense of over-
head needed to acquire such information. A distributed MAC
protocol, on the other hand, determines how the channels are
accessed based on local information (e.g., contention in
[60,61]). Despite decreasing overhead, a distributed MAC proto-
col is usually not optimal due to incomplete node information.
While centralized MAC protocols would be preferable for V2R
communications, distributed MAC protocols would be more
suitable for V2V communications.

� Single or multiple channels: In presence of multiple channels (pos-
sibly different technologies), a MAC protocol needs to select chan-
nels to satisfy the application requirements. For example, a high
data rate and possibly a high attenuation-sensitive channel
(e.g., in 5.8 GHz) should be used for typical data exchange, while
a low data rate (usually more robust) channel (e.g., VHF or UHF)
should be used for transmitting control and safety messages [57].

� Single or multiple RSUs: When considering multiple RSUs, the
MAC protocol needs to control the handover process when a
vehicle moves from one roadside base station to another. For
example, a distributed MAC protocol was designed in [61],
which quickly associates and disassociates a vehicular node
with an RSU.

5.2.1. MAC Protocols for V2R Networks
The IEEE 802.11-based MAC protocols will not be suitable for

V2R communications due to long communication range, low effi-
ciency in multihop transmission, and high degree of movement
of vehicles on the road [63]. A new MAC protocol for V2R commu-
nications was proposed in [61] which combines the concepts of
both centralized and decentralized channel access. It provides pri-
oritized access to nodes to quickly reassociate or disassociate with
the access points. Also, it aims at minimizing packet delay while
ensuring fairness among the nodes.

In a V2R communication scenario, a vehicular node needs to be
served by an RSU within a limited period of time. However, the RSU
may not be able to serve requests from all vehicles within a limited
time because of high mobility of vehicles, large amount of requests
from vehicles, or limited broadcast range. Therefore, a scheduling
algorithm would be required at the RSU to make decision on the se-
quence in which the vehicles will be served. Most of scheduling
algorithms proposed in the literature are based on parameters such
as data size, deadline, request arrival time and frequency etc.

In [58], a scheduling algorithm called Maximum Freedom Last
(MFL) scheduling algorithm was presented. The design goal of
MFL algorithm is to minimize the system handoff rate, while the
effective system utilization is maximized. The scheduling algo-
rithm uses cell dwell time and remaining transmission time as
parameters to make a priority queue. A larger remaining cell dwell
time implies a lower service priority. A larger transmission time
implies a higher service priority. The MFL scheme minimizes the
handover rate subject to a given delay constraint. Also, the MFL
scheduling scheme was shown to perform better when compared
with the first-come-first-serve (FCFS) and earliest-deadline-first
(EDF) scheduling algorithms.
A scheduling algorithm named D � S was proposed in [64] for
V2R communications in order to provide efficient data access by
considering service deadline and data size. There are two main
concepts in this algorithm. First, given two requests with the same
deadline, the vehicle which requests for a smaller amount of data
should be served first. Secondly, given two requests asking for data
with same size, the vehicle with an earlier deadline should be
served first. The algorithm was shown to outperform other sched-
uling algorithms such as first-come-first-serve, first-deadline-first,
and smallest data size first algorithms.

In an IEEE 802.16/WiMAX-enabled V2R communications sce-
nario, the centralized WiMAX MAC can be used to provide broad-
band access to vehicles on a motorway scenario [65] while
ensuring fairness guarantee in bandwidth usage. Also, the WiMAX
MAC can be configured to operate in point-to-multipoint (PMP) or
mesh mode depending on the application and availability of infra-
structure. In order to increase effective coverage of the wireless ac-
cess network, a new system architecture called Wi-FAN (WiMAX
fast-moving access network) was presented in [65].
5.2.2. MAC protocols for V2V networks
For V2V communications, the latency of medium access should

be low enough to achieve the desired application requirement
(e.g., a maximum delay of 100 ms for safety applications as defined
by the Vehicle Safety Communications Consortium). As has already
been mentioned, a distributed MAC scheme is more suitable for
V2V communications. IEEE 802.11p standard-based MAC, which al-
lows a transmission range up to 1000 m, is a candidate MAC scheme
for distributed V2V communications [2,8,60,66]. With IEEE 802.11
MAC, adaptation of the contention window (CW) size and the phys-
ical layer data rate can enhance broadcasting performance in V2V
communications [67]. By considering the estimated number of
vehicles in the surroundings, the adaptation of CW size helps
decreasing the probability of collision and decreasing the transmis-
sion delay. Moreover, the data rate selection improves network
capacity and helps in situations of channel congestion. The combi-
nation of both adaptations of CW size and the data rate outperforms
the performance achieved by the traditional IEEE 802.11 system.

For a clustered multihop V2V network (Fig. 9), a centralized
multi-channel MAC protocol was proposed in [60] for intra-cluster
communication. A cluster head uses centralized time-slot based
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scheme assignment for the cluster members to transmit real-time
data over a channel and non-real-time requests over another chan-
nel. However, each cluster head uses the contention-based IEEE
802.11 MAC protocol to deliver real-time and non-real-time data
over two different channels.

Based on a survey of the existing MAC protocols, the authors in
[4] concluded that more efforts are required to put them into prac-
tice. Besides IEEE 802.11, MAC protocol based on UTRA TDD in the
unlicensed 2010–2020 MHz band [21], could be a promising solu-
tion for V2V networks.
5.3. Data dissemination protocols

In order to make vehicles run safety applications, many differ-
ent data dissemination mechanisms were proposed in the litera-
ture. The main purpose of these mechanisms is to deliver the
safety data to the intended recipients of the data in a low-delay
reliable manner. Due to unpredictable network topology, interfer-
ence, packet collisions, and hidden nodes, data dissemination over
vehicular networks can be very challenging.

In [2], a safety data dissemination mechanism for intra-platoon
cooperative collision avoidance was proposed. A platoon is a group
of vehicles that are connected to each other directly or by multihop
transmissions. In order to reduce the amount of broadcast traffic
and to enhance the delivery rate, an implicit acknowledgment
mechanism is used. Unlike other studies, in this paper the impact
of the proposed mechanism was evaluated on vehicular crash per-
formance, rather than on conventional networking performance.
An issue with this mechanism is that since both safety applications
and traffic applications are using the same frequency channel in a
distributed manner, the latency of the packets depends on the
overall traffic and safety applications traffic. Any variation in the
overall traffic may cause the delay to go beyond the tolerable
threshold.

The data dissemination mechanism proposed in [24], called ur-
ban multihop broadcast (UMB), removes the need for beaconing
and it also addresses the problem of data dissemination in the
intersections. Unlike flooding-based protocols [2], in UMB each
vehicle forwards the packet only to the node in the furthest seg-
ment of its radio transmission range. At the intersections, the pack-
ets are broadcast with the help of repeaters. UMB aims at
addressing the broadcast storm, hidden node, and reliability prob-
lems. In order to get rid of repeaters and make the mechanism
infrastructure-independent, the authors of UMB proposed an ad-
hoc extension of UMB mechanism called ad-hoc multihop broad-
cast (AMB) [26], in which within the intersections, the vehicle clos-
est to the intersection is responsible for forwarding the broadcast
packet to the other road segments instead of repeaters. However,
AMB fails when the message in an intersection leaves the intersec-
tion without being disseminated along all the intersecting road
segments. Therefore, an enhanced intersection mode data dissem-
ination mechanism (EIDD) was proposed in [27] that keeps emer-
gency messages in the intersection long enough to ensure that the
messages are forwarded to all the intersecting road segments.

In the data dissemination mechanism studied in [25], vehicles
use periodic beacon messages to report their location, direction
and velocity to each other. In this mechanism, called data pouring
(DP), the broadcast packet is consecutively broadcast along the
road by each forwarding vehicle to the furthest vehicle in its neigh-
bour list in the data dissemination direction. This periodic data
pouring, however, results in high data traffic in the network. To re-
duce the data traffic and improve the data delivery ratio, another
mechanism called data pouring with intersection buffering (DP-
IB) was proposed where instead of periodically pouring the data
on the roads, data is only buffered at the intersections and is peri-
odically rebroadcast to the intersecting secondary road segments
by means of simple devices called relay and broadcast station.

In [68], a data dissemination mechanism was proposed which
can cope with extreme traffic situations, such as high traffic or
low traffic. Due to the bi-directional lane mobility model em-
ployed, the vehicles in different directions can be considered to
be in different clusters. In this mechanism, if the relaying vehicle
is moving in the same direction as the source and has one neigh-
bour behind moving in the same direction, it forwards the packet
to that vehicle. Otherwise, it forwards the packet to one vehicle
in the opposite direction. If the relaying vehicle is not connected
to any of the vehicles (in the same or opposite direction), it holds
the packet until it receives a hello packet from any vehicle or until
the packet expires. To handle the broadcast storm problem [70] in
forwarding the packet, the broadcast suppression scheme in [69]
was employed.

5.4. Data aggregation protocols

SOTIS [28] and TrafficView [29] (introduced in Section 1) aim at
providing vehicles with traffic information within the 50–100 km
radius. However, due to limited system capacity, each vehicle is
only allowed to disseminate a small packet in every beaconing per-
iod. To include as much traffic information as possible in the traffic
packets that the vehicles broadcast, every traffic information sys-
tem (TIS) employs a data aggregation algorithm. In TrafficView,
the aggregation algorithm considers the vehicles in close relative
distances to minimize the error resulting from aggregation, and
the timestamp of an aggregate is the minimum generation time
of the considered records. In order to improve efficiency and reli-
ability, [71] proposed a hierarchical data aggregation algorithm,
called quad-tree aggregation algorithm, which allows the genera-
tion of traffic information aggregates for areas of variable geo-
graphic extensions.

In the quad-tree aggregation algorithm, the map is divided into
non-overlapping areas by an overlay grid of a hierarchical quad-
tree architecture instead of road segments. The raw atomic infor-
mation units, which are the number of free parking spots counted
and periodically broadcast by the RSUs, constitute the aggregates
of the lowest hierarchical level, and four aggregates of a lower level
are integrated into a higher level aggregate, and the timestamps of
the aggregates are the average generation times of the atomic
units. To deal with the limited system capacity, only a fixed num-
ber of aggregates of each hierarchical level are broadcast by any
vehicle. The aggregates are prioritized based on their relevance
which is computed by taking their age and distance into consider-
ation. In SOTIS, TrafficView, and quad-tree aggregation algorithm,
when several aggregates with different but overlapping knowledge
for the same segment or the same area are received, the one with
the newest timestamp is taken into account and the rest are
dropped. However, the timestamps are the generation times of
the aggregates or the minimum or average generation times of
the atomic units, and this makes a direct comparison of the aggre-
gates rather inaccurate and unreliable because the contained data
may be incomplete or not up-to-date. To overcome this problem,
[72] proposed another hierarchical data aggregation algorithm in
which multiple aggregates for the same area can be merged and
none of them is dropped. Instead of having all the data for gener-
ating the aggregates first, the data is incorporated into aggregates
on-the-fly while they are being passed around. In this algorithm,
the distinct traffic values, e.g., the velocity or position of the vehi-
cles or the number of parking spots, are mapped into probabilistic
data structures called Flajolet–Martin sketches [33]. The sketches
are merged by a simple bitwise OR guaranteeing that adding al-
ready present elements again does not change the results. In order
to remove old observations, a time-to-live counter is assigned to



each bit of the sketches that counts down one unit before each
broadcast, if not yet zero, or it can be refreshed by a newer
observation.

5.5. Routing protocols

The employment of a routing protocol is inevitable in many
vehicular applications. These include, for example, a scenario in
which a vehicle inquires information about traffic condition or
available facilities on a road segment or a scenario where a piece
of information on the Internet is required, or applications in which
two vehicles need to have a peer-to-peer communication. Broad-
cast routing, which disseminates information to a set of vehicular
nodes far from each other, will be a supporting mechanism for
many ITS applications. Many routing protocols for the vehicular
ad-hoc networks were proposed in the literature [73]. In [73],
the authors observed that only a few of the existing routing proto-
cols for inter-vehicle networks are able to handle the requirements
of safety applications. This is primarily due to the large overhead
incurred for route discovery and route maintenance for highly mo-
bile uncoordinated vehicles. An important group of routing proto-
cols for ad-hoc networks is topology-based routing protocols
which needs an establishment of an end-to-end path between
source and destination before sending any data packet. Due to fast
changes in the network topology and highly varying communica-
tion channel conditions, the end-to-end paths determined by reg-
ular ad-hoc topology-based routing protocols are easily broken.
Therefore, modifications of regular topology-based routing proto-
cols were proposed to make them applicable to VANETs [74,75],
and completely new topology-based routing protocols were pro-
posed as well [76–78].

In [76] a topology-based routing protocol called MURU was pro-
posed which assumes that an end-to-end path can be obtained by
selecting the most robust paths with lowest breakage probabilities
using mobility information. Regarding the number of nodes which
might lead to network partitioning, and highly varying communi-
cation channel through the coverage area of the network, this
assumption, i.e., the existence of an end-to-end path, may not al-
ways be valid.

In [78], a path selection scheme called receive on most stable
group-path (ROMSGP) was proposed. Vehicles are grouped to-
gether according to their velocity vectors which include positions,
directions, speeds and digital mapping of the roads and the vehi-
cles belonging to the same group are given priority in forming
the end-to-end routes to ensure the establishment of more stable
routes. In other words, the selection of the stable path is based
on the set of available paths which have the highest link expiration
time (LET) value. Simulation results showed that ROMSGP can re-
duce the number of path breakage and control overhead.

Another group of routing protocols for ad-hoc networks is posi-
tion-based or geographic routing protocols which are known to be
more scalable since the forwarding decisions are based on the cur-
rent neighbors of the forwarding node and the next forwarding
nodes are not initially determined. However, these protocols fail
in a considerable number of scenarios because they do not consider
information on the roadmaps or vehicles’ mobility patterns in their
decision-making procedure. To overcome this problem, spatially
aware routing (SAR) was proposed in [79] where the routes are
computed by Dijkstra’s algorithm on the basis of roadmap informa-
tion. The protocol fails when the packets are forwarded over a dis-
connected route including links with no vehicles, i.e., with no
connectivity. Anchor-based street and traffic aware routing (A-
STAR) was then proposed in [80] which employs the information
on city bus routes to identify an anchor path with high connectivity
for packet delivery and takes advantage of a new recovery strategy
for packets routed to improve the performance of the protocol.
Although in this protocol the chance that more connected routes
are selected increases, there is still the possibility that the packets
are forwarded over disconnected routes for some periods. Further-
more, pushing all the data traffic towards main roads increases the
chance of data traffic congestions over those roads. To overcome
this problem, the authors in [81] proposed a vehicle-assisted data
delivery protocol. In [81], both the traffic pattern and road layout
are used by a forwarding vehicle to find the next road to forward
the packet with the purpose of minimizing the end-to-end data
delivery delay by using a carry-and-forward strategy.

Although many studies showed that in vehicular communica-
tions position-based routing protocols outperform topology-based
routing protocols, in [82], a position-based routing protocol called
connectivity-aware routing (CAR) was proposed which uses an
end-to-end route discovery process, i.e., a topology-based ap-
proach to locate the destination. However, the discovered route
contains a set of anchor points formed by the velocity vectors of
the relaying vehicles along the path. In other words, CAR is indeed
an integration of position-based and topology-based routing proto-
cols which combines finding the location of the destination as well
as determining the connected path between the source and the
destination. It also includes a path maintenance mechanism called
guard to keep track of the current position of the destination.

In [83], empirical vehicle traffic data (measured on I-80 freeway
in California) was used to develop a comprehensive analytical
framework to study the disconnected network phenomenon and
its network characteristics. It was shown that depending on the
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for more bandwidth then the available capacity. One way to ad-
dress this problem is to increase the bandwidth but this is usually
not cost-effective because quite often congestion arises due to the
inappropriate allocation/utilization of resources. Another approach
is to fairly share the available bandwidth among the users without
causing congestion, i.e., congestion avoidance with efficient band-
width management. For example, MAC queues were manipulated
to deal with channel congestion in a contention-based channel ac-
cess scheme [90]. This MAC protocol has application to the perfor-
mance of Emergency Electronic Brake Light with Forwarding
(EEBL-F) application in congested scenarios [90] which addresses
the safety and traffic information issues mentioned in Section 2.

Streaming traffic (e.g., streaming video) is another important
application in the future AHVN architecture that would require a
steady supply of bandwidth to provide un-interrupted service.
Since many of the applications in wired networks are already
TCP (Transmission Control Protocol)-based, it is natural to extend
TCP to wireless networks. However, it has been observed that
TCP performs less efficiently in wireless networks compared to
wired networks (e.g., [86]). In a wired network, TCP interprets data
loss as the main reason for congestion [88]. This assumption holds
well in reliable wired networks. In wireless networks packet losses
may occur due to link failure, high bit error rate, handover or any
other reasons [87]. When a packet loss occurs due to such an event,
triggering the congestion control algorithm may result in un-nec-
essary reduction in the source sending rate. Therefore, considering
packet drops as the major cause for congestion is not efficient in
wireless networks especially for streaming multimedia transmis-
sion [93].

In order to address the problem of data traffic congestion in VA-
NET, we need an algorithm that can regulate all types of modern
Internet traffic (like streaming multimedia) while considering var-
ious congestion factors in wireless networks. Below is the classifi-
cation of two types of existing congestion control algorithms.
Discussion of some potential candidates is also provided.

5.6.1. Window-based congestion control algorithms
The dominant window-based congestion control algorithm is

TCP, which plays an important role in order to address the problem
of congestion [91]. As mentioned earlier, TCP interprets packet loss
as an indication of congestion. It relies on the AIMD (Additive In-
crease Multiplicative Decrease) [88,92] technique to address the
congestion problem. However, such a practice is not efficient for
streaming multimedia transmission [93].

In order to improve the performance of TCP, new features were
added to the exiting protocol. The well-known TCP variants are Ta-
hoe, Reno, and NewReno. TCP Tahoe [88,94] includes slow start
and congestion avoidance techniques. TCP Reno [95] was devel-
oped by adding two additional features to TCP Tahoe – fast retrans-
mit and fast recovery. This technique detects packet loss and
performs error recovery before the transmission timer expires.
TCP New Reno [96–98] is an improved version of TCP Reno. TCP
New Reno provides better thresholds for fast recovery and im-
proves retransmissions. TCP New Reno is the most commonly
implemented algorithm. For all the TCP variants discussed so far,
the TCP window size exhibits a saw-tooth behavior resulting in
source sending rate fluctuations. Furthermore, TCP along with its
variants assumes packet loss as the main reason for congestion
which is not appropriate for wireless networks.

TCP and its variants discussed above are source-based tech-
niques. AQM (Active Queue Management) is a router-based con-
gestion avoidance mechanism to improve the performance of TCP
congestion control. A well-known example of AQM is RED (Ran-
dom Early Detection) [99]. Traditional tail-drop techniques buffer
packets until the buffer is full. Once full, the node drops any new
packets leading to congestion. As a result, there is an unfair distri-
bution of buffer among traffic flows. Buffering may also lead to an
increase in RTT (Round-Trip Time), thus degrading the quality of
service. RED addresses these problems by dropping packets with
a probability and maintaining the average queue size between
the configured minimum and maximum thresholds. When the
queue is empty, all incoming packets that cannot be serviced
immediately will be queued. As the queue grows, RED will start
dropping packets with a probability that increases with the queue
length. It has been observed that the throughput of RED is sensitive
to traffic load and decreases when the queue size is greater than
the configured maximum threshold [100,101]. Furthermore, RED
does not perform well in wireless ad-hoc networks. NRED was pro-
posed to deal with the problems of RED in wireless ad-hoc net-
works [102]. BLUE [103] and FRED [104] schemes improve RED
by adjusting the packet drop probability. AVQ (Adaptive Virtual
Queue) [106] makes use of a token bucket algorithm to provide
AQM. Most of these protocols are based on heuristics without
strong theoretical backing.

Like the TCP variants above, the general observation is that win-
dow-based protocols (e,g, RED, BLUE) exhibit a saw-tooth behavior
which leads to sending rate fluctuations, and are not suitable for
streaming multimedia transmission.

5.6.2. Rate-based congestion control algorithms
Rate-based congestion controllers adjust the source transmis-

sion rate by controlling the size of the TCP window at the source.
Source transmission rate is directly proportional to the TCP win-
dow and inversely proportional to the RTT. As a result, the size of
TCP window can be derived from the source transmission rate.
Rate-based controllers are well-suited for streaming multimedia
applications [93]. TFRC (TCP Friendly Rate Control) [108] is a
rate-based controller at the source for unicast traffic. As in the tra-
ditional AIMD, TFRC does not halve the sending rate in response to
congestion notification. This makes TFRC a candidate protocol for
streaming multimedia transmission in wired network. TFRC re-
sides at the source and provides an equation-based congestion
control mechanism for unicast traffic. The proposed equation is a
function of packet loss observed during the transmission. Unfortu-
nately, considering only packet loss is not reasonable for wireless
networks.

Rate-based controllers can also use AQM at the intermediate
nodes to participate in congestion management [109]. The algo-
rithm residing at the intermediate node calculates the source send-
ing rate based on congestion and converts it to TCP window to
manage traffic. The TCP rate control improves the TCP performance
by controlling the source sending rate. The sending rate of the TCP
source is derived from window size, round-trip time, and the rate
of acknowledgements. TCP rate control maintains states per TCP
flow and provides protection against misbehaving TCP sources.
The window size can be calculated as a function of input-output
rate mismatch in order to match the servicing capability or band-
width of a node. In another approach, the network layer conveys
available bandwidth and propagation delay measurements to TCP
sources, which computes the source window using bandwidth de-
lay product. The EXACT (Explicit rate based flow control) [110] pre-
sents an end-to-end flow control scheme where the intermediate
node conveys the source rate to the end host in the control header
of each packet. It relies on MAC and transport layers to address the
problem of congestion. The source sending rate is calculated based
on current measured bandwidth of the outgoing links and the cur-
rent rate of information flow going through the router.

The Adaptive Proportional Integral (PI) Rate Controller [111] is a
rate-based controller that supports best-effort traffic in the Inter-
net. It employs control theory and AQM in order to deal with con-
gestion. The controller calculates the source sending rate based on
instantaneous queue length of the intermediate router and adver-
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tises it to the sources using the acknowledgement message. The
adaptive feature of the controller allows it to self-tune only when
there is a dramatic change in the network traffic. The adaptive PI
rate controller does not interpret packet loss as the reason for con-
gestion. The controller is capable of providing a steady throughput
at the source which is well suitable for multimedia streaming.

The utility-based control can be a variation of rate-based con-
trol method. The source node adjusts its transmission rate based
on feedback network congestion information and utility function.
The UBPFCC (Utility-Based Packet Forwarding and Congestion Con-
trol) algorithm [112] assumes broadcast to be the dominant form
of communication in VANET and addresses congestion caused by
broadcast applications. This approach is not appropriate for trans-
action-based applications that can also exist in VANETs, and either
broadcast or transaction-based applications can be the reason for
congestion. The algorithm utilizes a utility function and encodes
the utility information in each data packet. The average utility va-
lue is then calculated for each individual node and based on this
the available data rate is shared.

5.7. Cross-layer protocol design in vehicular networks

Traditional layered approach relies on adapting the communi-
cation layers independently from other layers. The arguments that
support layered approaches consider that designing independent
protocols for each communication layer will create long-term solu-
tions. However, this type of implementation has been long criti-
cized as being rigid and incapable of having proactive change to
short term changes in network environment, and the excessive
overhead from layer to layer represent degradation in throughput.

As a different approach, cross-layer design makes use of feed-
back information from lower layers to help the transport layer per-
form better under network congestion [113]. This is dealt with the
detection, control and corresponding reaction to particular net-
work conditions such as channel errors, link contention and route
failures. By exploiting this information, the network itself will be
able to determine the current load situation and protect itself from
congestion [113]. There can be different combination of layers in-
volved in this approach such as application and network layers,
and transport and link layers. In fact, the TCP suit has not been
strictly a layered protocol to start with. Non-linear design can be
used to study the tradeoff of the power control in the physical layer
and the transport layer congestion in a multihop network such as a
VANET [114].

In the area of MAC protocols for VANETs, some starting points
for proposals dealing with novel concepts like cross-layer exploita-
tion of IEEE 802.11-based MAC mechanisms and dynamic cluster-
ing for efficiency and realiability of V2V multihop broadcast,
multichannel MACs, and practical performance issues in different
scenarios can be found in [115–117]. In particular, [115] illustrated
the design and analysis of a fast multi-hop forwarding MAC and
clustering scheme for VANETs which is compliant with IEEE
802.11 DCF systems. A multichannel MAC protocol was proposed
in [116] for high density VANETs using directional antennas. The
proposed scheme was observed to provide a high spatial reuse
and high probability of reliable transmission. A simulation-based
cross-layer (MAC and routing) performance study was presented
in [117] for IEEE 802.11 MAC (i.e., CSMA/CA), and ADHOC-MAC
which is based on reliable reservation (RR)-ALOHA used in CalTALK
and FleetNet projects [21,22]. Efficient design of cross-layer proto-
cols for VANETs remains as an open problem.

5.8. Security protocols

Security is among the most important aspects of vehicular net-
works. All messages exchanged between OBUs and RSUs must have
the standard properties of authentication and non-repudiation, i.e.,
that the source of each message can be authenticated, and also that
the originator of the message can’t subsequently deny sending the
message. Contents of the message must be checked for integrity if
necessary. All safety-related messages must be delivered with
bounded delay. Senders of safety messages must have the right
to preserve their privacy so that their identity can be revealed if
necessary only to legal authorities. In this context, wireless loca-
tion privacy protection [118] and secure location verification
[119] are two important issues in vehicular ad hoc networks. Fur-
thermore, some of the messages that are encrypted may need to be
examined later for forensic evidence. On the other hand, all partic-
ipants in a vehicular network may have incentives for misbehavior,
which may easily result in some kind of security attacks.

There has been a significant research activity in listing and ana-
lyzing potential security attacks in vehicular networks [120–
123,4,124–129]. Several possible security threats in VANETs were
identified in [124]. For example,

� Drivers might attempt to modify speed and position information
to avoid liability for the accidents.

� Drivers could also modify congestion information in order to get
faster to the destinations.

� Bogus RSUs may be placed along the road to transmit false infor-
mation about traffic congestion, thus causing the drivers to
make wrong decisions, or perhaps to prevent transmission of
safety messages which amounts to a Denial of Service (DoS)
attack.

� An attacker may cause channel jamming or inject dummy mes-
sages to bring down the network (DoS attack).

� An attacker may pretend to be another vehicle by using false
identities (Masquerading).

� Industrial vendors and service providers that manufacture and/
or operate RSUs and servers may collect and sell information
about the vehicles’ driving patterns, traffic parameters, and
accidents.

� Police officers might abuse their authority using their network-
ing privileges.

All these security attacks indicate that attacks should come
mostly from ‘insiders,’ and that no participant – be it an OBU,
RSU, or even a network server – should be fully trusted. There is
also a possibility of attacks by outsiders who can attempt to dis-
turb traffic safety by replaying old messages, or even launch a
DoS attack by flooding the area with bogus messages. The obvious
conclusion is that appropriate security mechanisms must be de-
ployed in order to raise security assurance of a VANET. Of course,
the security mechanisms must comply with the AHVN communi-
cation architecture described before.

In [124], it was concluded that, given the nature of the VANETs,
the existing security solutions cannot be readily applied to these
networks. The requirements for a security system for safety mes-
saging in a VANET are as follows [124]: authentication, verification
of data consistency, availability of a robust communication chan-
nel, tamper evidence mechanisms at the vehicular nodes and RSUs,
non-repudiation, privacy, and real-time constraints. To address
these security requirements, a number of proposals for a security
architecture have been published in recent years. Most of the pro-
posals use some form of public key infrastructure (PKI), possibly
modified to cater to the characteristics of a vehicular network,
where the certification authority (CA) is placed on information
servers, while RSUs and OBUs obtain certificates with public/pri-
vate key pairs. However, some approaches use a hybrid of PKI
and symmetric key architecture, based on pre-established secret
keys between components of infrastructure. Symmetric keys thus
shared are subsequently used to generate message authentication
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code (MAC), using keyed hash function HMAC (Hash Mutual
Authentication Code) technique. The main motivation for the
development of the hybrid security architecture is to decrease
the computational overhead of generating and verifying digital sig-
natures in PKI architectures.

It was pointed out in [125] that the overall security in a vehic-
ular network can be enhanced by doing local plausibility checks in
vehicles (e.g., internal sensors) and the RSUs. These checks can in-
clude, for example, comparison of received information to sensor
data and evaluation of messages from different sources about a
single event.

We list the main categories of security architectures below, the
main difference among them being the level of trust built into
OBUs, RSUs, and application servers, as well as the level of ID
and location privacy offered to the drivers. Note that privacy is
conditional, since in the case of dispute legal authorities have the
right to reveal the IDs of OBUs and RSUs involved in accident. All
approaches assume that vehicle has tamper proof hardware
(TPH) to store certificates or/and elements of shared secret.
5.8.1. PKI-based architectures
One of the pioneering proposals in this area is [130] where

Drive Ad Hoc Networking Infrastructure (DAHNI) was proposed
including PKI infrastructure for managing public/private key pairs.
Authentication and integrity is achieved using RSA encryption for
digital signatures.

In [131], the authors presented a PKI infrastructure within the
SecCar project. It is based on a cluster communication model,
where cluster heads sign the messages and transmit them to indi-
vidual recipients.

The next step was done in [120], where a vehicular public key
infrastructure was proposed, including a Certificationing Authority
(CA) which issues public/private key pairs to vehicles. Authors as-
sume that vehicles contain electronic identity in the form of elec-
tronic licence plate (ELP) issued by the government and/or
electronic chassis number (ECN) issued by the vehicle vendor. To
preserve privacy and prevent location tracking, each vehicle is gi-
ven a large set of short-lived anonymous key certificates which
do not contain the vehicle ID. To prevent location tracking, pub-
lic/private key pairs have to be periodically changed. The authors
evaluated the computational complexity and size of signatures
for three Public Key Cryptosystems (PKCS). Proposed digital signa-
ture is based on ECDSA (Elliptic Curve Digital Signature Algorithm),
which helps to reduce the packet size.

A slightly more secure architecture was proposed in [132]
where vehicle certificates are blindly signed by the CA, so that
insiders cannot easily establish the link between the vehicle ID
and issued certificate(s). This link is escrowed [133] by multiple
authorities.

In [123,134], the PKI infrastructure is enhanced with two cryp-
tographic techniques that improve drivers’ privacy. Namely, for the
communication scenario in which a group of OBUs communicates
with the RSU, group signature is used to secure the communica-
tions among OBUs in the communication group. Messages are se-
curely and anonymously signed by the OBUs so that neither RSU
nor any other eavesdropper is able to resolve the actual identity
of the signer. Identities of the signers can be recovered by the
authorities though. Messages sent by the RSU to the OBUs are
authenticated by digital signature, using ID-based cryptography.

Work reported in [135] is an extension of [120] in the sense that
anonymous public key certificates are associated with OBU’s
pseudonyms which are not issued by the same authority (CA) as
proposed in [136]. As a result, linking messages under different
pseudonyms becomes increasingly hard over time and space. This
work also defines the rules for changing the pseudonym, i.e., the
public key. These rules require changing MAC address and IP ad-
dress of the OBU in order to prevent tracking.
5.8.2. Hybrid security architectures for vehicular networks
The security architecture proposed in [137] is based on shared,

long-lived vehicle pseudonyms. They are pre-installed on RSUs and
OBUs. The link between the vehicle pseudonym and its real iden-
tity is kept in trusted servers. Long-lived pseudonyms are used to
derive session keys which are used to provide packet authentica-
tion code using HMAC technique [133].

A modification of hybrid PKI security architecture was dis-
cussed in [138]. In this proposal, a trusted third party (TTP) which
plays the role of the CA, allocates a number of pseudonym certifi-
cates to each vehicle. Pseudonym certificates are preloaded in the
TPH, together with the root certificate of the CA. After the certifi-
cate exchange, the two neighbors can securely exchange a secret
symmetric key.

In [139], a security architecture for application services in a
vehicular network was proposed based on Kerberos. The architec-
ture supports authentication, authorization, and accounting. The
user submits a request for service to the Kerberos Server at the ser-
vice provider (SP) site. If the request is successful, the SP issues a
Ticket Granting Ticket (TGT) which contains authorization for
information services. The user then submits the TGT to the Kerber-
os proxy residing at the RSU in order to receive an IP address from
DHCP server and public key certificate. The public key is used after-
wards for the generation of symmetric keys between OBUs, for the
purpose of mutual authentication.

A hybrid architecture in which the OBU does not trust public
servers was proposed in [140]. This architecture is characterized
with group-based anonymous authentication protocol in which
an OBU obtains the RSU’s certificate, and then uses the RSU’s public
key to encrypt and submit group session key and other authentica-
tion parameters to the RSU. An extension of this approach was pro-
posed in [141], where each vehicle is assigned a symmetric key
pool.

The framework from [120] was combined with the TESLA
broadcast authentication protocol [142] to develop the TESLA
based Secure Vehicular Communication protocol (TSVC) [143]. In
this architecture, an OBU is allocated a large number of short-lived
anonymous certificates, like in [120], but during the lifetime of
each certificate messages are authenticated using a hash chain
[144]. The hash chain for each certificate is initiated using a ran-
dom seed S. Each hash value is used as a secret key to generate
the HMAC for a number of packets, and released with a delay of
d so that HMAC can be verified. Therefore, a digital signature with
anonymous keys is needed only for the first packet in the chain se-
quence, and the computational burden of verifying packet integrity
is decreased.
5.8.3. Enhancing security by data aggregation, validation, and
correction

The overhead incurred in implementing a security mechanism
can be reduced (and hence the channel efficiency can be improved)
through data/message aggregation in a group communication
environment [126]. Data aggregation can also contribute to better
data correctness and hence to a higher level of security. In [126],
the authors proposed three aggregation techniques for the relaying
vehicles (i.e., group leaders). These are based on combining signa-
tures from a group of vehicles reporting the same event, using over-
lapping groups with each geographically-predefined group having
its own symmetric key, and dynamic group key creation. With se-
cure aggregation mechanisms, the effects of vehicle density and
speed on the bandwidth consumption and delay were observed
by simulations.
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The problem of validating aggregated data in V2V networks was
addressed in [127]. The authors proposed a solution to this prob-
lem based on PKI-based authentication the main idea of which is
to use random checks to catch the attacker probabilistically, and
discouraging the attackers by imposing a high penalty. After an
aggregated message has been sent, to validate the message, the
aggregator is asked to provide a randomly-chosen original signed
message. The overhead of the proposed approach is small in terms
of communication costs.

A general sensor-driven approach to detect and correct mali-
ciously introduced errors in VANET data was proposed in [129].
In this approach, each node maintains a model of the VANET con-
taining its knowledge on the network, and it tests the validity of
data received from other nodes against this model. The sensor data
collected by the nodes are shared with immediate neighbors and
propagated to a neighboring region.

A distributed method to detect forged position information in
VANETs was proposed in [128]. The main idea is to calculate a trust
value for the other nodes based on the observations over time on
the different network parameters such as maximum transmission
range, maximum speed, maximum node density. Although the pro-
posed method does not entirely prevent the malicious nodes to
forge the position information, it however significantly reduces
the possibilities for attackers using falsified position information.

The problem of design, analysis, and implementation of efficient
data aggregation, validation and correction in VANETs still remains
as an open problem.
5.9. Privacy protocols

As has been mentioned before, drivers have the incentive to ‘try
to bend the rules’ and avoid liability for violating traffic rules, by
modifying the information about their speed, position, accelera-
tion/deceleration, and other relevant variables in the safety mes-
sages, in order to avoid liability. On the other hand, as noted in
[121], the majority of drivers is honest and would not feel comfort-
able tinkering with their OBUs. Such drivers will gladly contribute
safety messages but under the condition that these messages will
not reveal their ID, name, location and driving patterns to unautho-
rized third party. However, drivers’ privacy in a VANET is condi-
tional, since in case of a dispute it can be revealed by legal
authorities. This issue has launched significant research activity
and basically all aforementioned VANET security architectures dif-
fer in their view and implementation of driver’s privacy.

Driver’s privacy is generally achieved using pseudonyms [136],
which can be time- or geographically based.

Time-based pseudonyms were defined in [145] as:

PXðtÞ ¼ HMACK�X
ðIDX ; tÞ

where IDX is the real identity of the OBU (and, by extension, the
vehicle) X; PXðtÞ is the vehicle pseudonym calculated at time t,
HMAC is the keyed hash function, and K�X is the secret key. Similar
approach was used in [146] where pseudonyms change over time.
Mapping between pseudonyms and real identities is performed by
the trusted authority which stores the real identities and can, thus,
easily perform the translation in either direction.

Geographically based pseudonyms were proposed in
[120,132,135,143]. These pseudonyms can be implemented as a
large set (probably 43800 certificates per OBU) of anonymous cer-
tificates with public keys, which the OBU changes after some tra-
versed distance. Legal authorities maintain the link between the
set of anonymous certificates and the ID of the OBU which is equal
to electronic licence plate. An interesting technique, called Cara-
van, for changing geo-based pseudonyms was proposed in [147].
This approach is based on a navigation group of vehicles sharing
the same geographical zone. All vehicles within the group deploy
a random silent interval before changing the pseudonyms. After
the silent period, the vehicle designated as Group Leader transmits
the updates of pseudonyms to the members of the navigation
group. In this manner, mapping of new pseudonyms to vehicle
IDs by an unauthorized third party is prevented.

Similar approach to anonymity was proposed in [121], where
anonymizer servers are placed at RSUs. When vehicle V wants to
change its pseudonym and its public/private key pair KV ; K�1

V , it
will interact with the RSU/anonymizer R in the following way:

R! V : N

V ! R : KV ; fNgK�1
V

R! V : fK 0V ;K
0�1
V ; T; fK 0V ; TgK�1

R
gKV

where N is a random nonce, T is the timestamp, and pair K 0V ; K 0�1
V is

the new set of keys. The problem with this approach is that the RSU
has to be properly authenticated by the vehicle. Moreover, there is
the problem of tracking the identity of a vehicle through the set of
RSUs, if it has liability issues. Therefore, it would be appropriate if
the vehicle submits its real identity to the anonymization server,
as indicated by the authors in [121].

The work in [135] has the potential to achieve a high degree of
untraceability. However, it assumes existence of a pseudonymity
resolution authority (PRA), the implementation of which is cur-
rently vague. If the role of the PRA is played by the CA, this frame-
work is virtually identical to the one described in [120];
furthermore, about the same level of location privacy can be
achieved using the proposal in [143]. However, the price of privacy
for these techniques is that since the number of certificates per
OBU is large, detecting an OBU which has sent false message re-
quires searching the table of certificates which has an enormous
number of entries (43,800 times the number of cars in the prov-
ince/country).

Yet another privacy preserving technique was presented in
[138] where each new member in the vehicle group submits its
own certificate together with x other (dummy) certificates. In this
manner, the attacker will not be able to trace the vehicle identity.
However, all existing neighbors would have to encrypt all their
messages with all public keys (or all symmetric keys in hybrid var-
iant), which makes this approach costly and not scalable.

Finally, the GSIS scheme [134], which offers a high degree of
privacy using group signature technique, has high computational
and communication cost.
6. Open issues and research directions

The objective of the AHVN architecture is to integrate the di-
verse wireless access technology so as to provide an ‘‘always best
connected (ABC)” communication capability that is secure, reliable
and cost-effective. Such a communication platform is not currently
available but is highly desirable to advance the capabilities of fu-
ture ITS applications. Efficient protocol solutions (e.g., for medium
access control, radio resource management, radio link control,
Internetworking between DSRC, 3G cellular, and WiMAX networks,
and end-to-end transmission control) will be essential for cost-
effective deployment of AHVN. The protocol solutions should con-
sider the dynamics of a highly mobile and potentially sparsely con-
nected network of vehicles. Addressing (and hence routing) is a
difficult problem as vehicular clusters change compositions
dynamically and communities of interests are formed and dis-
solved rapidly. When multiple wireless access capabilities exist,
it can complicate the problem of finding and addressing these dy-
namic network nodes. Sophisticated solutions can be developed
that leverage the different capabilities of diverse networks for
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the AHVN. Security and privacy continue to be a serious concern to
users of wireless communications, particularly in the unlicensed
bands. Efficient methods to transport multimedia data, especially
video, over the AHVN will also need to be developed as vehicles be-
come mobile nodes in the global network.

In this section, we outline some of the open issues and direc-
tions for future research to realize AHVN architecture and imple-
ment the corresponding protocols for vehicular telematics over
heterogeneous wireless networks.

� Enhanced multi-channel MAC protocols for DSRC: Although the
MAC for DSRC (i.e., IEEE 802.11p) follows the original IEEE
802.11 MAC and its extensions (e.g., IEEE 802.11e), the problem
of multi-channel coordination/access in the DSRC MAC is open.
This problem also needs to be addressed for a multihop V2V
communication scenario. Efficient distributed multi-channel
MAC protocols for DSRC can be developed based on the ‘‘cogni-
tive radio” concept. A DSRC radio transceiver may use intelligent
algorithms (e.g., reinforcement learning) to learn the surround-
ing environment and then to exploit the knowledge thus
obtained to adaptively select the transmission channel and the
transmission parameters (e.g., transmission power) to achieve
the target system performance.

� Dynamic spectrum sharing between DSRC and WiMAX radio: For
V2R communications through WiMAX base stations, dynamic
spectrum sharing between DSRC radio and the WiMAX radio
can potentially improve the communication efficiency as well
as the spectrum utilization (and hence the service providers’
revenue). This would be particularly true when the density of
the vehicles (i.e., traffic load) increases, and therefore, the DSRC
spectrum becomes congested. This dynamic spectrum sharing
can be implemented through software-defined radio. Since
dynamic spectrum access by multiple DSRC radio gives rise to
a competitive scenario, game-theoretic models will be suitable
to analyze this problem and the system dynamics.

� Heterogeneous wireless access for vehicular telematics: Efficient
integration of different wireless access technologies (e.g., WiFi,
WiMAX, 3G cellular) and optimal radio resource management
for vehicular networks is an open problem. In the AHVN, resource
management in multiple access networks should be addressed in
order to maximize the resource utilization, robustness and stabil-
ity of the network. Although still an open problem, some
approaches could be the use of efficient system selection and
handoff mechanisms along with dynamic spectrum sharing
through software-defined radios. A related issue here is pricing
of radio resources in the different access networks. A pricing
model characterizes the service fee (i.e., price) for utilizing
resources in a radio access network. To access the radio resources,
a vehicular node has to pay to the radio resource owner which is
typically the service provider. The decision on price setting has to
be optimally made by a service provider (or radio resource owner)
in a vehicular network to maximize network utility.

� Multimedia transmission and QoS support over vehicular networks:
Multimedia (e.g., video) transmission in wireless environments
is still a challenging task calling for high-compression efficiency
as well as a network friendly design. Parameters in video coding,
such as frame rate, quantization parameters, and frame drop-
ping, can be controlled to give different bitrates (and hence dif-
ferent decoded video quality). There are challenges in adjusting
these parameters in order to transmit multiple compressed
video programs over wireless networks in real-time subject to
channel fading, co-channel interference (CCI), and limited band-
width and power [148]. Other factors are caused by mobility,
network partitions and route failures, change in channel quality
and data rate, and network load. Some of these have to be
addressed by data congestion control at the same time.We need
to understand its design limits due to its extreme bandwidth
demands on real-time, and to provide adequate network
resources from the limited bandwidth of the wireless network
to support and differentiate the QoS requirements (e.g., reliabil-
ity and latency) from different real-time streams. Previous wire-
less architecture and infrastructure are pretty much set up for
either voice or data, which is not fit for transportation of video
stream.

� Data congestion in vehicular networks: There is much work to
extend its capability to wireless network especially if one wants
to stay within the TCP realm in light of earlier discussion. The
difficulties are the results of 1) dramatic changes in the BDP
(Bandwidth-Delay Product) contributed by RTT (Round Trip
Time) fluctuations, node mobility, and traffic load change at a
mobile node, and 2) multihop communication characteristics
in terms of path asymmetry, channel conditions from errors,
medium contention, as well as hidden and exposed stations.
To combat these problems several modifications to the transport
layer were proposed in the literature. However, usefulness of
these modifications needs to be investigated in a realistic V2R
and V2V communications scenario considering lower layer pro-
tocol intricacies. Achieving a steady supply of bandwidth for
streaming traffic in presence of congestion is a challenging task.

� Cross-layer approaches: Although the cross-layer approaches
provide better performance, they are more complex to imple-
ment and design. Since implementation requires modification
of multiple communication layers, joint optimization among
all the layers can be challenging. Most of the works on the
cross-layer optimization are derived from heuristics and simula-
tion. A mathematical framework to characterize the interaction
among the layers would be desirable. This would allow reliable
algorithms to be developed for real-time applications which are
becoming increasingly important for ITS applications over vehic-
ular wireless networks.

� Implementation of security primitives with a good tradeoff
between authentication, privacy, computational complexity,
communication complexity and scalability in vehicular net-
works is a big research challenge. Some variation of the PKI sys-
tem with careful trust analysis of OBU, RSU and authentication
servers will eventually need to be adopted. Security primitives
must be computationally lightweight for OBUs and should prob-
ably be derived from some suitable form of identity based cryp-
tography, similar to one developed in [149,150]. RSUs should
have tamper-free hardware as well (this is necessary for OBUs)
and they should be connected using an IPSec tunnel [133] to
the authentication server. Furthermore, all parties in the archi-
tecture should be able to authenticate each other. It is necessary
to develop full protocols for transmission safety messages as
well as protocols for transmission of liability messages during
and after the accidents. These protocols should be developed
for the scenarios where the infrastructure (RSUs and servers)
is fully present, but also for the situations when only OBUs are
present while the infrastructure is missing. Protocols for value
added services (infotainment) and billing for all VANET services
should be developed as well.

� Neither of the privacy proposals described before (with the
exception of [135]) even mentions that OBU can be traced using
its MAC address. An OBU can also be traced using its IP address,
but since it is periodically changed via DHCP, the IP address
traceability is more complex than MAC address traceability.
Therefore, it is necessary to remove the source MAC address
from the header of the MAC frame, and use some generic MAC
address similarly to generic 0.0.0.0 IP address used in DHCP.

� At the application layer, there are challenges in developing ser-
vices and applications for most effective use of ITS and data they
collect. In particular, the implementation and software develop-
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ment has to resemble and mirror that of similar complex infra-
structures. The applications have to be as low level protocol
agnostic as applications being developed for the web, capitaliz-
ing on the efficiencies of layered architectures and modern soft-
ware engineering. Also, it is essential that applications scale up
of any vehicular technology employed across a large number
of vehicles that are intended to have more functionality than
simple monitoring. Applications developed for next generation
vehicular telematics will require an ITS-SOA similar to that in
found in the business and electronic commerce sector. The
new breed of ITS application developer will also need a healthy
degree of statistical processing in his or her toolbox.
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