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Abstract. Delay and Disruptive Tolerant Networks (DTNs) is a concept related 

to environments characterized by very long delay paths and frequent network 

disruptions. DTN is nowadays a recognized area in networking and communi-

cations research, due to its suitability and practical experiences with mobile ad-

hoc networks especially in situations where continuous end-to-end paths may 

not be always guaranteed. In DTNs, nodes store carry and forward messages, 

called bundles, to other nodes. The forwarding mechanism can occur opportun-

istically.  However, some nodes may show some selfish or malicious behavior, 

which leads to less cooperation in the network. Thus, one of the main challeng-

es in DTN is to ensure the security and confidentiality within the Network and 

assure cooperation among nodes. In this paper, we classify some of the threats 

that have been considered and treated by researchers in the field of DTN, and 

we propose a new classification based on the degree of cooperation of nodes. 

We describe different incentive mechanisms used to enhance cooperation 

among nodes in DTN environment focusing on the strengths of these mecha-

nisms and also their limitations and drawbacks. 

 

 

 

 

1   Introduction  

 

Delay Tolerant Network is a network of regional networks; it is an occasionally-

connected network [1] that permits communication where connectivity issues like long 

and variable delay, high error rates, sparse and intermittent connectivity, highly 

asymmetric data rate and non-end-to-end connectivity exist [2]. The purpose of the 

DTN is to support interoperability among these underlying stressed regional networks. 

DTN concept was originally designed for communicating with spacecraft, to 

compensate for disconnections over interplanetary distances [3]. However, after 

several years of research in the field of DTN, numerous implementations and 

applications have appeared with a broad variety of performance and application 
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domains [4] (inter-planetary networks [3], underwater networks [5], wildlife tracking 

networks [6], military tactile networks [7]…). We regroup in table 1 the different 

examples of DTN application. A new work group has been created in the IETF to 

tackle DTN issues and application in terrestrial context [8].  

The unit of information exchange in Delay Tolerant Networks is a bundle [9][10]. A 

DTN node is an entity with a bundle layer. A node may be a host, router, or gateway 

acting as a source, destination, or forwarder of bundles [4].  

Fig.1 shows the bundle layer and its position with respect to the network layers when 

compared to the Internet layers. The DTN bundled layer is common across all the 

DTN regions while the lower layers are all region specific. 

DTN utilizes the concept of store, carry and forward [11][12][13] (Fig.2) which is a 

long established form of postal system. Each node has a persistent storage system, 

which is used to store messages as backup just in case the network fails during 

transmission. The node stores bundle in its buffer for a certain time (can be minutes, 

hours or even days) and will be forwarded only when connection between the 

intermediate nodes is established. 

DTN Applica-

tions 
Purpose DTN nodes Delay 

ZebraNet [6] 
Track African zebras 

across large regions 
Zebra,  mobile base station Hours or days 

DakNet [14] 
Digital communications 

for rural areas 

Coaches, motorbikes, ox 

carts, kiosks, access points 
Minutes or hours 

KioskNet [15] 
Digital communications 

for rural areas 

Buses, kiosks, hand-held 

devices, desktop computers 

with a dial-up connection  

Hours or days 

Widernet [16] 

To improve educational 

communication systems 

in Africa 

Desktop computers with 

sufficient storage to store 

web sites with rich 

educational contents 

Days or monhs 

Table 1 : Example of DTN applications 
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Fig. 2 Store-carry and forward paradigm 

 

2   Security Threats: An overview 

2.1    Non-DTN threats  

 

The first series of threats to consider are those from the elements that are not directly 

part of the DTN, The network is an overlay network. Packets can traverse multiple 

underlying networks where the message might be edited or deleted. 

An overlay network inherits all of the good and all of the bad of the underlying 

networks upon which it resides [17]. For example, if an overlay network passes over 

four or five different concatenated underlying networks, then the overlay network is 

vulnerable to all of the insecurities of any of the underlying networks. This makes 

overlay networks much more difficult to secure as one has to secure each underlying 

network in addition to applying proper security to the network overlay itself. 

Data bundle 
 

Mobile node 

  

 

 

 

 

 

APPS 

 
APPS 

Fig. 1 Position of bundle layer 
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certain DTN infrastructures (through an attack on the routing protocol) resource 

consumption could be catastrophic for the network, which reduces its performance.  

Limited resources challenge requires an efficient protocol design. In other words, 

nodes must utilize their limited hardware resources such as CPU, memory and battery 

efficiently. For example, in WSNs [19], nodes can be located in an open environment 

for years before data are collected, and hence it requires nodes to carefully manage 

their energy usage. Additionally, a good routing protocol will leverage the resources 

of multiple nodes. For example, nodes may choose to shift some of their stored 

bundles to other nodes to free up memory or to reduce transmission cost. 

2.3 Routing attacks 

 Denial of Service 

 

This type of attack must be considered in the DTN context because it is at the same 

position of other MANETs. So, all the problems with secure routing in ad-hoc net-

works exist for many DTNs too. 

 

Denial of service is one of the major threats and among the toughest security issues in 

networks nowadays [20] because it attempts to limit access to a machine or service. 

The effect of Dos in Delay Tolerant Network is even more aggravated due to the scar-

city of resources. Perpetrators of DOS attacks in DTN-like environments look beyond 

the objective of rendering a target node useless [21]. The aim of an attacker is to cause 

a network-wide degradation of resources, service and performance. This can easily be 

achieved by exhausting node or link resources and partitioning the network. 

 

 Black-Hole 

 

This attack aims to destroy the network services, causing a sharp decline in delivery 

rate [22]. Malicious nodes involved in launching the black-hole attack disseminate 

false probable information delivery to increase -or decrease- their chances to be se-

lected and attract the maximum number of messages to delete later. 

Gray-hole It is an extension of the Black-hole attack where malicious nodes delete 

certain packets (as opposed to black-hole that remove all packages) [23]. 

 

Worm-Hole 

Malicious nodes build a tunnel between each other using a low latency link to con-

vince victims that it is the best path to send packets [24]. These nodes can manipulate 

the routing algorithm and control information that is shared by the honest nodes which 

disrupts the packet delivery operation. 

 

 

 

 

2.2    Resource consumption 

Due to resource scarcity that characterizes DTN, unauthorized use of resources –

particularly battery power and storage - can be considered as threats on the 

infrastructure of DTN  [18]. For example, if an unauthorized application could control 
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Techniques  Objectives Details 

Bundle Authentication 

Block (BAB) [16] 

Ensures bundle 

authenticity and 

integrity 

Used to thwart DOS and to ensure routing 

information exchange between “neighboring” DTN 

nodes is authenticated. 

Internet Security 

Association and Key 

Management Protocol 

(ISAKMP) [25] 

Anti-clogging 

technique where a 

client is required to 

return a server 

generated cookie 

Used to prove a client’s identity and is verified 

by the server before any costly authentication 

protocol is triggered. 

Tackling the junk mail 

[20] 

Tackle the problem of 

connection depletion 

attacks 

Use cryptographic puzzles where a sender is 

required to compute a puzzle for very message sent. 

The cost of this technique is negligible for normal 

users when compared to mass mailers. 

Table 2 Some solutions proposed to protect against attacks 

 

3   Cooperation in Delay Tolerant Networks 

Due to the uncertainty of transmission opportunities between nodes, Delay Tolerant 

Networks adopts a store–carry–forward method [26]. This method requires nodes to 

store and forward messages in a cooperative way. However, threats mentioned in the 

previous chapter directly affect the cooperation between nodes in the DTN and im-

plicitly affect the performance of DTN. 

The authors in [27] define three types of nodes behavior: cooperative nodes, partly-

cooperative and uncooperative. 

 

Cooperative nodes: stock and forward messages to another node without restriction. 

 

Partly-cooperative: Agree to forward the messages coming from other nodes, but on 

condition that transmits messages directly to the destination. 

 

Uncooperative: DTN are resource-constrained networks. The selfish behaviors may 

occur among the nodes to preserve its own resources (energy, storage space, CPU…) 

by ignoring the packet from other nodes and will forward only its own message [28]. 

Another type of uncooperative nodes is that malicious nodes provide forged metrics to 

other nodes that come in contact with and attract packets from them [29]. After receiv-

ing these forwarded packets the malicious node can either drop or modify them [30]. 

On the basis of types mentioned above, we propose a classification of node behavior 

(Fig. 3): 
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Fig. 3 Classification of node behavior 

 

 

3.1 Impact of uncooperative behavior 

 

The existing research works, based on theoretical analysis models and simulations,  

demonstrate two characteristics of the performance degradation caused by uncoopera-

tive behavior, Firstly, the routing performance (i.e., delivery ratio, delivery cost and 

delivery latency) is seriously degraded, if a major portion of the nodes in the network 

is selfish [31]. Secondly, the impact on the routing performance is related to the unco-

operative behavior (i.e., non-forwarding of messages and dropping of messages). The 

behavior of non-forwarding of messages reduces the delivery cost, while the behavior 

of dropping of messages increases the delivery cost. However, both of them decrease 

the delivery ratio, and prolong the delivery latency, even if messages are eventually 

delivered. 

 

3.2 Strategies for preventing uncooperative behavior 

 

In order to reduce the impact of uncooperative behavior on routing performance, a 

number of studies focus on stimulating uncooperative nodes to be cooperative. The 

existing incentive strategies can be classified into three categories [27]: Barter based, 

Credit based and Reputation based, table 3 summarizes these strategies. In the follow-

ing sections, we present a comprehensive discussion about these different strategies.  

 

Barter-based strategies 

 

Barter-based or pair wise Tit-For-Tat strategy is the simplest strategy and one of the 

most popular motivations to tackle the problem of uncooperative behavior [32]. It is 

based on the fact that every node forwards as much traffic for a neighbor as the neigh-

bor forwards for it. In [33], the authors divide the message into two types: primary 

messages and secondary message. A message is a primary message for a given mobile 

285



node, if the mobile node is interested in the content of the message and secondary if 

the mobile node is not. It is worth for the users collecting messages even if they are 

not interested in them to exchange them later for messages that they are interested in. 

However, the requirement of exchanging the same amount of messages is a two-edged 

sword. The problem is when the node has no enough messages to exchange; the mes-

sage should not be delivered to destination even if the destination is in connection 

[32], which reduces routing performances. 

 

Credit-based strategies 

 

Due to disadvantages of barter-based, Credit-based strategies are proposed to avoid 

these disadvantages. This strategy encourages nodes to be cooperative by paying re-

ward for cooperative nodes. The concept is that if a node cooperates to forward a 

message for others nodes, it receives an amount of credit as a reward that it can later 

explore for its own benefit. 

Credit-based strategies can be subdivided into two models [31]:  Message Purse 

Model: the source node pays credits to nodes which participate in delivering the mes-

sage to the destination. Message Trade Model: the source node do not pay for the 

message forwarding, contrary to message purse model, the receiver pays credits to the 

sender of a message until the message reaches the destination, which finally pays for 

the message forwarding. Because the source nodes do not pay for the message for-

warding, the network can be flooded by the source node. For this reason, most of the 

credit-based works utilize the message purse model. 

 

Reputation-based strategies 

 

In Reputation-based strategies, each node observes the behavior of other nodes and 

assigns each of them a reputation, which measures how well a node is behaving. Repu-

tation is calculated from the opinion of neighbor. The routing of messages is done on 

the basis of the reputation: the lower the reputation the lower the probability that a 

node is chosen as next hop for forwarding a message [34]. 

 

Reputation-based strategies can work even if a major portion of the malicious nodes. 

However, this kind of strategy mistakenly considers the collaboration of intermediate 

nodes as selfish behavior, which results in the decrement of the delivery probability of 

the messages generated. 

 

Strategies advantages Limitations 

Barter-based 
Requirement of exchanging 

the same amount of message 

When the node has no enough messages to 

exchange 

Credit-based 
Encourage nodes to be 

cooperative by paying reward 

Cannot work in an environment in which the 

nodes have a high probability of being selfish to 

other nodes 

Reputation-

based 

Work well even if a major 

portion of the nodes are 

uncooperatives 

Consider the collaboration of intermediate nodes 

as selfish behavior 

Table 3 Advantages and limitations of preventing strategies 
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4   Conclusion 

In this paper, we presented an overview of the various security threats in Delay Toler-

ant Networks such as non-DTN threats, resource consumption and routing attacks.  

We focused on threats related to nodes behavior and cooperation and their effects on 

DTN performances. Thus, we proposed a new cooperation degree classification: Co-

operative node (Fully cooperative and partly cooperative), and uncooperative node 

(Malicious, selfish and misbehaving). We pointed out the negative impact of uncoop-

erative behavior on the network, and we presented the existing strategies aiming to 

solve or at least to reduce the impact of this issue. We discussed their strengths and we 

made a special focus on the limitations of these strategies and their drawbacks. 

Due to the importance and the utility of Delay Tolerant Networks, especially in their 

terrestrial applications, further work should take into consideration security threats in 

order to solve the problems encountered in these networks and reduce the negative 

impact of threats. 
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