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ABSTRACT

This paper is concerned with the relay and jammers selection in two-way cooperative
networks to improve their physical layer security. Three different categories of selection
schemes are proposed which are; selection schemes without jamming, selection schemes
with conventional jamming and selection schemes with controlled jamming. The selection
process is analyzed for two different network models; single eavesdropper model and
multiple cooperating and non-cooperating eavesdroppers’ model. The proposed schemes
select three intermediate nodes during two communication phases and use the Decode-
and-Forward (DF) strategy to assist the sources to deliver their data to the corresponding
destinations. The performance of the proposed schemes is analyzed in terms of ergodic
secrecy rate and secrecy outage probability metrics. The obtained results show that the
selection schemes with jamming outperform the schemes without jamming when the
intermediate nodes are distributed dispersedly between sources and eavesdropper nodes.
However, when the intermediate nodes cluster gets close to one of the sources, they are
not superior any more due to the strong interference on the destination nodes. Therefore, a
hybrid scheme which switches between selection schemes with jamming and schemes
without jamming is introduced to overcome the negative effects of interference. Finally, a
comparison between relay and jammers selection schemes in both one-way and two-way
cooperative networks is given in terms of both secrecy metrics. The obtained results reveal
that, despite the presence of cooperating eavesdroppers, the proposed selection schemes
are still able to improve both the secrecy rate and the secrecy outage probability of the two-
way cooperative networks.

© 2015 Elsevier Ltd. All rights reserved.

1. Introduction

Due to the broadcast nature of wireless communication net-
works, the adversarial “eavesdroppers” nodes can intercept
transmissions in their coverage area and try to recover parts

of the transmitted message. This issue makes security solu-
tions quite challenging to implement in wireless communi-
cations. Recently, security technologies that are designed for
the physical (PHY) layer have gained considerable attention
(Wyner, 1975). The basic idea of these PHY-based approaches
is to exploit the characteristics of wireless medium, like
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channel fading and inherent randomness of the noise, to
allow legitimate nodes (source and destination) to communi-
cate securely at a nonzero rate in the presence of eavesdrop-
pers, provided that the source-eavesdropper channel is a
degraded version of the main channel. The security is quan-
tified by the secrecy capacity, which is defined as the
maximum rate at which information is transmitted with a
perfect secrecy from the source to the destination. In Csiszar
and Korner (1978), Liang et al. (2008), the secrecy capacity of
the Gaussian wiretap channel, was extended to signal trans-
mission over the broadcast and wireless fading channels,
respectively.

Several works have been proposed to increase secrecy ca-
pacity of wireless networks with both cooperative relaying
and cooperative jamming protocols (Dong et al., 2009; Dong
et al, 2008; Liang et al., 2008; Lai and El Gamal, 2008;
Krikidis, 2010; Krikidis, 2009; Ibrahim et al., 2013; Ibrahim
et al.,, 2008; Beres and Adve, 2008; Al-nahari et al., 2012;
Simeone and Popovski, 2008; Popovski and Simeone, 2009;
Tekin and Yener, 2008). In Dong et al. (2009), Dong et al. (2008),
the authors proposed effective amplify-and-forward (AF) and
decode-and-forward (DF)-based cooperative relaying pro-
tocols for physical-layer security, respectively. In Liang et al.
(2008), the authors address the reliability, stability and phys-
ical layer security for wireless broadcast networks. Further-
more, joint optimal power control and optimal scheduling
schemes were proposed to enhance the secrecy rate of the
intended receiver against cooperative and non-cooperative
eavesdroppers’. In Lai and El Gamal (2008), the authors show
that even if the source-destination rate is zero a positive se-
crecy rate can be achieved if the relay is closer to the desti-
nation than the eavesdropper. Moreover, an efficient secrecy
rate for networks with several potential relays and multiple
eavesdroppers can be verified via relay selection by keeping
the complexity relatively low. In Krikidis (2010), two relay se-
lection techniques have been proposed with different levels of
feedback overhead. The authors in Krikidis (2009) extended
the work presented in Krikidis (2010) for cooperative networks
with jamming protection without considering the direct links.
The authors in Ibrahim et al. (2013) extended the work pre-
sented in Krikidis (2009) with the presence of direct links, the
assumption that broadcast phase is unsecured, and when one
or more eavesdroppers are present in the system. In Ibrahim
et al. (2008), Beres and Adve (2008), different strategies for
relay selection were introduced for improving the secrecy rate
in Krikidis (2010). In Al-nahari et al. (2012), the authors pro-
posed multiple relay selection schemes which improve the
secrecy rate and enhance the outage performance for secrecy-
constrained cooperative networks with multiple eavesdrop-
pers. In Simeone and Popovski (2008), Popovski and Simeone
(2009), Tekin and Yener (2008), the authors showed that, the
capacity of the eavesdropper link can be reduced via jamming
schemes which produce an artificial interference at the
eavesdropper node.

1.1.  Related work
The two-way relay channel has attracted much interest

because of its bandwidth efficiency and potential application
to cellular networks and peer-to-peer networks (Rankov and

Wittneben, 2006; Rankov and Wittneben, 2007; Chen et al.,
2011; Zhou et al, 2013; Chen et al,, 2012). In Rankov and
Wittneben (2006), Rankov and Wittneben (2007), the one-way
relay channels AF and DF protocols were extended to the
general full-duplex discrete two-way relay channel and half-
duplex Gaussian two-way relay channel, respectively. In
Chen et al. (2011), joint relay and jammer selection schemes
have been studied to ensure secure communication in DF two-
way cooperative networks when there is no direct link be-
tween the two sources. Furthermore, the signal transmission
consists of three phases and the authors deal with secrecy
outage probability metric only. In Zhou et al. (2013), different
relay and jammer selection schemes in DF two-way relay
networks have been investigated in terms of ergodic secrecy
rate metric only and with a perfect instantaneous knowledge
of each link in the presence of one eavesdropper. In Chen et al.
(2012), several relay and jammer selection schemes in AF two-
way cooperative networks with physical-layer security
consideration have been studied with the assumption that
jamming signal is unknown at the other intermediate nodes
and considering one eavesdropper network model. However,
none of these works have examined the case of multiple
cooperating and non-cooperating eavesdroppers’ model in
two-way cooperative networks. Therefore, this paper ad-
dresses this case.

1.2 Paper contributions

The main contribution of this paper is to propose three
different categories of relay and jammers selection schemes
to improve the physical layer security of two-way cooperative
networks. These categories are; selection schemes without
jamming, selection schemes with conventional jamming
(where the jamming signal is unknown at the destinations),
and selection schemes with controlled jamming (where the
jamming signal is known at the destinations). The considered
network consists of two sources, multiple intermediate nodes,
and one or more eavesdroppers. The proposed schemes select
three intermediate nodes during two communication phases.
In the first phase, a friendly jammer is selected to create
intentional interference at the eavesdroppers' nodes. In the
second phase, two relay nodes are selected; one node is
selected to operate as a conventional relay and assists the
sources to deliver their data to the corresponding destinations
via the DF strategy. While the other node behaves as a jammer
node in order to confuse the eavesdroppers in this phase. The
proposed schemes are analyzed with two different channel
knowledge sets; a global instantaneous knowledge of all links
and an average knowledge of the eavesdroppers’ links.

The performance of the proposed schemes is analyzed in
terms of ergodic secrecy rate and secrecy outage probability.
The obtained results show that the selection schemes with
jamming outperform the schemes without jamming when the
intermediate nodes are distributed dispersedly between
sources and eavesdropper. However, when the intermediate
nodes cluster gets close to one of the sources, they are not
superior any more due to the strong interference on the
destination nodes. Therefore, a hybrid scheme which
switches between jamming and non-jamming selection
schemes is proposed to overcome jamming limitations and
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seems to be an efficient solution for practical applications
with critical secrecy constraints. Moreover, the impact of
changing both the eavesdroppers and the intermediate nodes
location on the system performance is discussed in this paper.
Finally, we discuss the impact of the presence of multiple
cooperating and non-cooperating eavesdroppers on system
performance metrics. The obtained results reveal that, despite
the presence of cooperating eavesdroppers, the proposed se-
lection schemes are still able to improve both the secrecy rate
and the secrecy outage probability of the two-way cooperative
networks.

The rest of this paper is organized as follows. In Section 2 we
describe the network model, and formulate the problem. In
Section 3 the different proposed selection schemes are intro-
duced. Numerical results and discussion are shown in Section
4, and finally the main conclusions are drawn in Section 5.

2. Network model and assumptions
2.1. Single eavesdropper model
2.1.1. Network model

We assume a simple network configuration consisting of two
sources S; and S,, one eavesdropper E, and an intermediate
node set Syeiqy = {1, 2, ..., N } with N nodes as shown in Fig. 1.
The intermediate nodes operate in half duplex mode there-
fore, they cannot transmit and receive simultaneously and the
communication process performed in two phases. During the
first phase S; and S, transmit their data to the intermediate
nodes and due to the broadcasting nature of the transmission;
the eavesdropper overhears the transmitted information. In
addition, according to the security protocol, one node J; is
selected from S,qy set to operate as a “jammer” and transmits
intentional interference to degrade the sources-eavesdropper
links in this phase. During the second phase, an intermediate
node R is selected to operate as a conventional relay which

N-Relays Set

S,

Source nodes

Intermediate nodes

O Eavesdropper

a) 1" phase.

forwards the sources messages to the corresponding desti-
nations. Node R belongs to a decoding set, C4 (C4 S Sretay) Which
includes the relays that can successfully decode the sources
messages. A second jammer J, is selected from Sy, for the
same reason as J;. Note that the artificial interference from the
jamming nodes is unknown at S; and S, and thus they are not
able to mitigate it and this is referring to applications with
critical secrecy constraints.
In this work we made the following assumptions:

e There is no direct link between the two sources.

¢ The jamming signal is known at the rest nodes of Sy, the

interference will not degrade the performance of the

sources-relay links.

Selection in the proposed schemes made with the secrecy

constraints.

e In both two phases, a slow, flat and block Rayleigh fading
environment is assumed, i.e., the channel remains static
for one coherence interval and changes independently in
different coherence intervals with a variances? , = d.f,
where d,, , is the Euclidean distance between node m and
node n, and B is the path-loss exponent (Hassan, 2012).

e Furthermore, additive white Gaussian noise (AWGN) is
assumed with zero mean and unit variance.

Let PO, P® and PY denote the transmitted power for the
source nodes, the relay node and the jamming nodes,
respectively. In order to maximize the benefits of the proposed
schemes and protect the destinations from the artificial
interference, the jamming nodes transmit with a lower power
than the relay node and thus their transmitted power is
defined as P ¥ = P®V/L (with P® = pP®), where L > 1 denotes the
power ratio of relay to jammer (Krikidis, 2009).

2.1.2.  Problem formulation
The instantaneous secrecy rate with the decoding set C, for
source S; is given as Liang et al. (2008);

N-Relays Set

S S5

O

———— Desired information channels

Eavesdropper links

Jamming channels

b) 2" phase.

Fig. 1 — Network model with one eavesdropper.
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1 1 *
R\Scxa\(R’jl,}Q) = 510g2(1+n)7510g2(1+1“gj>} for|Cq| >0

(1)
where [x]" £ max {0, x}, I'; and I'yj denote the signals to
interference-plus-noise ratios (SINRs) of link S; — S; (i, j =1, 2, 1
# j) and link S; — E, respectively and they are given by:

. TRS;
I=—85% 2
l V2.5 +1 ( )

TE _ ’YSJ.E YRE
boysetvetl o ov,ptl

(3)

where ymn 2 P™ |f,, , |12 denotes the instantaneous signal-to-
noise ratio (SNR) for the link m — n modeled as a zero-mean,
independent, circularly-symmetric complex Gaussian
random variable with variance ¢%,, The overall secrecy
performance of the system is characterized by the ergodic
secrecy rate which is the expectation of the sum of the two
sources' secrecy rates, E[R‘SC“‘(RJlJz)] where,

REU(R J1.J2) = G (R J1,J2) + REH (R J1,J2) ()

2

Sometimes secrecy performance of the system is charac-
terized by the secrecy outage probability, which is defined as
the probability that the system secrecy rate is less than a
target secrecy rate Ry > 0. Secrecy outage probability is written
as:

N
Pout = » P {R3(R,J1,J2) <Rr}P,{|C4| = n} (%)
n=1

Our ultimate objective is to select appropriate nodes R, J;,
andJ, in order to maximize the instantaneous secrecy rate for
different types of channel feedback. The optimization prob-
lem can be formulated as Ibrahim et al. (2013):

max

PR }1651
R = e S

JZ € {Srelay - R*}

{R\SCa\(RJlJz)} ,S.t.l//u(for u= 0,1)

(6)

N-Relays Set

M-Eavesdroppers Set

a) 1% phase

where R*, ]}, J; denote the selected relay and jamming nodes,
respectively. Note that, the selected jammers J; and J; in the
two phases may be the same node, which is determined by the
instantaneous secrecy rate. ¥, denotes a global instantaneous
knowledge for all the links and ¥; denotes an average channel
knowledge for the eavesdropper links.

2.2. Multiple eavesdroppers model

2.2.1. Network model
Here we consider the presence of M-eavesdroppers set,
Seves = {1, 2,..., M }as shown in Fig. 2.

2.2.2. Problem formulation
In the network with multiple eavesdroppers, the eavesdrop-
pers may cooperate or non-cooperate with each other in two
different scenarios as follows:

1st scenario: when the eavesdroppers are non-cooperative
(i.e. each eavesdropper tries to decode the sources informa-
tion individually). The instantaneous secrecy rate with the
decoding set C4 for source S; is given as (Al-nahari et al., 2012)

REI(RJ1J2) = | log,(1+ 1)) - Slog, (14 max {rs, ) +
s (RoJ1:)2) = 15108, i) = 5108 EmeSaevm L oM
for|Cq| >0
)

where T is given by (2) and I'g, can be expressed as follows

Ys,
Is, Sj,Em YREm (8)

i YsiEm T ViEm T 1 Ve, +1

Note that in (7) we have considered the worst case, in which
the eavesdropper can achieve the maximum rate. In other
words, the secrecy rate achieved at the destination node is
limited by the maximum rate achieved at the eavesdroppers.

2nd scenario: when the eavesdroppers are cooperative (i.e.
malicious eavesdroppers cooperate together in order to over-
hear the sources information). The instantaneous secrecy rate
with the decoding set C4 for source S; is given as (Lai and El
Gamal, 2008);

N-Relays Set

S] SZ

M-Eavesdroppers Set

b) 2" phase

Fig. 2 — Network model with multiple eavesdroppers.
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M

.
1 1
RY(RJ1J2) = 210g2(1+T1-)210g2<1+2(1“sm1>>} for|Cq|>0
m=1
©)

where I and I'g, are given by (2), (8), respectively.

It is clear from (9) that the cooperation between the
eavesdroppers adds more constraints on the achievable se-
crecy rate by the source nodes.

3. The proposed relay and jammers
selection schemes

Three different categories of relay and jammers selection
schemes including; selection schemes without jamming, se-
lection schemes with conventional jamming (where the
jamming signal is unknown at the destinations) and selection
schemes with controlled jamming (where the jamming signal
is known at the destinations) will be discussed in the following
subsections.

3.1. Selection schemes in the presence of one
eavesdropper

3.1.1.  Selection schemes without jamming

In a conventional cooperative network, the relay scheme does
not have a jamming process and therefore only one relay ac-
cesses the channel during the second phase of the protocol.
The existing selections are summarized as follows:

e Conventional Selection (CS)

This solution does not take the eavesdropper channels into
account, and the relay node is selected according to the
instantaneous SNR of the channel between node S; and node
S, (Krikidis, 2010). Therefore, the SINR given in (2) can be
written as follows

It =7y (10)

Hence, the conventional selection scheme can be expressed
as:

max
* [Cal ICal
R = argR c {RS1 (R) +Rg; (R)}

max (1 1
—arg ) {Jlom(1+15) +log, (1415 |

max
=ar 1+T75%)-(1+715° 11
Epec, {(1+15)-(L+1F)) oy
Although the selection in (11) is an effective solution for
non-eavesdropper environments, it cannot support the se-
crecy constraints for eavesdropper environments.

e Optimal Selection (OS)
This solution takes the relay-eavesdropper link into ac-

count and decides the relay node according to the knowledge
set ¥,.The SINRs given in (2) and (3) can be rewritten as:

F?s = I-ics = TrS; (12)
Vs, E

70s — L 13

5 vset1 TR 13)

The optimal selection scheme is given as (Zhou et al., 2013):
max max (1
R = RIGI(R) - RIS (RYL — ud} 14 108
arg o {RSIR) T REIR) | =argy — o (5log, (14 17%)

1 1 1
- 51og2 (1 + TSf) + Elogz(l +TI3°%) - Elog2 (1 + Tgf) }

max [1+79 141
"R (T IE T I
a ([1+15) 1+ 1%

(14)

e Optimal Selection with Max-Min Instantaneous Secrecy Rate
(0S-MMISR)

It is common that the sum of the two sources secrecy rates,
i.e.,{R‘SCI““ (R) + R‘SCZ“‘ (R)} may be driven down to a low level by the
source with the lower secrecy rate. As a result, for a low
complexity, the relay node, which maximizes the minimum
secrecy rate of the two sources, can be selected to achieve a
near-optimal performance. In addition, in some scenarios, the
considered secrecy performance takes into account not only
the total secrecy rate of both sources, but also the individual
secrecy rate of each one. If one source has a low secrecy rate,
the whole system is regarded as secrecy inefficient. The OS-
MMISR scheme maximizes the worse instantaneous secrecy
rate of the two sources with the assumption of knowledge set
¥y, and we can get

: max (gl Cal
R = argR c mm{st (R), Rs? (R)}
€0lq

(15)

max . {1+F§’S 1+F§s}
= arg min

ReCy 1+F§f’ 147188

where I'’® and I"gs are given by (12) and (13), respectively.
¢ Suboptimal Selection (SS)

This scheme avoids the OS scheme instantaneous esti-
mation of the relay eavesdropper link by deciding the appro-
priate relay based on the knowledge set ¥;. The suboptimal
selection scheme can be written as (Krikidis, 2010):

max ss ss
R = ar LR (16)
g S5 S5
ReCy |1+ 1% 1+1I%
where
Fiss = T?S = TrS; (17)
Elvsk
I = Q + E[vre] (18)

5 E['YSi'E} +1

Comparing OS scheme in (14) and SS scheme in (16), SS
scheme is more useful in practice as it depends on average
channel knowledge for the eavesdropper links.

o
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=
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e Suboptimal Selection with Max-Min Instantaneous Secrecy
Rate (SS-MMISR)

The SS-MMISR scheme maximizes the worse instanta-
neous secrecy rate of the two sources with the assumption of
the knowledge set ¥, and we can get

max
R' = arg
RECd
max. (14718 14715
min 1+I~SS’ 1+TSS
ReCy Ep Eq

where I'$° and FE}S are given by (17) and (18), respectively.

min{R$!(R), REI(R)}

= arg

3.1.2.  Selection schemes with conventional jamming

In this subsection, we present several node selection schemes
based on the optimization problem given by (6) in order to
maximize the expectation of the sum of the two sources’ se-
crecy rates.

e Optimal Selection with Jamming (OSJ)

The optimal selection with jamming assumes the knowl-
edge of the ¥, set and ensures a maximization of the sum of
instantaneous secrecy rates of node S; and node S, given in (4),
which gives credit to:

max

Cal
(R* }* }*) — ar ]lesrelay {de (R,}17}2)}
V1)) = 38 peg,
JZE{Srelay - R*}
max {1+T1.1+F2}
J1€Sreay 141, 1+ 1%,
= arg ReC, (20)

J2€{Sretay —R"}
where I'; and I are given by (2) and (3), respectively. The
cooperative relay and jammers selection in (20) tends to pro-
mote the system's secrecy performance by maximizingli,
which promotes the assistance to the sources and mini-
mizingl‘EJ, which is equivalent to enhance the interference to
the eavesdropper.

e Optimal Selection with Jamming with Max-Min Instantaneous
Secrecy Rate (OSJ-MMISR)

In OSJ-MMISR scheme, the selected relay and jamming
nodes aim to maximize the worse instantaneous secrecy rate
of the two sources with the assumption of the knowledge set
¥y, and we can get

max
PR jlesrela
(R".J1.);) = arg RECdy
}ZE{Svelay - R*}
max min{1+r17 1+F2}
}1ESreIuy 1+rEz 1+FE1
ReCy
}ZE{Srelay - R*}

min{R§! (R J1.J2), RE(RJ1J) )

= arg

21
where I'; and I';; are given by (2) and (3), respectively. @y

e Suboptimal Selection with Jamming (SS]J)

In practice, an average knowledge of eavesdropper links
available from long-term supervision of the eavesdropper
transmission provides suboptimal selection metrics. The se-
lection metric is modified as

arg

max {1+F1.1+F2}
(R*J;};):

]1 € Srelay 1+ F/Ez 1+ FIEl
ReCy
}2 € {Svelay - R*}

where [ is given by (2) andfg] can be calculated as follows

(22)

o E[YSJ’E] n E[vre]
-

I Elvse +E[v,e] +1 Elv,el +1 (23)

e Suboptimal Selection with Jamming with Max-Min Instanta-
neous Secrecy Rate (SSJ-MMISR)

In SSJ-MMISR scheme, the selection policy maximizes the
worse instantaneous secrecy rate of the two sources with the
assumption of the knowledge set ¥;. The selection metric is
modified as:

max . |14+ 141,
min 7 ]
Ja ESrelay 1+ FEZ 1+ FE1

ReCy
}2 € {Svelay - R*}
where T; andF;EJ are given by (2) and (23), respectively.

(R'.J3.J5) = arg (24)

3.1.3.  Selection schemes with controlled jamming

In this subsection, an optimal selection with controlled jam-
ming (0SCJ) scheme is proposed. Unlike the previous conven-
tional jamming schemes, where the jamming signal is
unknown at destinations and eavesdropper, OSCJ] scheme as-
sumes that the jamming signal can be decoded at destinations
but not at eavesdropper. In this case, the SINR of the link from §;
(for j = 1, 2) to E remains the same as given by (3). The SINR of
the link from S; to S; (for i, j=1, 2, i # j) is modified as follows:

179 =y, (25)
3.1.4. Hybrid selection schemes
e Optimal Switching (OW)

The original idea of using jamming nodes is to introduce
interference on the eavesdropper links. However, based on the
assumption that jamming signal is unknown at destinations,
the continuous jamming from J, in the second phase may
decrease the secrecy rate of both sources seriously, specifically
when J, is close to one destination. In order to overcome this
“negative jamming” effect which leads to excessive interfer-
ence at destinations, we propose an intelligent hybrid selection
scheme which switches between optimal selection with jam-
ming and optimal selection without jamming. The required
condition for the participation of the jamming nodes is

o
o8
3E
=
59
Um
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{RE ®J1J) +RE R I | > {REIR) +RER)}

ie,
140 1405 14719 147198 26)
1+4+Tg, 14 1%, 1+T8251+Tgls

whererl, Iy, , IT?° and ng are given by (2), (3), (12) and (13),
respectively.

If the condition in (26) was achieved, the OS] scheme pro-
vides higher instantaneous secrecy rate than OS does and is
preferred. Otherwise the OS scheme is more efficient in pro-
moting the system's secrecy performance and should be
employed. Because of the uncertainty of the channel coefficient
hm,n for each channel m — n, OW should outperform either the
continuous jamming scheme or the non-jamming one.

max
jlesrelay 1+T1

141,

max 14198 1+719°

Re(Cy max 05 ' max 05
L E e Semym (15n) 17 E, o5 vm (150,)

R'=arg

Em, Em,

(28)

where I'Y* is given by (12) and I'®> can be expressed as follows
J

gj}. = % + YREn (29)
3.2.1.2. Selection schemes with conventional jamming. As in
Al-nahari et al. (2012) the selection policy which maximizes
the instantaneous secrecy rate given in (7) and therefore
maximizes the sum of the two sources secrecy rates given in
(4), assuming that |C4 | > 0 is given as

(R*,};J;) = arg ReC, * A% .
J2€ {Sreay ~R'} 1+EmESW%Vm(rMJ br

e Suboptimal Switching (SW)

Given the fact that jamming is not always a positive process
for the performance of the system, the suboptimal switching
(SW) scheme uses the available knowledge set ¥; to make
intelligent switching between SSJ and SS schemes. More spe-
cifically, the required condition for switching from SS to SSJ is

max

]1 Esvelay 14 F?SCJ

14199

(30)

max
(7e.)
EnE€SepesYM !

where I'; and I’ B, are given by (2) and (8), respectively.

3.2.1.3. Selection schemes with controlled jamming. In this
scheme, the selection policy which maximizes the instanta-
neous secrecy rate given in (7) and therefore maximizes the
sum of the two sources secrecy rates given in (4) assuming
that |C4 | > 0 is given as (Al-nahari et al., 2012)

RJ1J,) = arg ReCqy max

(RS R J) + R R I | > {REVR) +REIR)]

ie.,

1+77 141 S 1+1‘§5.1+I‘§S 27)
1+Tg, 1+ Ty, 14T 14715
wherel’;,I'; IS and T%S are given by (2), (23), (17) and (18),
respectively.

3.2. Selection schemes in the presence of multiple
eavesdroppers

3.2.1. Selection schemes with non-cooperating eavesdroppers
3.2.1.1. Selection schemes without jamming. As in Al-nahari
et al. (2012) the optimal relay selection is given by

’ maXx
}2 S {svelay - R*} 1 + Em eSeues vm (rEmz) 1 + Em eSeues vYm (FEml>

(31)

where 1?°Y and I';, are given by (25) and (8), respectively.

3.2.2.  Selection schemes with cooperating eavesdroppers
3.2.2.1. Selection schemes without jamming. As in Ibrahim
et al. (2013) the optimal relay selection is given by

R — max 1+19° 14719
= arg ReCy M 0s M 0s
1 + Zm:l rEm2 1 + Zm:l FEml

(32)

where I'?® and I'$° are given by (12) and (29), respectively.
J

3.2.2.2. Selection schemes with conventional jamming. As in
Ibrahim et al. (2013) the selection policy which maximizes the
instantaneous secrecy rate given in (9) and therefore maxi-
mizes the sum of the two sources secrecy rates given in (4)
assuming that |C4 | > 0 is given as
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max 1411 ] 1+1,
o ok S M - M -
(R ,}1,}2): arg }1R€Eg;ay ].Jer:l (1 Em2> 1+Zm:1 (1 E’"l)

}2 € {Srelay *R*}

(33)

where TI'; and Tg, are given by (2) and (8), respectively.

3.2.2.3. Selection schemes with controlled jamming. In this
scheme, the selection policy which maximizes the instanta-
neous secrecy rate given in (9) and therefore maximizes the
sum of the two sources secrecy rates given in (4) assuming
that |Cq | > 0 is given as (Ibrahim et al., 2013)

max 1+19%9 ) 1415%9
. b ok es M - M )
(R"J1J;)=arg hR S g,l:y R (I E"'Z) 12 (I Eml)

]2 € {Srelay*R*}

(34)

where %Y and I, are given by (25) and (8), respectively.

4, Numerical results and discussion

In this section, we provide computer simulations to show the
effectiveness of the proposed selection schemes in improving
ergodic secrecy rate and secrecy outage probability of the two-
way cooperative networks. For simplicity, the sources and the
relay transmit with the same power, i.e. P® = P®. The relay
and the jammers transmit with a relay-jammer power ratio
L = 100. The transmission spectral efficiency is equal to Ro = 2
bits per channel use (BPCU) and the target secrecy rate is equal
to Ry = 0.1 BPCU. The secrecy performance is discussed for two
different network models as follows;

4.1. Secrecy performance for single eavesdropper model

The simulation environment of this model was presented in
Fig. 1 and consists of two sources S;, S,, one eavesdropper E
and an intermediate nodes cluster with N = 4 nodes. All the
nodes are located in a 2-D square topology within a 1 x 1 unit
square. The sources and the eavesdropper are fixed at {Xs;,
Ys1} ={0, 0}, {Xs2, Ys2} ={1, 0} and {Xg, Y} ={0.5, 1}, respectively.
While the relays are located randomly in the 2-D space
considered and their exact location is given for each example
separately.

4.1.1. Secrecy performance when changing the N-Relays set
location in the considered area
We have three different topologies as follows;

4.1.1.1. Topology 1: when the N-Relays are distributed
dispersedly between S;, S, and E nodes. Fig. 3 shows the
considered topology, as well as the ergodic secrecy rate of the
different selection schemes. It is clear that the selection

1 EO .
5r relay
0s /
457 —6—ss JE
OS-MMISR |
4 SS-MMISR
3 35| —SOSJ
a —H—ssJ
o 3 0SJ-MMISR
& SSJ-MMISR
§ 25 ow
5 sw
o 2 oscJ i
Q ’
o
(e}
>
w

P[dB]

Fig. 3 — Ergodic secrecy rate versus transmitted power (P) of
different selection schemes when the relays are
distributed dispersedly between S;, S, and E.

schemes with jamming outperform their non-jamming
counterparts along the transmitted power range. For
example at P = 20 dB, the ergodic secrecy rate of OS] is
approximately higher than that of OS by 3 BPCU and the
ergodic secrecy rate of SSJ is approximately higher than that of
SS by 2 BPCU. In addition, we can see that in this topology, the
selection schemes which maximize the minimum instanta-
neous secrecy rates of the two-sources (e.g., OS-MMISR, SS-
MMISR, OSJ-MMISR and SSJ-MMISR) have a slightly lower
ergodic secrecy rate than the corresponding optimal ones
(e.g., 0S, SS, OS] and SSJ). Therefore, they can be used in order
to get the appropriate relay and the jamming nodes. Regarding
to the hybrid schemes, it can be seen that OW and SW
schemes perform almost the same as OS] and SSJ schemes,
respectively, as the jamming schemes are the best in pro-
moting system's secrecy performance than the non-jamming
ones. It is also clear that, the performance of OSCJ scheme
outperforms all the other selection schemes and achieves the
highest ergodic secrecy rate when the transmitted power in-
creases due to the ability of the destinations to decode the
artificial interference in this scheme.

Fig. 4 shows the secrecy outage probability metric of the
considered selection schemes using the above topology. The
presented results are in line with the above ergodic secrecy
rate results and show that the integration of jamming pro-
vides lower secrecy outage probability for both OS and SS
schemes. Furthermore, all the near optimal selection schemes
have a slightly higher secrecy outage probability than the
corresponding optimal ones along the transmitted power
range, except OSJ-MMISR scheme which shows a considerable
higher outage probability than OS] for P > 20 dB. Regarding the
hybrid schemes, the OW follows the OS] performance and SW
has a lower outage probability than SS] when the transmitted
power increases. We also note that the OSCJ scheme gives the
best performance because the effect of jamming signals is
removed at the destination nodes.
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Fig. 4 — Secrecy outage probability versus P of the different
selection schemes with Ry = 0.1 BPCU and R, = 2 BPCU.

Figs. 5 and 6 present a comparison between proposed two-
way relay and jammers selection schemes and one-way
schemes presented in Ibrahim et al. (2013) in terms of
ergodic secrecy rate and secrecy outage probability, respec-
tively. The obtained results show that when the relays are
distributed dispersedly between S;, S, and E all the proposed
schemes outperform the schemes presented in Ibrahim et al.
(2013), especially when the transmitted power is increased.

4.1.1.2. Topology 2: when the N-Relays are located close to the
eavesdropper (E) node. Fig. 7 shows the considered topology, as
well as the ergodic secrecy rate of the different selection
schemes. It is clear that the performance of non-jamming
approaches is very bad as the relays have a strong link with
the eavesdropper. On the other hand, the jamming schemes
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==#==SS (One-Way) /
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SW (Two-Way) | !

0SCJ (One-Way) |

Ergodic Secrecy Rate [BPCU]

P[dB]

Fig. 5 — Ergodic secrecy rate versus P for the two-way
proposed selection schemes and the one-way schemes
presented in Ibrahim et al. (2013).
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Fig. 6 — Secrecy outage probability versus P for the two-
way proposed selection schemes and the one-way
schemes presented in Ibrahim et al. (2013).

confuse the eavesdropper and increase significantly the
ergodic secrecy rate. For this configuration, the OS-MMISR, SS-
MMISR, OSJ-MMISR and SSJ-MMISR selection schemes have
almost the same performance as 0S, SS, OS] and SSJ selection
schemes, respectively. Furthermore, the hybrid schemes (OW,
SW) have a similar performance to the jamming schemes (OS],
SSJ) as jamming is always beneficial in this case. We also note
that the OSCJ] scheme gives the best performance because the
effect of jamming signals is removed at the destination nodes.

Fig. 8 shows the secrecy outage probability metric for the
considered selection schemes using the above topology. The
obtained results show that OS] and SSJ provide a lower secrecy
outage probability than OS and SS selection schemes,
respectively. OSJ-MMISR and SSJ-MMISR schemes have a
higher outage probability than OS] and SSJ schemes for
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Fig. 7 — Ergodic secrecy rate versus P of different selection
schemes when the relays located close to E.
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Fig. 8 — Secrecy outage probability versus P for the different
selection schemes with R; = 0.1 BPCU and R, = 2 BPCU.

P > 25 dB. Regarding the hybrid schemes, the OW and SW
schemes follow the performance of jamming schemes OS] and
SSJ, respectively. We also note that the OSCJ] scheme achieves
the lowest outage probability.

4.1.1.3. Topology 3: when the N-Relays are located close to one
of the source nodes, for example S,. Fig. 9 shows the considered
topology, as well as ergodic secrecy rate of the different se-
lection schemes. As can be seen, for this scenario, continuous
jamming schemes introduce high interference at the source
node S, and become less efficient. The main reason for this
result is that for strong source-relay links, jamming becomes
stronger at high SNRs and can decrease the secrecy perfor-
mance achieved. On the other hand, non-jamming schemes
increase significantly the ergodic secrecy rate. It is clear that,
in this topology there is a difference in the ergodic secrecy rate
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Fig. 9 — Ergodic secrecy rate versus P of different selection
schemes when the relays located close to S..

of 0S-MMISR, SS-MMISR, 0OSJ-MMISR and SSJ-MMISR selection
schemes and that of 0S, SS, OS] and SSJ schemes, respectively
so they cannot be used instead of them. As far as the hybrid
schemes are concerned, both the OW and SW schemes follow
the same non-jamming schemes OS and SS behavior, respec-
tively. For OSCJ scheme still achieves the highest ergodic se-
crecy rate.

From Figs. 3, 7 and 9 we can conclude that, the hybrid
switching schemes; OW and SW follow either the jamming
schemes behavior as in Figs. 3 and 7 or the non-jamming
schemes behavior as in Fig. 9 based on what either promotes
system's secrecy performance.

Tables 1 and 2 present the ergodic secrecy rate and secrecy
outage probability comparison of the proposed selection
schemes for different topologies at P = 20 dB, respectively.

From Tables 1 and 2, we can conclude the following:

In topology 1, where S,.4, distributed dispersedly between
S1, S2 and E nodes, the jamming schemes have a consid-
erable effect in improving both system's secrecy metrics.
0S-MMISR, SS-MMISR, OSJ-MMISR and SSJ-MMISR selection
schemes show a slight degradation in system performance
compared with OS, SS, OS] and SSJ schemes, respectively.
The hybrid switching schemes OW and SW almost follow
the jamming schemes OS] and SSJ behavior, respectively as
jamming schemes are preferred in this case.

In topology 2, where S,q is close to E node, the non-
jamming schemes are inefficient but the jamming
schemes confuse the eavesdropper and significantly
improve the secrecy performance. The OS-MMISR, SS-
MMISR, OSJ-MMISR and SSJ-MMISR selection schemes have
almost the same performance as OS, SS, OS] and SSJ
schemes, respectively. For the hybrid schemes, they follow
the jamming schemes behavior.

In topology 3, where S,qy is close to S, source node, in this
topology the non-jamming schemes give better perfor-
mance than jamming schemes. OS-MMISR, SS-MMISR, OSJ-
MMISR and SSJ-MMISR selection schemes show a notice-
able degradation in secrecy performance compared with
0S, SS, OS] and SSJ schemes, respectively. For hybrid
schemes, they follow non-jamming schemes behavior due
to their efficiency.

e In the three topologies, the OSCJ scheme outperforms all
the other selection schemes as it provides the highest
ergodic secrecy rate and the lowest secrecy outage
probability.

4.1.2.  Secrecy performance when changing the eavesdropper
location with respect to the two sources (S; and S,)

Fig. 10 shows the considered topology, as well as ergodic se-
crecy rate of the different selection schemes. Itis clear that the
non-jamming approaches are inefficient due to the stronglink
between the sources and the eavesdropper. On the other
hand, jamming schemes confuse the eavesdropper and in-
crease significantly the ergodic secrecy rate. For this configu-
ration, the OS-MMISR, SS-MMISR, OSJ-MMISR and SSJ-MMISR
selection schemes have almost the same performance as OS,
SS, OS] and SSJ selection schemes respectively. Furthermore,
the hybrid schemes (OW, SW) have a similar performance to
the jamming schemes (OS], SSJ) as jamming is always
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Table 1 — Ergodic secrecy rate comparison of proposed selection schemes for the three different topologies at P = 20 dB.

Topologies Schemes without jamming Conventional jamming Controlled jamming Hybrid schemes
oS SS OS-MMISR SS-MMISR OS] SSJ]  OSJ-MMISR SSJ-MMISR 0sCJ ow SW
Topology 1  1.7688 1.1455 1.7239 1.0091 4.5282 3.2885 4.4652 3.0411 5.7078 4.5330 3.3135
Topology 2 0.0146 0.0010 0.0146 0.0014 2.8902 1.4822 2.8785 1.4514 3.6745 2.8902 1.4822
Topology 3 5.9340 5.2313 5.5106 4.4099 4.0674 3.3855 3.7527 2.6818 7.2704 5.9467 5.2521

Table 2 — Secrecy outage probability comparison of proposed selection schemes for the three different topologies at

P =20dB.

Topologies Schemes without jamming Conventional jamming Controlled jamming Hybrid schemes
oS SS OS-MMISR SS-MMISR OS] SS] OSJ-MMISR SSJ-MMISR 0SsCJ ow SW
Topology 1 2.1e-1 4.7e-1 2.4e-1 5.3e-1 6.6e-3 1.2e-1 9.5e-3 1.7e-1 1.3e-3 6.5e-3 1.2e-1
Topology 2 9.9e-1 9.9e-1 9.9e-1 9.9e-1 9.4e-2 4.5e-1 9.4e-2 4.6e-1 3.5e-2 9.4e-2 4.5e-1
Topology 3 5e-4 6e-4 3.9e-3 1.3e-2 3.6e-3 4.7e-2 2.9e-2 1.4e-1 4e-4 S5e-4 6e-4

beneficial in this case. We also note that the OSC] scheme
gives the best performance because the effect of jamming
signals is removed at the destination nodes.

From Figs. 3 and 10 we can conclude that the performance
of all the selection schemes is degraded when the eaves-
dropper node approaching to S; and S, nodes.

4.2. Secrecy performance for multiple eavesdroppers
model

The simulation environment for this model follows the model
presented in Fig. 2. Assuming the presence of two eaves-
droppers which are fixed at {XE“yE‘}f:1 ={(0.5, 1),(0, 0.5)}.
Figs. 11 and 12 present the ergodic secrecy rate and secrecy
outage probability comparison for N =4 and M = 2 cooperating
and non-cooperating eavesdroppers, respectively. The
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Fig. 10 — Ergodic secrecy rate versus P of different selection
schemes when E located close to S; and S,.

obtained results show that eavesdroppers’ cooperation de-
grades both secrecy metrics.

Fig. 13 shows the ergodic secrecy rate versus P for N =4 and
M = 3 cooperating eavesdroppers which are fixed
at{xg, Y& )., = {(0.5, 1),(0, 0.5),(1, 0.5)}.

Comparing Figs. 3, 11 and 13 we can conclude that,
increasing the number of cooperating eavesdroppers in the
system results in:

e Degrade the performance of different selection schemes.

e Optimal selection scheme without jamming (OS) becomes
inefficient and should not be used in these systems.

e Increase the demand for using optimal selection scheme
with jamming (0S]) in these systems due to the ability of
jamming nodes to confuse eavesdroppers and increase
significantly the ergodic secrecy rate.

45H OS (Non-Coop.)

' 0S (Coop.)

4H —B— 0SJ (Non-Coop.) |
= 0OSJ (Coop.)
§ 3.5 OSCJ (NON-COOP. ) [------===mmmmmmmmmmhommemmmmm oot Ao
o OSCJ (Coop.)
F T e e e
T
14
P SR S N 1
o
3
»n 2 /1
Q
8 ' 5
5 15
i /

P O S Bl ;

" /
0 == roversell i I i i
0 5 10 15 20 25

P[dB]

Fig. 11 — Ergodic secrecy rate versus P for M = 2 non-
cooperating and cooperating eavesdroppers.
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Fig. 12 — Secrecy outage probability versus P for M = 2 non-
cooperating and cooperating eavesdroppers.

Fig. 14 shows secrecy outage probability metric compari-
son of the proposed two-way selection schemes and the one-
way schemes presented in Ibrahim et al. (2013) in the presence
of M = 3 cooperating eavesdroppers. The obtained results
show that, the proposed two-way selection schemes have a
lower secrecy outage probability than one-way schemes pre-
sented in Ibrahim et al. (2013).

5. Conclusion

Three categories of relay and jammers selection schemes
were proposed in this paper to improve the physical layer
security of two-way cooperative networks. These categories
are; selection schemes without jamming, selection schemes
with conventional jamming and selection schemes with
controlled jamming. Moreover, a hybrid scheme which
switches between selection schemes with jamming and
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N
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Fig. 13 — Ergodic secrecy rate versus P for N =4 and M = 3
cooperating eavesdroppers.
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Fig. 14 — Secrecy outage probability versus P for the two-
way proposed selection schemes and the one-way
schemes presented in (Ibrahim et al., 2013) in the presence
of M =3 cooperating eavesdroppers.

schemes without jamming was introduced to overcome the
negative effects of interference. The obtained results showed
the effectiveness of hybrid switching schemes (e.g., OW, SW)
which follow the behavior of OS] and SSJ jamming schemes
when N-relays are distributed dispersedly between system
nodes and when they are located close to eavesdropper, and
follow the behavior of OS and SS (without jamming) schemes
when N-relays are located close to one of source nodes.
Despite the eavesdroppers' cooperation which further de-
grades secrecy performance, the proposed selection schemes
are still able to improve both the secrecy rate and the secrecy
outage probability especially the OS] scheme. Finally, we
showed the effectiveness of the proposed two-way relay se-
lection schemes over the one-way relay selection schemes in
promoting the system's secrecy performance.
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