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A B S T R A C T

In a smart grid, a huge amount of data are collected for various applications, such as load monitoring and demand
response. These data are used for analyzing the power state and formulating the optimal dispatching strategy.
However, these big energy data in terms of volume, velocity and variety raise concern over consumers’ privacy.
For instance, in order to optimize energy utilization and support demand response, numerous smart meters are
installed at a consumer's home to collect energy consumption data at a fine granularity, but these fine-grained
data may contain information on the appliances and thus the consumer's behaviors at home. In this paper, we
propose a privacy-preserving data aggregation scheme based on secret sharing with fault tolerance in a smart grid,
which ensures that the control center obtains the integrated data without compromising privacy. Meanwhile, we
also consider fault tolerance and resistance to differential attack during the data aggregation. Finally, we perform
a security analysis and performance evaluation of our scheme in comparison with the other similar schemes. The
analysis shows that our scheme can meet the security requirement, and it also shows better performance than
other popular methods.
1. Introduction

As a new generation of energy networks, the smart grid is considered
a useful means of solving the severe environmental issues and resource
crisis. It is the product of the combination of energy network and infor-
mation technology. Compared to the unidirectional centralized grid, the
control mode of the smart grid is more flexible and reliable. It supports
bidirectional power flow between the user and the grid. A user in a smart
grid is not only a consumer but also a generator. In a smart grid, large
quantities of data are collected to support basic services [1]. For example,
to create a power plan or dynamic pricing, the control center needs to
collect and analyze real-time data from various applications by adopting
a smart meter (SM) installed at the user's house. Furthermore, electric
vehicle drivers need to upload their location message to the control
center for power dispatching.

Although big data collected from users is necessary for the basic
service, it is usually sensitive to users’ privacy [2]. For instance, SMs are
adopted for the control center to collect the real-time data from users, but
these data may disclose the users’ behaviors. Thus, if a thief obtains the
real-time data from user's SM, they may gain entry to the user's house
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when they notice that nobody is at home. Besides, a user's
location-privacy may be disclosed during the interaction between electric
vehicles and a smart grid, which may help an adversary catch the user
[3,4]. If a user's sensitive data is not well protected, the implementation
of the smart grid will meet resistance. Therefore, privacy leakage in smart
grid is an extremely important problem.

There are various solutions for privacy-preservation in a smart grid.
As we know, conventional privacy-preserving strategies can be divided
into two. One is to hide the user's identity, while the other is to protect
the user's sensitive data [5]. As the big data in a smart grid are charac-
terized by volume, velocity and variety [6], approaches for
privacy-preservation need to focus more on communication overhead
and computational cost [7,8].

The first strategy is to protect users’ identities through anonymity or
pseudonyms. Users’ attributes can be classified into identity information,
quasi-identifiers, and sensitive information. Given an anonymity table, if
the attributes in the table have not been properly treated, an adversary
may deduce the relationship between a user's identity and sensitive in-
formation according to the user's quasi-identifiers such as age and
gender. Although the k-anonymity algorithm [9] and l-diversity
7
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algorithm [10] address the disadvantages of the identity-protection
scheme, it is very difficult to find a credible party to complete the secure
anonymity work.

The second strategy is to use data aggregation to protect users’ real-
time data, which includes homomorphic encryption and data-
obfuscation. In fact, these two methods are often used together. Given
the huge volume, velocity and variety of big data, we aggregate users
data in groups and adopt the Paillier algorithm to encrypt users’ real-time
data. In addition, secret shares are distributed to each user for further
obfuscating their data. Our contributions are summarized as follows: 1)
In case the data aggregation device (DA) and control center (CC)launch a
differential attack based on two data sets differing in at most one
element, the threshold of secret shares is the same as the number of group
members. If the number of SMs participating in data aggregation is not
equal to the number of group members, CC cannot obtain the cor-
rect result.

2) We mask users’ identities through anonymity and use the group's
hash table to search for the malfunctioning SM through comparison
with other groups without disclosing users’ identities.

3) We realize the fault tolerance through the substitution strategy. Each
member in a group has the same secret share as other groupmembers.
When there is a malfunctioning SM in a group, we can use related
users’ data in other groups to substitute.

The remainder of this paper is organized as follows. Section 2 in-
troduces the related work. Section 3 describes the system model and
design goals. In Section 4, some preliminaries are presented. In Section 5,
our scheme is stated. In Section 6, security analysis is presented. In
Section 7, the performance of our scheme is evaluated. In Section 8, the
paper is concluded.

2. Related work

To protect the privacy of users in a smart grid, many scholars have
proposed various strategies. These strategies can be classified into two: 1)
protect users’ privacy by masking the real identities, and 2) protect users’
privacy by masking their real-time data.

Some works are focused on masking users’ identity. A simple solution
adopting a trusted-party to manage the identity list was proposed in
Ref. [11]. However, finding a trusted-party is not easy. Privacy preser-
vation and validity-authentication are two related problems [12] and
Cheung proposed a scheme based on blind signatures to solve these two
problems in Ref. [13]. It ensures that the verifier can authenticate the
sender's signature without access to their private information. Camenisch
and Lysyanskaya proposed a scheme named CL -Signature scheme which
is similar to the blind signature proposed in Ref. [14]. Stegelmann pro-
posed k-anonymity to protect users’ privacy [15], but finding a credible
party to complete the secure anonymity work is difficult. An effective
scheme based on a virtual ring was presented in Ref. [16]. It groups users
by their geographical positions and distributes the same serial number to
each member in the same group. In this manner, the control center can
obtain all of the users' data without knowing the senders’ real identities.
However, validity-authentication cannot be guaranteed because of the
anonymity. Riesch, analyzed the authentication problems occuring dur-
ing identity preservation [17]. A privacy-preserving scheme based on
pseudonyms is also very common, as reported in [18–20], and it is always
combined with the ring signature or blind signature to mask
users’ identity.

Some works focused onmasking users’ real-time data. Solutions using
a battery to hide the real-time data were proposed in Ref. [21,22]. In this
type of scheme, a smart grid and household battery simultaneously
provide users with electricity. When the household consumption be-
comes high, the battery discharges. Otherwise, it charges. In this manner,
2

the user's real-time data can be hidden to protect privacy. The disad-
vantage of this method is that the frequent charging and discharging of
the battery may reduce the lifetime of the battery. Data aggregation is
also popular in smart grids for privacy preservation. Paillier encryption
[23–25] and Bone-Goh-Nission encryption [26,27] are classical homo-
morphic encryption algorithms for data aggregation. In addition, bilinear
mapping is a common solution for data aggregation [28,29]. Remark-
ably, it is often used to realize key-exchange. A secret sharing schemewas
proposed to realize the data aggregation. The Shamir technique is often
adopted to encrypt the electricity data [30,31]. It divides a secret into
different pieces and distributes them to various entities in a smart grid.
The control center can obtain the integral secret only if it acquires fixed
number of shares. Of course, the secret sharing scheme can be also
applied to other aspects, such as keymanagement, but this property is not
taken into our consideration, and we will describe it in detail below.
Beussink, reported a scheme based on data obfuscation [32], which adds
a random number to each electricity data, but it will cause some large
errors if the random numbers are not reasonable.

Differential privacy [33] and fault-tolerance are two important
problems occuring during the data aggregation and data obfuscation. In
Ref. [23], Shi and Sun discussed fault tolerance and differential privacy.
However, the error rate and computational complexity are not very ideal.
For the differential privacy, scholars always add random noise that obeys
Laplace distribution. However, adding random noise into users’ data will
cause unnecessary errors. Hong also analyzed the tradeoff between dif-
ferential privacy and utility [34].

In our scheme, we used substitution to realize fault tolerance based on
secret sharing during the data aggregation. Compared with other fault
tolerance schemes such as [23], our scheme has a lower error rate and
less computational cost. In addition, we use a secret sharing scheme to
defend against differential attack. The process of our scheme is shown
in Fig. 1.

3. System model and design goals

3.1. System model

As shown in Fig. 1, a smart grid is divided into four parts: the control
center (CC), the key initialization center (KIC), the data aggregation
device (DA), and residential users.

1) Residential users: We divide all the users into different groups in
accordance with their geographical locations. Each residential user’s
house is equipped with a smart meter (SM) to collect the real-time
data of the house appliances every 15 min.

2) Data aggregation device: The data aggregation device is responsible
for collecting all the data sent by SMs, calculating the sum of ci-
phertexts by running the homomorphic algorithm and uploading the
sum to the control center. In addition, it has a fault-tolerance func-
tion. When an SM is malfunctioning in a group, its data would be
replaced by another group's SM which has the same secret key.

3) Key initialization center: The key initialization center is responsible
for initializing all of the keys for SMs and CC. Additionally, each
group has the same number of SMs, and the encrypted parameters
assigned to each group are equal.

4) Control center: The control center can acquire a summary of real-time
data in a smart grid from DA by a decrypted key. With these data, the
CC can obtain the trend of power consumption and create a power
generation plan or dynamic pricing immediately.

3.2. Adversarial model

We assume that the smart meter installed on the user side is vulner-
able to external attacks. The communication channel is not secure and an



Fig. 1. System model.

Table 1
Notations.

Acronym Descriptions

SM Smart meter
CC Control center
EK Encrypted key
DK Decrypted key
KIC Key initialization center
DA Data aggregation device
SNR Signal-to-noise ratio
gcd Greatest common denominator
lcm Least common multiple
PS The power producing the normal signal
PN The power producing the noise
mi Plaintext of SMi

r Random number
Ci Ciphertext of SMi

d The number of group members
xi The serial number of SMi

yi The serial number of groupi
t Time stamp
e% The error rate
~m The average value of plaintext
~C The average value of ciphertext
N The total number of all the SMs
F The number of the malfunctioning SMs
Msum The sum of users' plaintexts
Csum The sum of users' ciphertexts
Csum3 The sum of lost ciphertexts
C0sum The sum of processed ciphertexts
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adversary may eavesdrop on the channel. CC and DA are honest-but-
curious. That is, they do not destroy or modify users’ data, but they al-
ways attempt to acquire users’ private information through the back-
ground knowledge. Moreover, CC may conspire with DA to increase the
probability of a successful attack.

3.3. Design goals

Considering the above scenarios, our design goals can be divided into
three aspects.

1) Privacy preservation:

A residential user's data are inaccessible to other users. Irrespective of
the external adversary, DA or CC should not acquire the real-time data of
users even if it knows the cipher text and encryption algorithms.

2) Resistance to differential attack:

Although the plaintext of a single user can be masked by homomor-
phic encryption after the data aggregation, given two data sets differing
in at most one element, an adversary can obtain a user's plaintext by
calculating the difference between the two data sets. We call this attack
method differential attack. Therefore, resistance to such differential at-
tacks is one of our design goals.

3) Fault tolerance:

As we set the threshold of secret shares to be the same as the number
of group members, only if DA aggregates all the ciphertexts in a group
and sends them to CC, can CC obtain the correct result. Therefore, if there
is a damaged SM, the data aggregation cannot run correctly. Fault
tolerance stipulates that the data aggregation must continue to run nor-
mally, when there are several malfunctioning SMs in a group.

4. Preliminaries

4.1. Notations

In Table 1, the notations used in the proposed scheme are listed.
3

4.2. Paillier cryptosystem

The Paillier encryption algorithm is an asymmetric encryption algo-
rithm, which has additive homomorphism properties. It includes three
procedures: key generation, encryption and decryption.

1) Key generation: We choose two prime numbers p, q with the same
length and calculate n ¼ pq. g is a generator of cyclic group Z�

n2 , and
gcdðLðgλmodn2Þ; nÞ ¼ 1. The public key is ðn; gÞ, and the private key
is λ.

λ ¼ lcmðp� 1; q� 1Þ (1)



Table 2
System initialization.

Algorithm1: System initialization

KIC.Input: d
KIC.Output:½xi; yi ;GðxiÞ; βxi �,ðn; h; g;H1;H2Þ, λ

(1) Choose two primes p and q and calculate n ¼ pq
(2) Calculate λ ¼ lcmðp� 1; q� 1Þ and send to CC
(3) Choose g 2 fZ�

n2
��gcdðLðgλmodn2Þ; nÞ ¼ 1g

(4) Construct GðxÞ ¼ θ þ a1x þ a2x2 þ…þ adxd

(5) Set xi for each SM and set yi for each group
(6) Calculate GðxiÞ and βxi
(7) Send ½xi ; yi;GðxiÞ; βxi � to each SM
(8) Choose hash functions h;H1;H2

(9) Publish ðn; h; g;H1;H2Þ
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2) Encryption phase: For the plain-text m 2 Zn, we can select a random
number r < n . Then, the ciphertext can be calculated as follows:

C ¼ gmrnmodn2 (2)

3) Decryption phase: After receiving the cipher-text C, the receiver can
obtain the plain text m with the private key λ by using the following
equation:

m ¼ LðCλmodn2Þ
Lðgλmodn2Þ modn (3)

4.3. Secret sharing scheme

The secret sharing scheme is a scheme that splits a secret into α pieces
and distributes these pieces with different valid members. If an adversary
captures a member in the system, they can only obtain a piece of the
secret. Only if the adversary obtains at least d pieces of the secret, can
they obtain the whole secret. We call d the threshold and usually adopt
the Shamir technique to realize this result.

The trusted-party chooses a polynomial to split a secret.

GðxÞ ¼ θ þ a1xþ a2x2 þ…þ adxd (4)

where ðxi;GðxiÞÞ is the corresponding share. Remarkably, the Shamir
secret sharing scheme is the fully homomorphic and can be designed as a
better scheme to realize the data aggregation. According to the Lagrange
interpolation polynomial, we have

GðxÞ ¼
Xd
j¼1

 Yd
i¼1;i≠j

xi � x
xi � xj

!
(5)

βxi ¼
Yd
j≠i

xj
xj � xi

(6)

Then, we can easily compute θ as follows:

Xd
i¼1

GðxiÞβxi ¼ θ ¼ 0 (7)

4.4. Signal-to-noise ratio

The signal-to-noise ratio (SNR) is a common quantity that is often
used to measure the performance of electronic systems. SNR is calculated
as follows:

SNR ¼ 10lg
PS

PN
(8)

where PS represents the power producing the normal signal and PN
represents the power producing the noise. The higher is the SNR, the
stronger is the signal. In general, when the image SNR is greater than
30 dB, the resolution of the picture is not affected. In this paper, we take
the sum of normal SMs'data as the signal and take the sum of malfunc-
tioning SMs'data processed by substitution as the noise. Then, we can
measure the error rate of our scheme through the image SNR.

5. Our scheme

5.1. System initialization

The KIC first chooses two prime numbers p and qwith the same length
and calculates n ¼ pq. g is the generator of the cyclic group Z�

n2 , and
4

gcdðLðgλmodn2Þ; nÞ ¼ 1. The public key is ðn; gÞ, and the private key
is λ ¼ lcmðp� 1; q� 1Þ.

It constructs a formula GðxÞ ¼ θ þ a1x þ a2x2 þ…þ adxd. Here, we
set θ ¼ 0. All the SMs in the smart grid are divided into different groups,
and each group has d members. For each SM in a group, the KIC assigns
the private key ½xi; yi;GðxiÞ; βxi � to the SMi, where xi is a random number
representing the SMi serial number, yi is the group serial number, and

βxi ¼
Qd

j≠i
xj

xj�xi
. Particularly, the set of SM serial numbers ½x1; x2;…; xd� in

each group is the same. That is, a special SM can find members by using
the same private key except for the group serial number in other groups.

Finally, KIC publishes ðn; h; g;H1;H2Þ and sends λ to CC securely. h,
H1, and H2 are three hash functions. Algorithm 1 shows the process of
system initialization (see Table 2).

5.2. Encryption

The SM collects the electricity data every 15 min from all the house
applications. For time t, it computes

Ci ¼
�
gmi rni modn

2
�
hðtÞβxi GðxiÞ (9)

H1

�
t
��GðxiÞβxi� (10)

H2

�
yi
��Ci

��H1

�
t
��GðxiÞβxi�� (11)

Then, the SM encrypts the total electricity data and sends yi, Ci,
H1ðt

��GðxiÞβxi Þ, and H2ðyi
��Ci

��H1ðt
��GðxiÞβxi ÞÞ to the DA. Remarkably, a

user's identity can be confirmed through ðxi; yiÞ. The publishing of the
group serial number yi while masking the serial number xi can still pro-
tect user's identity. Algorithm 2 shows the process of encryption (see
Table 3).

5.3. Data aggregation

When the DA receives a message from an SM, it verifies
H2ðyi

��Ci
��H1ðt

��GðxiÞβxi ÞÞ to authenticate the message integrity. If the hash
value is correct, data aggregation will be performed.

1) Normal aggregation: If the DA receives all the SMs' data in a group, it
runs the data aggregation as follows:

Csum ¼
Yd
i¼1

Ci

¼
 
g
Pd

i¼1
mi

 Yd
i¼1

ri

!n

modn2
!
hðtÞ

Pd

i¼1
βxi GðxiÞ

¼ g
Pd

i¼1
mi

 Yd
i¼1

ri

!n

modn2

(12)



Table 3
Encryption.

Algorithm2: Encryption

SM.Input: ½xi ; yi;GðxiÞ; βxi �,ðn; h; g;H1 ;H2Þ
SM.Output:yi,Ci,H1ðt

��GðxiÞβxi Þ,H2ðyi
��Ci
��H1ðt

��GðxiÞβxi ÞÞ
(1) Choose ri ¼ GenRanðÞ∩fri < ng
(2) Calculate Ci ¼ ðgmi rni modn2ÞhðtÞβxi GðxiÞ
(3) Calculate H1ðt

��GðxiÞβxi Þ and H2ðyi
��Ci
��H1ðt

��GðxiÞβxi ÞÞ
(4) send yi, Ci, H1ðt

��GðxiÞβxi Þ,
H2ðyi

��Ci
��H1ðt

��GðxiÞβxi ÞÞ to DA
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The DA calculates the hash value of the concatenation of Csum and t,
and encrypts the value by using his private key skD. We show the final
result as follows:

Enc½skD;H1ðCsumjtÞ� (13)

2) Fault tolerance: As DA only recognizes the group that an SM belongs
to according to the group serial number, we can use H1ðt

��GðxiÞβxi Þ to
find the malfunctioning SM while masking user's identity. If a mal-
functioning SM exists in a group, the DA runs the following steps:

First, the DA compares the hash table of this group constituted by
H1ðt

��GðxiÞβxi Þwith other complete groups to find the malfunctioning SM.
Then, the DA selects SMj from other groups with the same hash value

H1ðt
��GðxiÞβxi Þ to replace the malfunctioning SMi. Theoretically, if a

malfunctioning SM exists, we should not consider this user's data. To
further reduce the error, the data of SMj is processed before the data
aggregation as follows:

~m ¼
Pd

i¼1mi

d
(14)

C'
j ¼

Cj

g~m
¼
�
gmj�~mrnj modn

2
�
hðtÞβxj GðxjÞ (15)

where
Pd

i¼1mi represents the sum of the electricity data of the previous
period in groupj. C'

j represents the processed data of Cj and replaces the
missing data Ci to run data aggregation. Algorithm 3 shows the process
of data aggregation (see Table 4).
Table 4
Data aggregation.

Algorithm3: Data aggregation

DA.Input: yi,Ci,H1ðt
��GðxiÞβxi Þ,H2ðyi

��Ci
��H1ðt

��GðxiÞβxi ÞÞ
DA.Output:Csum ; Enc½skD ;H1ðCsumjtÞ�
(1) Calculate H2ðyi

��Ci
��H1ðt

��GðxiÞβxi ÞÞ based on input.
(2) If H2ðyi

��Ci
��H1ðt

��GðxiÞβxi ÞÞ is right, then
(3) For 1 � i � v
(4) Calculate the number of SM in groupi
(5) If(Count(SM) ¼ d), then
(6) Csum ¼Qd

i¼1Ci

(7) iþþ, return to (3)
(8) else
(9) Compare hash table composed of
H1ðt

��GðxiÞβxi Þ with other groups
(10) If there is a value lost in groupi , then
(11) Calculate ~m and C'

j , return to (6)
(12) else if there is an extra value in groupi
(13) Drop this message
(14) end if
(15) end if
(16) end if

5

5.4. Power dispatching

After receiving the aggregated result from the DA in the smart grid,
CC first uses the public key of the DA to decrypt the value of
Enc½skD;H1ðCsumjtÞ�, which is used to ensure that the message is from the
DA. Then, it calculates the hash value of the concatenation of Csum and t.
If the final result is the same as the attached one, CC can calculate the sum
of the electricity data by using the decrypted key λ as follows:

Msum ¼ L
�
Cλ

summodn
2
�

Lðgλmodn2Þ modn (16)

where Msum denotes the sum of users' plaintexts. Based on the sum of the
real-time data, CC can draw the real-time load curve and create the dy-
namic pricing, power generation plan, and other scheduling strategies.
Algorithm 4 shows the process of power dispatching (see Table 5).

6. Security analysis

6.1. Privacy-preserving

For an SM in a smart grid, we can analyze the security of data ac-
cording to the following aspects: external attacker, DA, CC, and con-
spiracy attack.

1) External attacker: When an external attacker compromises the user's
SM, cipher text Ci sent by the user can be obtained. However, because
the attacker does not know the other d� 1 users’ private key and
decrypted key λ, the attacker cannot acquire the plaintext.

2) DA: After receiving all the data from SMs, the DA can only perform
data aggregation and replace the malfunctioning SM’s data when
necessary. However, it cannot obtain a single user's plaintext because
of the lack of hðtÞβxi GðxiÞ; therefore, the security of the user's data can
be guaranteed.

3) CC: CC can only obtain all the users’ aggregated data; thus, it cannot
snoop into a single user's real-time data. Thus, user's privacy can be
guaranteed in our scheme.

4) Conspiracy attack: If DA receives the decrypted key from CC and tries
to acquire the plaintext of a single user, the user's privacy can still be
preserved because the device does not know the secret shares

hðtÞβxi GðxiÞ. Moreover, if the DA is in collusion with some SMs from
other groups with the same SM key, our scheme can protect the users'
privacy because of anonymity.
6.2. Resistance to differential attack
Theorem 1. If the threshold of the secret sharing scheme is the same as that
of the number of group members during data aggregation, then this scheme can
resist differential attack.
Table 5
Power dispatching.

Algorithm4: Power dispatching

CC.Input: Csum; Enc½skD;H1ðCsumjtÞ�; λ
CC.Output:Msum

(1) Decrypt Enc½skD ;H1ðCsum jtÞ� by pkD
(2) Calculate HðCsum jtÞ based on input
(3) If HðCsumjtÞ is wrong, then
(4) Drop this message
(5) else
(6) Calculate Msum by formula(16)
(7) end if
(8) For 1 � i � v
(9) Calculate ~m for groupi and send to DA
(10) iþþ, return to (8)



Fig. 2. Signal to noise ratio in our scheme.
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Proof. 1) Given two data sets differing on at most one element, Csum1 and
Csum2, we can describe them as follows:

Csum1 ¼ C1C2…Cd (17)

Csum2 ¼ C1C2…CdCdþ1 (18)

2) If we do not consider the obfuscation of secret share, and an adversary
obtains the decrypted key λ from CC and the two data sets from DA, he can
launch the differential attack as follows:

Ci ¼ gmi rni modn
2 (19)

Msum1 ¼
L
�
Cλ

sum1modn
2
�

Lðgλmodn2Þ modn (20)

Msum2 ¼
L
�
Cλ

sum2modn
2
�

Lðgλmodn2Þ modn (21)

md ¼ Msum2 �Msum1 (22)

3) When we add secret shares to further obfuscate the data and set the
threshold of the secret sharing scheme the same as the number of group
members during data aggregation, we have

Ci ¼
�
gmi rni modn

2
�
hðtÞβxi GðxiÞ (23)

Msum1 ¼
L
�
Cλ

sum1modn
2
�

Lðgλmodn2Þ modn (24)

However, because the multiplication of dþ 1 shares hðtÞβxi GðxiÞ is not one,
the adversary cannot obtain the value of Msum2.

Msum2≠
L
�
Cλ

sum2modn
2
�

Lðgλmodn2Þ modn (25)

The user’s plaintext md is secure because the adversary does not know the
value of Msum2.

Thus, we complete our Proof.
6.3. Fault tolerance
Fig. 3. Computational complexity in a normal situation.
Theorem 2. When we substitute the data of a malfunctioning SM with the
data of a normal SM with the same secret share in other groups, the error
caused by substitution can be ignored.

Proof. 1) We suppose that there are F malfunctioning SMs in a smart grid
composed of N SMs. Then, the error rate can be calculated as
follows:

e% ¼ F~C
�
g~m

ðN � FÞ~C (26)

2) As the number of SMs is much larger than the number of malfunctioning
SMs, the error rate can be simplified as follows:

e% ¼ 1

ðN=F � 1Þg~m
� F

Ng~m
(27)
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3) The larger the number of SMs, the smaller is the error rate. For large
quantities of SMs in a smart grid, the error rate caused by substitution can
be ignored.

Thus, we complete our Proof.

7. Performance evaluation

The most important concept of our study is to use substitution to
realize fault tolerance, thus necessitating the proof of the substitution
between two members in different groups for the power dispatching in a
smart grid.

Here, we take the sum of the normal SMs' data as the signal and take
the sum of malfunctioning SMs' data processed by substitution as the
noise. Then, we can use the SNR to measure the error rate of our scheme
and the detailed formula is presented as follows.

SNROS ¼ 10lg
Csum � Csum3

C'sum
¼ 10lg

�
N
F
� 1
	
g~m (28)

By inputting the number of malfunctioning SMs and the total number
of SMs in the smart grid into formula (28), where Csum denotes the sum of
normal SMs' data, Csum3 denotes the sum of malfunctioning SMs' data, and
C0sum denotes the sum of the data processed by the fault tolerance, we can
obtain the SNR curve, as shown in Fig. 2.

If the number of SMs is from 1000 to 5000, the SNR of our scheme is
more than 35 dB in the worst case and the average rate is close to 40 dB,
which is allowed in a smart grid for power scheduling. As shown in
formula (28), the SNR is related to the value of g. Therefore, we can in-
crease the accuracy by adjusting the value of g.

We use Texp to denote the time of exponentiation and Tmul to denote
the time of multiplication. Tran denotes the time of generation of a



Fig. 4. Computational complexity considering fault tolerance.
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random number and Tpro denotes the time of Pollard's lambdamethod. As
far as we know, the DG-APED scheme proposed by Shi et al. is also a
subtle group-based scheme with fault tolerance [23]. We can calculate
computational cost of our scheme and DG-APED when there is no mal-
functioning SM as follows:

TOS ¼ ðN þ 4ÞTmul þ 5Texp (29)

TDG ¼ ðN þ 5ÞTmul þ 7Texp þ Tran þ Tpro (30)

As shown in Fig. 3 our scheme is greatly advantageous over DG-APED
when the number of SM varies from 1000 to 5000.

Next, we calculated the computational cost of our scheme and DG-
APED when there are malfunctioning SMs. To observe the relationship
between computational cost and malfunctioning SMs, we assumed the
number of SMs in the smart grid to be 1000. L denotes the number of SM
types andω denotes the number of groups in each type. k is the number of
SMs in a group in the DG-APED scheme.

TOS ¼ ðF þ N þ 4ÞTmul þ 5Texp (31)

TDG ¼ ðN þ 5ÞTmul þ 7Texp þ Tran þ
�ðF þ 1Þω

2
þ L
	
Tpro (32)

Fig. 4 shows that our scheme has a greater advantage than DG-APED
when the number of malfunctioning SM varies from 0 to 200.

Furthermore, we calculated the SNRs of our scheme and DG-APED.
The SNRs of the two schemes are as follows:

SNROS ¼ 10lg
Csum � Csum3

C'sum
¼ 10lg

�
N
F
� 1
	
g~m (33)

SNRDG ¼ 10lg
2
�
N ~C � F~C

�
ðk � 1ÞF~C ¼ 10lg

2ðN � FÞ
ðk � 1ÞF (34)
Fig. 5. Signal to noise ratio of two schemes.
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Through Fig. 5, we can find that the SNR of our scheme is much
higher than that of DG-APED, indicating that our scheme has less
error rate.

8. Conclusion

In this paper, we proposed a privacy-preserving data aggregation
scheme based on the secret sharing scheme.We set the threshold of secret
shares that are the same as the number of group members to resist the
differential attack by the conspiracy between DA and CC. In addition, we
masked the user's identity by using the same group serial number,
adopted a hash table to find the malfunctioning SM, and achieved fault
tolerance for the normal aggregation by substitution. Therefore, even if
there are some malfunctioning SMs in a group, our scheme can run
normally. In the future, we will focus on combining the real-time data
privacy with the normal billing.
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