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As  the  number  of  smart  meters/sensors  increases  to more  than  hundreds  of  thousands,  it is  rather  intuitive
that  the  state-of-the-art  centralized  information  processing  architecture  will no  longer  be sustainable
under  such  a big  data  explosion.  Hence,  an  innovative  data  management  system  is  urgently  needed
to  facilitate  the  real-world  deployment  of  a future  residential  distribution  system.  In this  paper,  we
investigate  a  radically  different  approach  through  distributed  software  agents  to  translate  the legacy
eywords:
mart grid
istribution system
ig data
yber-physical systems

centralized  data  storage  and  processing  scheme  to a completely  distributed  cyber-physical  architecture.
We  further  substantiate  the  proposed  distributed  data storage  and  processing  framework  on  a proof-
of-concept  testbed  using  a cluster  of  low-cost  and  credit-card-sized  single-board  computers.  Finally,  we
evaluate  the proposed  distributed  framework  and  proof-of-concept  testbed  with  a comprehensive  set  of
performance  measures.
ower systems

. Introduction

The U.S. power grid experienced several massive blackouts dur-
ng the past 80 years, and the risk of power outages cannot be
ompletely diminished [1,2]. As discussed in [3], under today’s
ower system data storage framework, the power grid outage left

nvestigators stumped since the data lacked the essential time
tamp, also after the blackout, some of the historical data cannot
e retrieved. These are the main reasons that made the investiga-
ors almost impossible to unravel the sequence of events. Thus it is
ery difficult to improve the power system without these small
mount essential data. The emerging high penetration of inter-
ittent renewable energy resources, distributed generators, and

istributed energy storage devices may  even complicate today’s
ower grid operations, planning and monitoring [4]. A tremendous
mount of energy devices will be interconnected to each other in an
ltra-large-scale and highly dynamic network. And the amount of
ata generated by this gigantic amount of energy devices will come
o skyrocket. Therefore, there is an urgent need to reconstruct the
utdated U.S. power grid infrastructure at all levels (e.g., power

eneration, transmission, and distribution). In the last decade,
he concept of cyber-physical-systems (CPS) has been widely
dopted to next-generation power systems which depend upon the
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synergy of computational and physical components [5]. The ulti-
mate goal is to enhance smart operations of complex power
systems that promote economic efficiency, encourage customer
participation, reduce operational cost, maintain grid reliability,
and support grid integration of renewable energy resources. More
recently, the transformative concept of future residential distribu-
tion system, which is referred to energy internet, has been proposed
to enable the U.S. to take advantage of advances in renewable
energy for a secure and sustainable future [6,7]. The vision of
energy internet is inspired by the paradigm shift in the Informa-
tion Technology (IT) industry from 30 years ago. The envisioned
energy internet is indeed an internet-like CPS for plug-and-play of
millions of power grid components. As illustrated in Fig. 1, with
the development of the IT industry, distributed computing (per-
sonal computers) plays a major role in the modern society, taking
place of the centralized mainframes in the past. Similarly, in the
power system area, centralized power generation will give way to
highly distributed energy sources; in this way, renewable energy
resources will be regarded as important roles in the proposed
energy internet. There is a significant amount of research and inves-
tigation to be done before the full vision of energy internet comes to
fruition. In [7], we explored the electricity market framework for
energy internet, which pertains to the CPS features. In our exist-
ing framework, we  assume that the massive volume of real-time

power grid data are collected by a number of meters/sensors and
then stored and processed properly. Nevertheless, as the number
of meters/sensors increases to more than hundreds of thousands, it
is rather intuitive that the state-of-the-art centralized information
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Fig. 1. A paradigm shift: inform

rocessing architecture will no longer be sustainable under such
 big data explosion. Hence, an innovative data management sys-
em is urgently needed to facilitate the real-world deployment of a
uture residential distribution system.

The major contributions of this paper are summarized as fol-
ows:

. Identify the key features and components of the proposed CPS-
like next-generation residential distribution system.

. Investigate a radically different approach through distributed
software agents to translate the legacy centralized data storage
and processing scheme to a completely distributed cyber-
physical architecture.

. Substantiate the proposed distributed data storage and
processing framework on a proof-of-concept testbed using a
cluster of low-cost and credit-card-sized single-board PCs.

. Evaluate the proposed distributed framework and proof-of-
concept testbed with a comprehensive set of performance
measures.

The remainder of this paper is organized as follows. Section 2
iscusses the limitation of the conventional centralized data stor-
ge and processing framework and the proposed CPS-like next
eneration residential distribution system with its key compo-
ents, and compares the distributed data storage and processing
rchitecture with the centralized one. Section 3 presents a mech-
nism of the distributed data storage and processing framework.
ection 4 introduces the proof-of-concept testbed followed by a
umber of case studies. Section 5 summarizes this paper’s main
ndings.

. Materials and methods

.1. Next-generation residential distribution system

Next generation residential distribution system is a CPS-like
ystem. The cyber layer includes the computing, communication
ystems and information network, while the power system lies in
he physical layer. Systems in the cyber layer can provide moni-
oring, management and control services for the physical world,

oreover, cyber and physical layers are tightly coupled and they
re related to one another [8]. In our proposed CPS-like system,
e divided the system into three layers, namely, Operation Layer,

nformation Network Layer, and Power System Layer. Fig. 2 shows

he system architectures. We  define the order of these three layers
y the direction of the information flow. Each layer will be dis-
ussed in the following sections. Due to the scope of this paper, we
ainly focus on the Information Network Layer.
internet vs. energy internet [7].

2.1.1. Operation Layer
The Operation Layer can help every participant in the next-

generation residential distribution system by providing report
monitoring and control of the electric network services to manage
and monitor the smart grid [9,10]. It is the top layer of our proposed
system. The data generated by this layer will be transmitted to the
Information Network Layer.

And there are many applications which can be used in this layer,
such as outage management system (OMS), geographic information
system (GIS), consumer information system (CIS), and distribution
management system (DMS) that provides power quality manage-
ment and load forecasting based on the meter data and other
sources [11,12].

2.1.2. Information Network Layer
Information Network Layer deals with the data storage and

processing issues. In this layer, all the data will be stored and
processed. The data can be measured by different kinds of devices in
Power System Layer, such as the smart meter. Then all the data will
be processed locally or be selected and uploaded to the Operation
Layer upon requests.

Many big data applications have already been implemented in
fields of power systems. For instance, as of 2009, there were cur-
rently more than 100 active PMU  devices placed around the Eastern
United States that actively send to the Tennessee Valley Author-
ity (TVA). As a result, TVA had roughly 20 TB of archived data
in 2009, and it grew to 120 TB per year by 2012. In early 2010,
there were about 250 PMUs deployed across North America. The
massive deployment of PMUs all around the world gave birth to
wide-area measurement system (WAMS). The deployment of pha-
sor measurement units (PMUs) can help the operators to measure
the values of voltage and current accurately in very short time inter-
vals (typically 30–60 phasors per second) [13]. WAMS  can provide
precise data not only to enable a better indication of grid stress,
but also to analyze and reveal the root cause of a blackout and
any catastrophic failure of power grids. Moreover, in today’s power
system infrastructure, many power system oscillations may not be
detected by the traditional slow-response SCADA system [14].

Meanwhile, a number of existing work which concentrates
on data storage and processing architectures for smart grid has
been done. In [15,16], the authors conducted a comparative study
by testing four kinds of data storage and processing architec-
tures including single relational database, distributed relational
database, key-value distributed database and hybrid database
based on the combination of a file system and a relation database.
According to the simulation results for each system architecture,

distributed processing can accelerate the calculation of prices and
readjustments of tariffs to satisfy the real-time goal of the smart
grid [15] and reduce data center energy consumption. Also, in [17],
the performance of the distributed data storage and processing
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rchitectures for wireless sensor networks (WSNs) was evaluated,
onsidering energy consumption, processing, storage, scalability,
andwidth requirements as well as the capital costs. The results
howed that distributed processing and storage architectures
ignificantly improve the energy efficiency. For the distributed
ataset, cloud computing is also one of the most up-to-date solu-
ions. Some previous work has been done in this area. In [18],
uthors described their experiences about building a cloud-based
oftware platform for data-driven analytics in the smart grid vision,
nd mainly focused on the dynamic demand response optimization
D2R) application based on the cloud; however, they are limited by
he finite resource of the distributed data centers but come with

 high monthly bill. However, the current state-of-art cloud com-
uting technologies cannot completely fulfill the needs of the smart
rid [19]. The data storage and processing framework for the future
mart grid CPSs is still not well defined. According to [20], we  com-
are both merits and demerits of two architectures (Table 1). The
istributed method is more suitable for large-scale, complex and
eterogeneous systems. Thus, we proposed a distributed data stor-
ge and processing framework for the next-generation residential
lectricity system.
In this framework, as shown in Fig. 3, we propose a concept of
ataCell to replace the traditional data center, which is an effective
ethod to improve the performance.

able 1
erits and demerits of centralized and distributed information processing architectures.

Merits 

Centralized •Simple to implement
•Easy to maintain
•Widely used and operated

Distributed •Easy to expand (plug-and-play)
•Low computational cost
•Avoid single point of failure
•Suitable for large-scale, complex and heterogeneous systems
chitecture.

Each DataCell can be regarded as a distributed storage and
processing device. However, it is not just simply cutting the data
stored in data center into several portions and then distributing
them into different DataCells. Each DataCell not only stores its own
part of data but also saves parts of data duplications of other cells.
This difference is essential for next-generation power grid so that
this working principle can greatly enhance the reliability of our
proposed system.

2.1.3. Power System Layer
The Power System Layer is the physical layer that contains the

distributed residential energy suppliers and consumers, regarded
as the EnergyCell [7], such as utility companies, smart homes and
electric vehicles, etc. In order to ensure the stability and reliability
of the entire grid, the data produced by the EnergyCells needs to
be monitored. In [21], the authors mentioned that the concept of
information flow is an important concept to define the future new
technologies in the smart grid, they described the requirements
of the communication, potential applications and smart grid road
maps for the future power systems as well. For monitoring ser-
transmitted to DataCells.
It should be highlighted that each EnergyCell is physically cou-

pled to a DataCell; in other words they exchange information.

Demerits

•Computational burden
•Requires high-bandwidth links
•Single point of failure
•Weak plug-and-play functionality

•Need synchronization
•More time-consuming
•Convergence rates partly depends on communication network topology
•Upgrading cost on the existing control and communication facility
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Fig. 3. (a) Centralized; and (b) envisioned distributed data storage

oreover, DataCells are connected to each other, leading to the
eal-time information exchange with each DataCell.

.2. Problem statement

Energy management system (EMS) is the most important sub-
ystem of the power system. In 1990s, the idea of moving the data
torage and processing architecture of the EMS  to a new one, which
s based on the powerful centralized relational database, was  pro-
osed [22], and this architecture is still the main architecture of
ur power system today. This architecture contains three layers:
ser interface, database, and internet server application tiers, in
his way, the system operation is performed using purely cen-
ralized optimization-based dispatching schemes that consider the
roblem at various time-scales. However, with the 15 years devel-
pment of the power grid, the grid has already become a highly
omplex system that is only becoming more complex through the
ddition of the innovation [19]. Several problems (e.g., high cost,
ncreasing complexity, vulnerability) will arise.

.2.1. Data explosion
Smart meters are widely used in today’s modern power system.

or instance, Austin Energy in Texas has implemented 50,000 smart
eters. These smart meters send data in a 15 min  interval to the

ata center, which requires 200 TB of storage with disaster recovery
edundancy factored in [23]. Because of log files of the execution
nd duplicate files, the data management takes up even more space
han just storing the data. If Austin Energy wants to improve their
ervice and move the 15-minute-interval to the 5-minute-interval,
00 TB more space has to be added to the data center in order
o keep pace of the data growing [15,23]. The example of Austin
nergy shows that how much data the smart meter can generate.
n our proposed next-generation residential distribution system,

ore and more specified data storage units will be implemented in
he power system, and this will cause the amount of data generated
y them to skyrocket. Thus, it is better for the data storage part
o provide only the appropriate data that the application needs to
nhance the efficiency.

.2.2. High cost
According to [19], on one hand, in the modern society, it

ecomes almost impossible to enhance the hardware performance
y just improving the hardware itself without increasing the unit
ost. Furthermore, the data privacy needs to be guaranteed, as this

ill affect the benefit of customers seriously if the data is unpro-

ected, and to achieve this goal, some additional cost needs to be
ounted. On the other hand, when facing data exposition, under
oday’ EMS  architecture, the cost of the relational database included
rocessing framework for a future residential distribution system.

in the purchase of software with its license and the maintenance
cost of the database center keeps rising all the time, and it is difficult
to enlarge the volume of the existing data centers. Thus, power sup-
pliers have to spend huge amounts of money in order to deal with
the data explosion. In this situation, the proposed data storage and
processing framework needs to be implemented on the low cost
small-sized hardware. Furthermore, a cluster of such hardware can
even match today’s powerful central serves.

2.2.3. Increasing complexity
With the increasing complexity of the relational database, the

tool to access the data will be limited. Moreover, the massive, het-
erogeneous and complex data that spans many hard disks is likely
to cause the hardware failure more frequently. Sometimes, due to a
single point of failure, the whole system may lose its operational file
and lead to serious problems. To deal with such problems, a robust
system which can be expanded easily as well as keeping the data
in a secure condition is needed. In summary, a sophisticated and
up-to-date data storage and processing framework is needed for
managing large amount of data in a reliable, flexible and efficient
way to support the CPSs in the future smart grid.

2.3. Summary

In this section, we  proposed a CPS-like next-generation resi-
dential distribution system. It has three layers, and each layer has
its own  specific function, while three layers are interconnected
with each other. When constructing such a complex and intelligent
system, several problems will arise, such as the data exposition.
To address this issue, there is an urgent need to investigate a
new approach to deal with the big data generated by the next-
generation residential distribution system.

3. Theory

3.1. A distributed data storage and processing framework

In this paper, the proposed framework is for massive distributed
data storage and parallel processing based on the open source
Apache Hadoop [24], which can be set up in extremely low-cost
hardware (e.g., Raspberry Pi, Cubieboard). The key components of
the framework are distributed file system (DFS) and corresponding
distributed data processing model.
3.1.1. Distributed file system
Recently, various DFSs such as Hadoop distributed file system

(HDFS), MooseFS, Parallel Virtual File System (PVFS) [25] have been
developed for setting up the big data platform. In this paper, since
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DFS is a highly fault-tolerant and can store information in a reli-
ble fashion across multiple low-cost machines, we  use the concept
f HDFS to discuss the proposed DFS.

As mentioned above, DataCell is the basic physical unit of the
roposed framework, which is capable of storing data and doing
ome processing work. In the proposed DFS, the hierarchical struc-
ure of DFS nodes is deployed to each DataCell including Master
ataCell, Slave DataCells, Clients and Backup DataCells.

Firstly, master DataCell stores metadata such as the namespace
nd the mapping of the file blocks to Slave DataCells (the physical
ocation of file data) [26]. Master DataCell is able to create, open,
emove and rename a file or a directory as well as managing the
amespace; while Slave DataCells manage the storage attached
o which they run on, and do the reading and writing actions
equested from Client (the file system’s users). For the reliability
f the system, Slave DataCells report Heartbeat and Block-report
essages to the Master DataCell at regular intervals to confirm that

lave DataCells are running well and the block replicas are available
26]. Besides, Backup DataCells are able to store all metadata infor-

ation except for file block locations and are always synchronized
ith the state of the Master DataCell. If the Master DataCell was
own, the Backup ones could restore the latest state of the original
aster DataCell in a short time. The working flow of DFS is shown

n Fig. 4. When an application reads a file, the Client will ask Master
ataCell for the list of Slave DataCells which own  the replicas of

he file blocks and obtain the desired block from the given Slave
ataCell. In a similar way, when the application writes, the file will
e broken into several small blocks firstly and the Client lets Mas-
er DataCell choose Slave DataCells nearby to store replicas of the
locks. Once the list was created, the Client pipes the blocks to the
iven Slave DataCells.

.1.2. Distributed data processing model
The data in our proposed DFS will be distributed to all over

ataCells. As a result, there is a need for us to use MapReduce
27], a distributed data-parallel processing model, to process those
ata from multiple DataCells simultaneously. Actually, numer-
us specific MapReduce [24] models such as Google MapReduce,
mazon Elastic MapReduce (EMR) have emerged as widely used
rocessing models on large datasets. The whole programming
odel can be divided into two basic functions, namely, Map  and
educe.
The working principle of MapReduce is illustrated in Fig. 5.

hen the Client calls the MapReduce function, the model in the
lient can split the input file into some small processing chunks
Output Reduce <key/value>

Fig. 5. Working principle of MapReduce.

according to a predefined Split function [28]. Afterwards, the Map
function will deal with these chunks and generate a set of new
intermediate key/value pairs and then passes these pairs to the
Reduce function. The Reduce function accepts the key/value pairs
and merges these values together to generate a smaller set of
values as the output, then, sends back the output to the Client
(Fig. 6).

4. Results and discussion

4.1. Hadoop architecture

In this paper, the proposed system is based on Hadoop, which
is an open-source platform for large scale storage and processing
of data-sets on clusters of commodity hardware. It is architected
as a Master–Slave structured system. The Master is regarded as
NameNode which stores metadata such as file names and locations
in a cluster, and the Slave is regarded as DataNodes to store repli-
cated blocks. NameNode is available to create, open, remove and
rename a file or a directory as well as managing the file system
namespace. DataNodes manage the storage attached to the nodes
they run on, and serve the reading and writing requests from the
file system’s users. And we set up a proof-of-concept cluster which
contains 15 nodes, each node is based on the low cost credit-card
sized single board PC (Cubieboard), as shown in Figure 6.

Fig. 6. A Proof-of-concept demonstration.

4.2. A proof-of-concept implementation and results

In the implementation, every Cubieboard is emulated as a Dat-
aCell in the future distributed power system, while the server is
regarded as Master. In the cluster, all the DataCells contain the data

in a specific format which can be recognized by Apache Hive based
on the Hadoop.

Additionally, we  can control the Master DataCell and moni-
tor the other DataCells on another PC via SSH (putty), and it is
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Y(n) = D(n) − C(n)
Fig. 7. Data format.

onvenient to monitor all cells on the same screen. Fig. 7 shows
hat the data is appended in a table which contains the information
bout the Place ID, voltage, current, temperature and frequency.
t each row, different categories of the information are separated
y a comma. We use Apache Hive to create a table at the Master
ide and load the measured data into the table to make it ready for
urther processing using MapReduce.

.3. System evaluation

When predicting the grid information (e.g., frequency and volt-
ge level) over the next time interval, the grid operators have to rely
n numerous recorded data of the previous time periods. The data
ollection becomes a critical part of power system operations. In
ur case study, we implement the data collection application into
he proposed proof-of-concept testbed. In this proof-of-concept
estbed, each Cubieboard represents a DataCell, and we assume
hat the associated information (e.g., voltage, current, frequency,
nd power) has been already installed in each DataCell.

.3.1. Processing efficiency
In order to compare the performance between distributed data

torage and processing framework and conventional database, we
se MySql relational database in the Master DataCell, and then,
e processed with identical groups of data for a number of trials

hrough both distributed manner (blue) and conventional database
red). We  collected ten groups of data with the size of different
roups of data ranging from 39.4 MB to 10322.8 MB  and compared
he total processing time consumed at each data size step. The
otal processing time includes the data loading time and the data
rocessing time.

For the distributed processing method, the total processing time
ay  vary with different trials. There existed the chance of costing

ifferent time at each trial. Thus, at different data size, we process
he exactly dataset for four trials. The processing times are shown
n Fig. 8.

When processing a certain amount of data, due to the internet
onnection speed variation, the total processing time will fluc-
uate within a small range at each measurement regards to the
istributed data storage and processing method. In order to get a
ore general result, at each data size step, as shown in Fig. 8, we

rocessed the data four times using the distributed storage and
rocessing method and recorded the processing time at each time.
hen, we use the average total processing time to compare the

istributed manner and the conventional centralized one.

We evaluated the processing time using Mann–Kendall Trend
est to test the processing time trend for both methods in Fig. 9.
Fig. 8. Total processing times for the distributed data storage and processing
method.

Mann–Kendall Trend test is the method which is used to see
if the data is following a trend and if the trend is increasing or
decreasing. z is the Mann–Rendall Statistic, it is an indicator vari-
able, and it can be calculated by the parameters extracted from the
data.

Suppose we have the following data trend conditions:

H0: data has the significantly increasing trend; H1: data has the
increasing trend but not significantly; H2: data has the signifi-
cantly decreasing trend; H3: the data has the decreasing trend but
not significantly.

We can indicate the trend of the data by the value of z:

z > 1.96 means the data has the feature H0; 0 < z < 1.96 means the
data has the feature H1; z < −1.96 means data has the feature H2;
−1.96 < z < 0 means the data has the feature H3.

z can be calculated through the following steps:
Define “n” as the number of the total data points.
Variance (assuming no field groups) can be calculated by the

following formula:

V = n ∗ (n − 1) ∗ (2n  + 5)
18

Calculated Mann–Rendall Statistic:
When s = 0, z = 0; when s > 0, z = (s − 1)/sqrt (V); when z < 0,

z = (s + 1)/sqrt (V); where s is the slope of each two points.
Let’ us define:
Fig. 9. Comparison on average data processing time.
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Fig. 10. DataCell working condition.

 and p

w
i
m

z

S

w
t
m

p
d
r
M
f
i

4

e
c
s
D
m

m
A

Fig. 11. Plug

here C(n) is the processing time using the conventional central-
zed method, and D(n) is the processing time using the distributed

ethod. After the calculation, we have:

 = −5.1467

lope Estimate = −279.2709

hich indicates that the trend of Y(n) satisfied the condition H2, and
he distributed processing ability is superior to the conventional

ethod when facing the increasing size of the data.
As shown in Fig. 9, using the conventional database, the

rocessing time grows exponentially with respect to the increasing
ata size. In contrast, the distributed processing time does not
ise dramatically as the size of the data increases. That is because
apReduce technique splits the data into smaller pieces (64 MB)

or parallel data processing. However, the time of Hadoop’s initial-
zation is also noticeable even for small data sizes.

.3.2. System robustness
In this test bed, we can monitor the test bed’s working situation

asily through the web page report; from the webpage report, we
an know that how much data size capacity we have and how much
torage we have used. Fig. 10 shows the working condition for each
ataCell, we can know whether each DataCell is in service, and how

uch storage used in each DataCell.
In addition, during the simulation, we stopped two  DataCells

anually to mimic  the switch failure and server power outage.
nd the entire cluster operational files were still readable, which
lay features.

demonstrates the reliability of the proposed framework. After the
fault, DataCells communicated to each other to rebalance data in
order to keep the replication times of the data.

4.3.3. Plug and play
When we  want to add a DataCell in the cluster, we can easily

duplicate the existing DataCell and scale up the cluster without
reconfiguring the entire data storage and processing system. In this
way, the test bed can be easily scaled up and down without doing
too much reconfiguring work regards to the system. As shown in
Fig. 11, when we plug or unplug DataCells, the working condition
can be monitored thorough the webpage reports.

4.3.4. Cost analysis
As [22] indicates that expanding the existing data center will

cost large amounts of money.
However, in our proposed framework, each DataCell can be

installed on the low cost small-sized Arm Board, moreover, as
energy devices are becoming more and more intelligent and the
chip inside the energy device is power enough to integrate the dis-
tributed working mechanism as stated in the previous sections. This
will be a huge saving for building the future smart grid CPSs.

4.4. Discussion
The U.S. power grid has been serving for decades and experi-
enced several widespread blackouts. After a blackout, electricity
shortage will lead to loss of service for numerous customers. There-
fore, both the risk analysis of power outages and the subsequent
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ower restoration are necessary. In order to achieve these tough
asks, huge amount of data needs to be recorded and stored.

After the evaluation, we can see that the proposed data stor-
ge and processing frame work has the ability to cope with the
uture power grid data explosion. It is important to mention that
he improved performance is only noticeable when dealing with a
elatively large amount of data.

. Conclusion

In this paper, we first introduced a CPS-like next-generation
esidential distribution system. Secondly, we developed technical
pecifications for key functionalities and features of the proposed
ramework against yet-to-be defined system requirements. Thirdly,
e investigated a radically different approach through distributed
ata cells to process a massive amount of power grid data in a timely
nd reliable manner. Finally, we substantiated the distributed data
torage and processing framework on a proof-of-concept demo
estbed using low-cost single-board PCs and further analyzed its
erformance with conventional centralized database with a com-
rehensive set of performance measures.

The proposed research work illustrated how advanced ideas
rom IT industry and power industry can be combined in a unique
ay. The proposed high-availability and fault-tolerant distributed
le system and data processing framework can be easily tailored
o support other data-intensive applications in a large-scale and
omplex power grid. If implemented successfully, we  can translate
mart Grid with high-volume, high-velocity, and high-variety data
o a complete distributed cyber-physical architecture. In addition,
he proposed work can be easily extended to support other CPS
pplications.
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