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Abstract: Security issues and Internet of Things (IoT) become
indispensable part in digital community as loT develops with the
pervasive introduction of additional “smart” sensors and devices
over the last decades, and it necessitates the implementation of
information security principle in digital community system. A
three-level criticality model to determine the potential impact is
proposed in digital community system when various devices lost
in this paper. Combining the actual security requirement of digital
community and characteristics of 10T, a hierarchical security ar-
chitecture including defense-in-deep cybersecurity and distribute
secure control is proposed. A high-assurance trust model, which
assumes insider compromise, which exists in the digital commu-
nity, is finally proposed according to the security issues analysis.
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0 Introduction

Digital community is a connected community that
combines broadband communications infrastructure with
flexible and service oriented computing infrastructure
based on open industry standards!'!. The digital commu-
nity system encompasses everything from data percep-
tion to data transmission and control system. With the
pervasive introduction of additional “smart” sensors and
actuators over the coming decades, cybersecurity be-
comes more important than ever before, necessitating the
implementation of information security principle
throughout the entire digital community system.

Internet of Things (IoT) is the core technology of
next generation and becomes focus of research in both
academia and industry[zl. As an important part of digital
earth, application of IoT technology is indispensable in
the digital community. IoT not only accomplishes the
information collection, information transmission and
automatic control functions, but also enables the entire
digital community system to be more convenient, secure
and reliable. However, different from traditional net-
works, IoT owns unique characteristic including hetero-
geneous integration, collaborative autonomy and open
interconnection, which may induce security issues for
system security (privacy preservation of user, seamless
connection between security protocols, etc.)”®.. Moreover,
some security issues have not been fully exposed now.
Once IoT is put into use in large scale, the current net-
work architecture that seems to be secure will face a
huge threat. Therefore, the security architecture of digital
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community must conform to strict standards at the be-
ginning of construction.

According to the actual security requirement of
digital community and the characteristics of IoT, a
high-assurance security trust model based on IoT tech-
nology for digital community is proposed in this paper.
The rest of this paper is organized as follows: The net-
work structure and functions of IoT-based digital com-
munity are described in Section 1. A criticality model
from aircraft system that determines potential impact on
system of IoT-based digital community is proposed in
Section 2. In Section 3, we detail the proposed security
architecture for digital community from cybersecurity
and secure control aspects respectively. A high-assurance
trust model for digital community is also proposed in
Section 4 and a conclusion is given in Section 5.

1 Digital Community System
Architecture Based on loT

Digital community-oriented application architec-
ture demands different application requirements ac-
cording to the characteristics of IoT. Combining the
basic network model of IoT with application require-
ments and technology supporting, the network struc-
ture of the digital community is assumed to be com-
posed of sensory and control layer, network layer and
application layer (see Fig.1). The details are depicted
as follows:

1) Physical and control layer

Intelligent application platform

Application layer

Physical and control layer i

Physical layer consists of sensory subsystem and
control subsystem. Sensory subsystem accomplishes the
overall perception of information. Sensory nodes meas-
ure, capture and transmit information all the time. Con-
trol subsystem accomplishes the control of field devices
(home meter, water heaters, surveillance cameras, etc.).

2) Heterogeneous network layer

Heterogeneous network layer accomplishes data
transmission between physical layer and application
layer. The communication network includes 2.4 GHz
network in family, 433 MHz network in residential area,
Internet/CDMA/ GSM, etc.

3) Application layer

Application layer accomplishes information proc-
essing and human-computer interaction. Application
layer provides services for users and realizes the intelli-
gent applications by data analysis and processing, data
mining and data integration (vehicle management, re-
mote control, etc.).

IoT technology means not only the thing-to-thing
interconnection in digital community, but also the com-
munity-to-community interconnection. There are a num-
ber of “smart” sensors, actuators in a community, and the
perception data is transmitted to the communication
network. Figure 1 shows the network architecture of
IoT-based digital community.

2 Impact of Failure in loT-Based
Digital Community

IoT-based digital community encompasses every-

Sensory subsystem

i

O Sensory terminal, Interactive terminal

Y

| Control subsystem |

RFID, PLC, Infrared communication, etc

[—

A

Ammeter sensor,
Facility sensor, etc.

Water heater, clothes dryer, ete.

Surveillance cameras

Fig.1 IoT-based digital community network architecture
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thing from sensory nodes to transmission and control
systems. Therefore, the loT-based system can be viewed
as a networked system of systems with thousands of
nodes. With the pervasive introduction of additional
“smart” sensors and devices over the last decades, cy-
bersecurity becomes more important than ever before.
Thus, an appropriate cybersecurity control method for digi-
tal community is impending to the health of this system.

It is known that an aircraft is quite a complex but
arguably safe system ever devised. Aircraft industry in-
tegrates “smart” sensors and actuators into a single sys-
tem, and addresses the security issue well at the same
time. Both aircraft system and IoT system were pur-
pose-built devices. In both of these industries there are
many similarities in system architecture and system con-
trolling. Thus, aircraft system designing concepts can be
applicable in parallel to the loT-based digital community
system. Aircraft industry categorizes various subsystems
by their criticality to the overall system' *.. The model
defines three categories based on the impact of a subsys-
tem failure (three levels: catastrophic, major, and minor
impact) to the aircraft system. The proposed model in
this paper is based, to some extent, on the model used in
aircraft system. Therefore, we define three impact levels

IAFS

Transmission netywdark

Control
system

o

i
1
1
1
|
1
1
1
1
HANS | g

Sensory
terminal

AMI
Control object

(a) Traditional view on failure

High Midium

on reliability: High, Medium and Low. The three levels
can be applied to the digital community as follows:

High: Failure of these systems induces failure of
thousands of nodes;

Medium: Failure of these systems induces failure of
hundreds of nodes;

Low: Failure of these systems induces local failure
in a family.

We use a color key to designate these impact levels
in Fig. 2. Using the three-level model discussed above,
relative analysis of the digital community is demon-
strated as follows. From the real-time operations per-
spective, the problem caused by loss of a facility depends
on the situation. The detailed impact model of digital
community is shown in Fig. 2(a). In this model, control
system is assumed to be an integral and critical part and
have the potential impact on high level. The transmission
network is also assumed to have the potential impact on
high level. Intelligent application platforms (IAFS) and
sensory terminals are assumed to have the potential im-
pact on medium level. Intelligent family devices such as
advances metering infrastructure (AMI), home area net-
works (HANs) and managements systems (MS) are as-
sumed to have low-level impact.
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Fig.2 Traditional and new view of impact of failure

In our new approach (see Fig. 2(b)), we confirm
that a loss of reliable of control system should not cause
the potential for high level impact on real-time opera-
tions. Rather than suggest that the control system is un-
important, we just want to note the difference between

doing state estimate analysis and issuing the command
sequence to implement the recommendations of that state
estimate analysis. This is a new design concept we ad-
vocate in this paper. Usually, control systems determine
the response to control objects according to what-if
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analysis done by state estimate. However, the scenario is
less common that the results of what-if analysis are pre-
loaded onto the controlled objects (sensors, home facili-
ties). That in and of itself will alleviate the impact caused
by loss of reliable control system. The ideal scenario is
that sensors and home facilities can perform their own
what-if analysis based on direct communication with their
adjacent facilities. An improper command sequence is is-
sued to a generator™®
end. If the generator has the ability to sense local conditions
and conduct what-if analysis on itself, the generator would
evaluate the consequence of executing command sequence,

) and the generator is destructed in the

and then the destruction of the generator would be avoided.

3 Security Architecture for Digital
Community

Security researches on computer architecture

mainly focus on cybersecurity and secure control these

access
control

Firewalls and external
gateway

Node confidence evaluation

File integrity checking

Secure network
management protocol

Secure database

service

Digital community
system

Service and application lay ey

Network protection layg

Data protection layer

Sensory protection layer

Physical and cyber protection layer

days. Based on the actual security requirement of digital
community architecture, we make a detailed discussion
to security architecture for digital community from cy-
bersecurity and secure control aspects respectively.
3.1 Cybersecurity Architecture

With the introduction of modern programmable
sensors and intelligent devices in digital community, the
complexity of system at both the individual devices level
and the overall system level is increased at the same time.
This will inherently lead to more fragility and the possi-
bility of cyberattack or inadvertent action, which in-
creases the likelihood of unplanned failure of system.
Therefore, cybersecurity becomes a more important fac-
tor than IDS), encryption system, role-based access con-
trol (RBAC) and firewalls. We suggest that a de-
fense-in-deep security architecture should not only be a
ploy “keep out” model, but also be equipped with the
ability to safeguard against the threat already existing
within the overall system. Figure 3 shows the hierarchical
security architecture proposed for digital community system.

Fig.3 Hierarchical defense-in-deep cybersecurity architecture

This hierarchical security architecture achieves the
cybersecurity for digital community by the following
protections, and certain security technologies may cut
across multiple layers.

Physical and cyber protection layer includes physi-

cal and cyber perimeter protection of the digital commu-
nity system. Physical security techniques include physi-
cal security facility, such as IDS and surveillance cam-
eras. Cyber security techniques include firewalls and
external gateway, access security, honeys pots and so on.



LI Hongtao et al: A High-Assurance Trust Model for Digital ---

33

Sensory protection layer includes security controls
for node capture attack, node control attack, denial of
service (DoS), and passive attack. Examples of security
techniques at this layer include node confidence evalua-
tion, IDS, secure routing, etc. (Remarks: if here “of” is to
be deleted, “Examples” should be “Example” as it modi-
fies “security techniques”)

Data protection layer includes security controls for
data protection within physical and cyber perimeter.
Techniques in this layer include data encryption in transit and
data encryption at rest, DHS, file integrity checking, etc.

Network protection layer includes security controls
for data transmission from originating node to destina-
tion node. Examples of techniques include secure net-
work management protocol, host-based intrusion detec-
tion and security (HBIDS), authentication across net-
work, secure broadcast/unicast, etc.

Service and application layer includes controls for ac-
cessing service and application for user in digital community.
Example techniques at this layer contain privacy preserving
for users, role-based access control, secure database service,
key management, PKI, authentication, log scanning, etc.

3.2 Secure Control Architecture for Digital
Community
Secure control is mainly to solve the problem of

control security in the interconnected open system archi-
tecture. The control networks based on digital commu-
nity are shown in Figs. 4 and 5. Figure 4 reflects that the
control system architecture is largely hierarchical.
Therein the control data flows in a hierarchical manner.
The model shown in Fig. 4 is a typical model that re-
searchers are familiar with. There is little communication
or autonomous coordination between peer devices (sen-
sory terminal and interactive terminal, water heater and
clothes dryer, etc.) in this model.

With technology progressing, most devices are
automatic and have been designed to be programmable
and intelligent. These devices combine a local sensor,
controller and actuator in a single unit (e.g., programma-
ble sensor, automatic recloser). Each device works in an
automatic mode and makes decisions based on its state.
In this model, actions that need higher complexity or
broader considerations are typically beyond the capacity
of devices when these devices have been preprogrammed
in what to do next. For decisions that are beyond their
capacity to make, devices to some extent depend on
commands received from higher hierarchy control sys-
tem (see Fig. 4). The control system data predominately
flows in a hierarchical manner. Herein it gives us a chal-
lenge to build an “overall-smart” digital community.
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Fig. 4 Hierarchical control system architecture of digital community

Control system

e ~.
- ~.
R ~,
L mer—— e
e - ~.
A~ r X by
Sensory terminal Interactive terminal
.4 [ . 'Y .
R i ~, .,
-~ ! -
e i e o
e ¥ ~a v i,
Ammeter Clothes Facility Surveillance
Water heater . . 4 i
sensor dryer sensor cameras
Kw> | S A4k~ _ Ao | A A
"~ - T -

Fig. 5 New designed control system architecture of digital community




34

Wuhan University Journal of Natural Sciences 2016, Vol.21 No.1

Figure 5 shows our new designed control system
architecture model with increased communication or
autonomous coordination between peer devices in a
manner that is not exclusively dependent on control sys-
tem commands. In this model, devices have the capacity
of sensing peer device and coordinating with peer device
beyond their traditional viewpoint. Decisions demanding
higher complexity or broader considerations no longer
entirely rely on control commands from control system.
It is worth noting that we do not endeavor to decrease or
eliminate lines of communication or coordination be-
tween control systems and devices. Instead, we concen-
trate on enhancing the distributed control system archi-
tecture, where communication or coordination between
peer devices can be achieved even when losing control
capability from control system. This is the core issue for
our recommended approach of building a “self-healing”
digital community.

There are many failure modes that can cause the
loss of reliable control in control system, such as device
failure, control system failure, communication link fail-
ure and improper or nonexistent commands from control
system by a distracted/untrained operator. Bush!”! stated
that focusing cyber security efforts just on preventing
external attack is not sufficient. In reality, most external
attack targets are aimed at gaining insider access. Thus,
if the control system architecture can limit the insider
damage (e.g. unplanned device failure or control system
failure, damage caused by distracted/untrained operator),
it will be more reliable than external malicious attack
inherently. Many industrial accidents™* show that there
is no evidence of external malicious attack being in-
volved. Instead, these accidents occurred just because of
the combination of insider unanticipated factors of con-
trol systems. Joseph!'” stated that had these control sys-
tems been reliable enough, these accidents would have
not occurred.

It is noteworthy that increasing the reliability of
control system will decrease the likelihood of similar
accidents. However, this is not enough for building dis-
tributed control system architecture. In addition to in-
creasing the reliability of control system, devices must
be more autonomous with and be preprogrammed with
next-step actions to be taken when failure modes occur.
With this, distributed control system architecture, where
devices gain a wide viewpoint than just sensing/sending
data flow and communication or coordination between
peer devices can be executed even when losing control
capability from control system, is accomplished.

4 High-Assurance Trust Model for
Digital Community

We propose a security architecture where devices
and control system are given for distributing communi-
cation and coordination capability, as well as deci-
sion-making capability. However, from the real world
utility viewpoint, devices and control system also should
have the ability to judge whether to trust or not when it
receives sensory data or command data flow. We con-
sider that creating an all-encompassing enclave of trust is
neither easy nor desirable. The control system architec-
ture model proposed here assumes the compromise of
devices or control system, that is to say the model is de-
signed with the anticipation of insider component being
compromised by inadvertent or malicious actions. Many
solutions have been developed in this area (intrusion de-
tection systems (IDSs) !, intrusion prevention systems
(IPSs)“Z] and intrusion tolerant systems (ITSS)[13], etc.).
IDS and IPS are proved to be effective for preventing
outsider threat, but fail to address the insider threat
(whether error- or malice-driven). ITSs, a newer tech-
nology in this research area, can accommodate failure of
IDS and IPS, and have gained significant merit for ad-
dressing insider threat as a general approach. It also ac-
commodates the threat that unpredictable people are al-
ready in systems.

Traditional control architecture for digital commu-
nity is shown in Fig. 6, which is non-ITS. The devices or
sensory terminals are in the state of blind trust in the
control signals from control system. Control system re-
ceives information data from devices or sensory terminal
and determines the action to be done, and then the de
vices execute actions as instructed.

Control system

Application Application
layer layer
Network Network
layer layer

Sensory terminal
: O
Device 1 Device 2

Fig. 6 Traditional view of digital community
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It is noteworthy that devices or sensory terminals
always believe that the command received from control
system is reasonable and legitimate. However, this “blind
trust” may cause catastrophic destruction in real world.
”[14], attack-
ers issued illegitimate commands to the generator to

For example, in the “Aurora Generator Test

connect the grid out of phase. Since the generator had no
ability to synthesize the sensor data that would have told
it the power was out of phase, it just executed what it had
been instructed, and then the destruction occurred.

Figure 7 illustrates a new model of control archi-
tecture for digital community, where devices and sensory
terminal/interactive terminals are given the ability to in-
dependently adjust whether or not the commands re-
ceived are reasonable to execute. In this model, devices
and sensory terminals/interactive terminals still transmit
data to control system, and the control system still issues
commands to the sensory terminal or device. The dis-
tinction of this new model is that devices or sensory ter-
minals have intelligent ability to synthesize information
from control system and sensors to determine whether or

not to execute commands from control system. Thus, the
proposed model here compensates for nonexistent, erro-
neous and malicious commands that come from control
the system.

United States Department of Energy has strained
every nerve to promote a genuinely autonomous and
self-healing architecture!'”). However, it seems unlikely
to be achieved independently without human-in-the-loop
control system involving. An architecture, where devices
and sensory terminal/interactive terminal have the ability
of synthesizing information and validating reasonable-
ness, will gain significant merit for true automation and
self-healing activity. Characteristics of this model (see
Fig. 7) can be described as follows: enabling devices and
sensory terminals/ interactive terminals to do what-if
analysis by themselves; synthesizing information, vali-
dating reasonableness and determining whether or not to
trust when receiving commands from control system;
evaluating the impact of received commands before exe-
cuting. The characteristics mentioned above gain significant
merit for the reliability of digital community system.

Control system
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1

Application Application
layer layer
[ -N:r\;rk— i Network
layer layer

Application Application
layer layer
MNetwork MNetwork
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Cyber security
Contral security
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Security agents
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Device 2

Device 1

I AL Control security
Secure

communication

between agents

Cyber security
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Security agents

Sensory
terminal

Device 3 Device 4

Fig. 7 High assurance digital community

5 Conclusion

Digital community develops with increasing intro-
duction of additional “smart” devices and programmed
sensor over the coming years, which will make cyberse-
curity issues more important and complicated. We use a
three level_criticality model to determine the potential
impact that exists in digital community system, and im-
plement a defense-in-deep approach for security issue to

increase digital community reliability. A high-assurance
trust model, which assumes insider compromise existing
in the digital community, is finally proposed according to
the security issues analysis. The proposed security model
provides more security services and less security man-
agement issues than related security models.
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